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Ko Twofish (256-bit key) Ths B S ET, B A7 — ROBEOZNZNIE, ZREYDOF—%
fENET, ZNENOXT—FMHAEIZHML L TWET, (e ~y X —F—T—2D/XAT — )

LEHNINDI DD, EHLAELMYILTWET, ~yF—F—0FH Y BILORERE

BB A — FOZFNEROR S HRICHOWTIE, LR A2 SR L T E &,
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NoaTnaly XA

RN 2a—2MER T 4 P — RONRAU = REWRLX AT 4 KU, =T 7 A )VERS A TR
T4 RURET, NyvaT7 VI3 ALERRTEET, 2= —NER LI NNy 2TV
=Y XA TrueCrypt SLECE A CRAULIELEGR GBI T biv, ~v ¥ — X —E HBIE(PKCS
#5v2.0 THESN TS EBY HMAC Ny v a7 b3 Y R AICHE L £97) TSI & L
THELNET, FTLWARY 2 — L2 ERT 5 & X, BLECSEREITI A X —IF5{bx—, & %
—(XTSE—FR), YWV rEZAERLET, FFEMIXLESAERE L~y X —F—08EH YL B
K OB R D IH % 2 /)

Whirlpool

Whirlpool 7~ 2 = 7/1/ = U X A% Vincent Rijmen (AES encryption algorithm @ f:{E%#) & Paulo
S.L. M. Barreto (2 L 5&EHTY, Zo7 TV X LD I A Xid 512bits T3,  Whirlpool-0
EREEINLD LT 71@0 7= Whirlpool D #]D/3— 2 132000 411 2 FRINE LT,
Whirlpool-T & FE T 5 K 91272 - 7255 —filkld NESSIE (New European Schemes for Signatures,
Integrity and Encryption) D5 & FE(AES Hidk Il C, EUIC K » TRk 77 v = 7 b))
RENE L7z, TrueCryptid. International Organization for Standardization (1ISO) %3 ISO/IEC
10118-3:2004 international standard [21] @ IEC |Z£IR S 4172 Whirlpool D& =k (A &) ZHEH L
TWET,

SHA-512

SHA-5121ZNSAN G F L 200242 (Fe 0] DR E 1220014512 )FIPS PUB 180-2[14] TNISTIZ & » T3¢
EINFELE, ZOTAITY ZAOHFY A X1E512bits T,

RIPEMD-160

RIPEMD-160 /% 1996 4E(Z %% & 1. Hans Dobbertin, Antoon Bosselaers, & Bart Preneel (2 X -
TA—T U RFNI 2 2 =7 ¢ Ti&Ft & E Lz, RIPEMD-160 @ /)41 A% 160bits T,
RIPEMD-160 %, EU @ RIPE(RACE Integrity Primitives Evaluation)”' = ¥ = 7 (1988-1992) C#
FENZRIPEMD Ny & =2 7L 3 U X ADBILIK T,

RIPEMD-160 |3 [E B #E{ L5 (1SO) & IEC in the ISO/IEC 10118-3:2004 D [EEEMHFK[21]ICE A L
TV,
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EfEx 5 0S

TrueCrypt (3% OS THE L £,

*  Windows Vista

¢ Windows Vista x64 (64-bit) Edition
¢ Windows XP

* Windows XP x64 (64-bit) Edition

* Windows Server 2008

¢ Windows Server 2008 x64 (64-bit)
¢ Windows Server 2003

¢ Windows Server 2003 x64 (64-bit)
*  Windows 2000

+ Mac OS X 10.4 Tiger
e Mac OS X 10.5 Leopard

* Linux (kernel 2.4, 2.6 or compatible)

EE: RO OS 1A — b I TWEHA: Windows 2003 1A-64, Windows 2008 1A-64, Windows XP
IA-64, Windows 95/98/ME/NT.

VAT ARG TEDLO0S LML TLE &,

TrueCrypt User’s Guide. Copyright © 2003-2008 TrueCrypt Foundation. All rights reserved.

74



Ay K7L v DENT

Z OFilE Windows it TrueCrypt Z%t5: & L £9, Linux & MacOS X ThO <> KT A D
FIZOWTIE truecrypt -h & LTL X0,

/help or /?

/volume or /v

/letter or /I

/explore or /e

/beep or /b

/auto or /a

/dismount or /d

/force or /f

/keyfile or /k

av L RIA v~V T ERRLUET,

<~ hT 5 TrueCrypt R 22— LD 7 7 A )L ERADLFN(T o~ 7
MEFIZIIE DN L), N—RT 4 AT DR—=T 4 arvr~rr i
H5EOHIL Iv¥Device¥Harddiskl¥Partition3(/N\—7 4 v 3 > D/NA
D DHITIE, TrueCrypt ZiEE L C [ FNs XD#IR) 27 ) v 7 L
TLIEEEW, TAL ZADNRATRLF/INCF 2R LET,

R a—2bE~U L T DH5RIA4T1LH—, /1 DABIN /a BDIEE
SN TWVWAEBRITIEIRAIDZEE RTA4 T LA —%fFNET,

R a—bRn~vyrhahde, ZORY) 2—LbDY 4 FUZKE E
B

AR 22— AN EFIC~T L NEFRIEIT o~ b EnbEE—7%2E5
LET,

NIA=EPRRESNTWRITIIE, R a—2x B~V FLET,
devices 73/XT7 A —4% & L THIE(/a devices)IALTWIUL, TXTD
FHAARE/R T NA A 8—F 43 3 B TrueCrypt R U = — A% HE~ ¥
VRLET, NTA—HL LT favorites NFEEINLTWIUE, B
KIZAVARY a— L% HBE)~vY > FLET, /quit & /volume 23MF
ESNDE Jauto BEEERD I BIHEINIZ LIZRD Z LITHEEL
TLEEw,

RIATLE—THRESNERY) 2—2%2T o~ FLET, (B /d
x) R a—AREEENTWRNWE | BIEY D FENTHDHTRTO
TrueCrypt R U = —L%&ET v~ hLET,

SRHNZ(ZEDRY 2 — LD T 7 A VIRV AT KINT TV r— 3 Xl
PHLTHWTH) T~y bEFTL, v U2 b adfE— (e
LN LET,

X—T 7 ANNPX—T 7 ANRRAZAERELE T, BHOF—T7 7 A
ILVOFEEIL /K ciYkeyfilel.dat /k d:¥KeyfileFolder /k c:¥keyfile2
DX LET,
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/cache or /c

/history or /h

/wipecache or /w

/password or /p

/quit or /q

/silent or /s

/mountoption or /m

yEIIRTA—Z R LOBAF, XAV FREBEEAEMDICLET, nO
BE(len)E "R — REdEzEhic LEd, AU — RidlEz 831
LTCHBLEZbOZHET IO TIELY FHA, HETDHITIT Iw
o TLZEW)

yEIRT ARl U P LERY 2 — A DBREEZRE ni v
vy LR Y 2— ADRBREERIT LV, (B /h n)

RIANRNZEHB LI NA T — RE2+T_XCEE

RNY 2 —=LD/RXAT— R, NAU— RZEHAEZETGEITIE5 | HEF CH
o= & (B Ip "My Password”). 28/ A0 — K& HRTI2IE p” & LTL
7ZEU,

i ZOHETRY 2— LAV —REANTHZ Lix, BEfbEn
TWieWwa~vy R7a 7 NOBEREPESAL I TWRNT A7 IR
FINDLEIC, BRIZME RS20 LIVERA, DbV IZ /g Z26f
DT EERFILTLSIZEE N,

FORESNTEMEZEITL, T LET, (TrueCrypt A A > 7 4> DX
FRINEHA) preferences NIER I TWIUX( /g
preferences) 7' 1 7 T ARENFOIAMRTESNET,

/q background (% TrueCrypt EE (N LA 7 A 22 B L £,
/alxar TR —na—F—ZRIZERTLNT 7B ATE WG E
(Fy NU—=27 RV 2 —2) [ZIEIhED 72 < TrueCrypt IZA Y = — 208
T FENTEHDOHIET LET,

lq BIEESHTOIUE, 2—F—~DRAyb—(FrrF h, =T—X
vb—U, i R L) EFTRLEE A,

ro £721% readonly: FEHlEH T~ k
rm £721% removable: U A— TN RAF 4T LTV b
ts £721% timestamp: RV 2 —A/F—T 7 A NDH A DAX T HEH

Hl:imro O~ AT arEEETAEAIE. Imm /mts
i 9

TrueCrypt Format.exe (TrueCrypt 5 U = —AfEK D 1 — F):
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/noisocheck or /n TrueCrypt L A% 2 —7 4 27 MIE L < fER S/ 2 & 2B LAY, =
PSSO F LR /2 £ T, CD X2 DVD TRAF LIz b D% A A T F 2 A
TLHEVBISOA A -V TRET 21 Bl E R EICAH T,
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Xk

TrueCrypt.exe [/a [devices|favorites]] [/bl [/c [yInl]l [/d I[driveletterl] [/e]l [/f]
[/h [yInll [/k keyfile or search path] [/1 driveletter] [/m {rm|ro|sm|ts}] [/p password] [/q
[background|preferences]] [/s] [/v volume] [/w]

"TrueCrypt Format.exe" [/n]

ATV a el T HIEFRITEETEDL Y A,

2 Bl

d:¥myvolume LMD ZHFTDRY 2 — LAEFHIDZEE RT7A4 T L E—IZHDV YK TTw U h, /RRY
— KT T R eRR AL T T T AT 0 RUEFFERR L)
truecrypt /q /v d:¥myvolume

RIATXELTFU L FENTWAERY a—LET o~y b5,
truecrypt /q /dx

myvolume.tc £\ I Z4RTOR Y =—L% MyPassword £ W9 /RAT—RT, R7A47 XIZ~v¥
VN
TrueCrypt X7 4 > UM, ©—7%EB5 1L, HEICv U FLET,

truecrypt /v myvolume.tc /lx /a /p MyPassword /e /b
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Xy hU—7BoF

HLRFED TrueCrypt R U = — A EHED OS ORI T 7 B AT HXLERH L5, 2Dk
ERH F9,

o TrueCrypt R =2 —ALEHFED L Va—HF—(I2L 21X, —")NZDBh~vT L, <
7>k EXT TrueCrypt R Y = — A DONE(TrueCrypt RV = —2D 7 7 A L LT TEe) & F
Yy FU—ZBTERAELES, HxDarta—F—Rr AT L0 —F—ZEHNITARY
a—LEvU L MLEFA, (TTICH—""—=T~T 2 IR TWNET)

B TR TO2—HF =R TrueCrypt R 2 — L DFHHLEEXNTEET, HENLIRY =
—ME T AN THENN—T 4 a VTN A TENENER A,

P Ay N2 2Bl TELND T —Z I B {bSiLEY A, 7272 L, SSL, TLS, VPN
, BLOZOMOEA TRIE 2 5LT 5 Z LT TE ET,

o MEDaALVa—Z—(lcLziT, =)z branTWiWnWrr A Lvarsiz
BEXET, ZO méﬂt774w%z/bv JHITHAELEY, flxeDa s Ba—
Z—=RVAT ADa—P— K THEEINT T 7A NV BT P LET, T, RV
2 — A O OS THFFIZ~Y 7 SN2 &1 £7,

B Ay NV —22BLTELNL T — XL ENET, (L L., BERK TOMf
WraREc L, T— ¥ DOFEMI 2579512, SSL, TLS, VPN, 35 L O O ol TRk
KA ST D22t THET)

ﬁﬁ:ﬁﬁf%éﬁun—Am774wMﬁ(N—%4yaw%ﬁ4xmixﬂmﬁ
RN 2a— L3 L2 DOV AT ATEHHBEARYHFH T FLRTERY ¥ A, (i
WEHTO~ T hHFECOWTE~ Ty b A7y a VOB R) Z ORI mé
ﬂfb\fib‘ﬂ:)n—bf%lj]%f%é CICEELTLLEEY, Z0o#HBO—, =&

ZE. 3?)%)080)77411//27—&75% A I N T — 2N — Tl OS T7 7 A
WY AT DDERNDH -T2t DHE, T—FDO—EMWNRL R5(Z LT —ZHRIC 72
BDHYEWH Z & TT,
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R a—AERY a—bA~NF—DNIT 7S

N= R 2TV T N =27 DT =KD 72912, TrueCrypt R U = — AIRAF LT2T —Z )
WHRT22E6HVET, 20D, EHICTXTOERERT 7 ANDNNy I T v Tl DT
L EMLTTOET, (2L TrueCrypt R U = — MTARIE S VIR SAbT — 2 LIS D & 72T —
ZIZOWTHIAERTT)

FERTARY 22— A

EE: 77 ANVDNy 7T v ICMAT, A —F—%2EG0R) a—b o~y X =% 97T v
(RV 2=~y X =Ry 7T T DOV A XT1024 314 NTHZE LML TTOET, FY =2—
L~y X—=DETDHE, ZLOBARITI~ T PR TE RS RVET, R a—Lb~y X —DN
DI T T EYARTIZONWTIE, AL TaTTALT 4 RUDE, 7077 hA=2—0fH,
V)b >R a— b~ HF DN I T SV —) >R a—bNy X —DY A RNT 2B
LTL7E&E,

TrueCrypt R Y = — A L TrueCrypt R 2 — ANy X —%RERXZ Y I T v T3k, LTFD
FIEZ LR TLESN,

1. TrueCrypt RV = —2ER Y 4 ¥ —R&fio T/ A v I 7 —~y KA T I v I 4T
voa REDTIO)FID TrueCrypt R Y 2 — L &2{ERR L T 728, TR AAv I T v
THRY 2 —NZRH5DT, ZOVAXEINy 7T v TIHDORY) 2a—L LR UNKEL 2D
ozl 7EEn,

2. HLLIER LNy 7T v 7 RY) a—ba~T7r hLTLEE N,

3. UL DNEINTIARY I T T RY a—LNEHBEIZ, X T TR a—LbD~y X —
DN I T T EERURELTLTEZIN, FOH%, Xl T v 7 R) a—LET <0
Y RLTLIEEN,

4. FRRIZ, N2 7 v TR a—LbEx~vUr b, Ny I T T RY 2a— LD~y X —D
Ny T TNy 7T TR 2a—MMIER L TSN,

5. Xo 7 v TR a—LbE~v ML, U NN T T T GHARY 2a— DT
TOT7 7 ANEEBEIINY 7T v TR a—h~abt— LTIV,

BHE: BoEMRVIELT 78R TEBHF(Z L 21X, SITORLEEICRE LT /A AT
I T TR a—LERFETHRDL, NI T v MMERRIIE EROTRTOFIRRT v 71
ERO)ERVBRTULENRDY T, (TRESR)

FROFMAUHEZNT, BRENTROZ EZ2HRIT L 2IETHZ N TEHTLE D,
o RV a—2DEDEI X—WNEEINTWDEINEIZAT v 1 2FITTDH2D) ) =
Lo TREZIE STOE LA (D D WITMMOBOHE MY K LT 7 & A TE DEATICHE
BTDTNA RN I T TR a— &2 RGFL, TR LAY 2a— 203555512
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WX, ZAVUTRRICEE R Z LT, GERIXAENTOHEGTOEDR LAY 22— AKX\
DHTD LK OHi % 2 M)’

o RUa—2DIHLD—2OBMDEDODNN I T v THDHI L,

o RV a—Ab =R I T v TEEKRLIEZZE, BXOEAWREZITRGFENTVD
MmEWNDH Tk,

Ny T o7 TRY) a—bDO~y ZX—PNHHE LIZHE8I1E, Xy 2T v 7R a—bx~vrU sk
L. FIIREENTEAYE =R I T v T oo TRy I T v 7R Y 2 —LDRY 22— b~
A —HEEIRTDHZENTEET, (b IFEE)

VAT EBN—T 4 ra v

HE: 77ANVDNNy 7T FIZIZAT, TrueCrypt LAF o —FT 4 AT DRy 7T v T h &b
(VAT L > L AXa—T 0 ATER) 28N L2 T FE T, 75X TrueCrypt L &
Fa—T A AT EBRLTIZINY,

WAL LIS AT b= T 4 v a VERRII Ny I T v 735 120F, UTOFIEICLSZ L%
TOET,

1. AL a—F—IZE8HEDOOSNA LV A R—LENTWNWAHRG, 7 — MERGFZ LB L LR
WOS ZiLEIT 5,

FDALE 2 —H—THEED OS A v A h—L X T2 5, BartPE CD/DVD 726
T— B ERTEET, (Windows =D D% CDDVD IZIREL T, Z2hmb 7 — b
T5HEWH T ETT, XL HDHEMFAQ) LA 2T BartPE 2L T 72& 1Y)

FROENBEDBRARERL, VAT A RIA T 2O ar Ba—2Dvh oY) RIA4T
WL C, 2D a L Ba—%—D0SEZ7— L TLEE,

2. TrueCrypt R YU = —2fER Y 4 ¥ — R TH LU TrueCrypt > A7 LR Y = — A E BT D,
(AT THr—<y hRHATIvIF T a /BRI E)ZENBNNY T T >
TRV 2a—=LIZRDDT, ZOT 4 RATERITNANY I T v T LW AT AR 2a—ht
FAUNEN ETHDZ &,

3. HLLMERLEARAY I T v 7HR) a—bm~U 2 b5,

4. Ny 2T T LIWY AT AR Y 2— L& L TFOFIETHIOFIED & 5 (2@ O
TrueCrypt R U =2 — L L L)~V b9 5,
a. [TRALAZADOEIR] 27V 7 L, X T v T LW AT AN—FT 4337
AT D,
b. OK%Z7 VU v 7,
c. [VATL ->7—hAEEAER LT b &R,

TZOBAE, BRIy I T TR a— 2N T7 7 AN THLIGE, BLAY 2a—A3F A MRY 2a—2DI1FADD LD
IR LoMED T, SRR Y 2 — AT LA EE2HE 7 7 AN THD LN TNERETY, (£ ThiFE, BodHE I
LAY 2 — Ao TORENTOIEGTEE ) 22 b LLETA)
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5. X7 v 7R a—LEk~< ML, (FIOTFNETHETE D TrueCrypt R =—2L L LT~
UV RNENT)VAT AR a—BnDT_XRTCOT 7 ANENy 7T v TR a—h~EHHE
Zar—45%,

HEE W EDRY 2 — L %50 LT 7B ATE 5 L9572 & 2 IXRIT70E L&)/ Y
IT T ERETDHROIER, Ny I T T THHOL EROFIA(FIE2 &N Lz H & TY,
(FRLEHR)

FROFNEIZ LN D 261, BENLUTOZ L2 /RO 2SI ENTEET,
« RYa—LOLORsF—HERSAED, (T2 0BT TY)
o EFNNEDORY 2a—LDNRX T T T THDHI

—HREIIEE R

HEE HCHEDNRY 2 — L Z2MO IR LT 7B ATEDL L IR I T v T 2B+ 570613,
R 2— L& LT 5 & &IOS TR E B A r— R & 21X, AES-Twofish-Serpent)d
HTLEEBEZTLIEZ, LAY 2a—L x5 T 5L ZIC—20KES LT VT U XL LHME
STWRWE, HETEDOTNLVITY XLPEONT & XITE, WEFIIEDIF->TVDHRY 2—
LD —%EHFTETCLEI P LNVEYA, 1O FET VT Y XL HEHI 5 ATREME L Y
H 3D AL T 2 Y X LT RTHAE S D ATREME X FEF IRV O T,
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2D D DTRhE

ZDETIE TrueCrypt A U = — AR AF SN T — 2 ORI ET 50 O 0B
DWVWTIHRRET, TRTOMBHEICONWTHREET 22 LITTERNWI L2, TTHERIEIN, 5%
BN LIEFICEL OFEHEOERNH Y, T _RCEMIHL LI ETHEHEVICHERITR>TL
FH72HTT,

R—=IU T 77V

HE: ZZTRRZ 8T, VAT A R—=T 4 arHBDLWVEV AT A RTA TR SALEEMT
[V AT LR 2SI, RX—=T 77 7 A VIRV AT LB EALD - — 03 3 7 #iH o /3 —
T4 a @EIEE Do TVWET), & 2T Windows 281 A R =L I TWNDH/N—T 1 ¥
3, WZHDHRBIE, BERITHY FHA,

AT T 77 ANEBMHENET, Windows (X2 DOGET NN— T 4 AZIZEIPND)T 714 V%
AEVIZAY E5720WT BT T LT — X 7 7 ANVERRET 27D NET, v 2 &,

AEY EEFIZH D E(E LTV DIEET — 2 NEBRIZITI S 720y 9 512 Windows 12 L - TH B4k
HEINTICT 4 AZICEIN TS E W) Z L TT,

TrueCrypt 3/ A T — K| B 5{bF—, BLOMMOWET —20n"H 5 A€ ) —fHEikE, ZhbDT
—BWR=D T T A N~b RN E ST, DRlicry 7 LE9ELET, LAaL, Windows
THENWAWAR(LERESTZHLOL, SNTWRWnWLDLH L) AT, By 7 BESEIND Z LN
BV FEI, 5T, TrueCryptix, RAM EIZBHNNI-MEEE 7 7 A VINIF L S AL VO REETA Y
ARSI ND Z L ZS T EITTEER A, (TrueCrypt R 2 — 2D 7 7 A VEZTF A T
T A B =L DRI TR &, ZDOT7 7 A VONEIFREEAL S TORVWIRIE T RAM IZE L E
ED)

T4 5, Windows XP/Vista = —H—IZ1%. AT v 77 7 A WHRER T 52 & i &
LT — X W o720 TrueCrypt 2~ 458y v a VOMET THENIZTHZ L 258
KBTTOLET, TNETDHINEIT A by DA — A =ma—Dara—XEzid~A
A a—H T AarOLETHZ Y v L, ZroN7r r->(Windows Vista Tlx->& &0 X7
A GRIE->) FEMGRIE-> /N T =5 2 X=->FRIE-> TR E-> AR F Y>> N— 2 T 7 A LT3
L->FE->0K £ LTLZ&E0,

F5FR Y Tix, Windows 2000 Tl Z O HETIEmEICEMIC T T& £ A, Windows 2000 = —
P—IZiL, 2 Ea—FE2T vy N TV THOECR—V T 77 ANE7 VT THLIEF
2 VT A DBREEEETH BT IO LET, (X Windows D~ == 7 /L F 721
www.microsoft.com # &M L T 72 &)

SRR VAT DN—T 4 v a I R TA T a2 5L LEERIZS AT AR b2 2 ), £ L THESE
(Z_—= U T T 7 AN AT LGSO F— NN REHOS—T ¢ a3 L (BFIZE I R->T
WET), 72& 2T Windows 234 A F— L SN TWHNR—=T 4 ar (bbb EHICLTLLES
AN
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http://www.microsoft.com/

NANRR—T g v E—FR

ER 22Tl 2 LiE, YATANA=T 42 arHWET AT AN TA TR SLEN G
ML T 2T AHEE L) BIR), A RNFR—2a v T 7 AN AT LG SLOF—DNA RN 7 &0
DI/N—T 4 ¥ a BEIFE D 7> TWET), =& 2 IE Windows 231 A h— /L ZFL TN 5 /3—
Tavary, L bIX, BRI EFHA, 2B a—F—IMRIBREICR D & EI2E 7
—ZINANR = a T A NVCEZSAENDSANCRIRICE S S E T,

DL B a— AR, AR g v E— REBENE— RICAD L&, VAT LAE Y ONEE —
RT 4 AT DNANR—=2a Ty AMTEEHINET, TrueCrypt IZEBEIIICT XTORY =
—L%ET7rv7r L, RAMIZHDLEND DV AY —F =AY — RRSBIITEN G EZTEEL
F9, LL, VAT A ST AT L FESR)Z LT RiF X, TrueCrypt (3E2E L 723
2T — R, RAM LIZBEA 7= TrueCrypt AR Y = — A OB 7 7 A VISIEEE S 4172 VO JRBE T
ANR—=v a3y « Ty AMURGFEENDLZ 2B EITTEERA, EXE, TFA b7
4 Z—TIET7 7 A VONEITIHE L E R VIREET RAM IC(BZ 6 < ITEIREZ U 5 £ T)YRFF s
F9, LER->T, VAT AR FLE L, Dl & b8BT —% - 729 TrueCrypt
RN a—L&E~vTy s T 58y a VOBETTHONA NI — a3 UEREZ BN T D, A
WX =g CORBZIMETSZE2M<BTTIOLET,

ERTEZIRE VAT LINX—=T v a v RT7A4 T RS LEET Y AT AR 5L &2 S ),
T L TCHERIINA NI — a7 7 A VIRV AT A SALD T —0NH R 72 HOR—F 4 >3 >
(BFIEZ D 72> TOET), =& 21X Windows 731 A h—/LENLTWEHNR—T 13, ITd
HEICLTLTEEN, aryEa—F—MRIERREIZ/R S L X2iX, T —ZFNA 3 Rx—a v
77 ANVICEZIAENDANCAIRICH S LS E T,

AEVE VT T 7 ANV

HE DI THBRRDZEEF, VAT AR—=T 4 a BV AT A RT A 7R BALGEEMI
[V 2T KAL) )N, AFVX T T 7 ANNUAT ARTIA T(@EFEIXE I RoTNE
T ATEPND XDV AT ARREIN TS HE, BRIZH Y £HA,

Windows Z & pl1E L A ED OS TT Ny ZTHEROIUGRo= T — AR AT LT Ty ra, TV
— A7 V=0 NTF v 7 YDVATLAEY ONFEORHAETY =X U A)BAETT, Z0
AN —=H T T 7 A INIIET — X 2G5 A THDENE LILER A, TrueCrypt 1ZitiE L7232
J— R, BEEEF—<CRAM [ZEH SN-HE 7 7 A VONENE AL STV RVIRIETATE Y
— AT T AMMITESHEIND I EEES I EIFTEERA, TrueCrypt R Y =2 — LD 7 7 A )L
BETXARNTT 4 Z—LRIIHTHRS E, 207 7 A VORNRIFRE SIS VTR UVIRRET
RAM ICEMMNET, (FLT, BEZULETEOEERSALSNRVIREETRAMIZES NS L

TBEIV A7 m YT RN NRNR—=2 g VERD APIEAB L TWeaWaH, v 7Y 7 NSO T 4 AT Bk
BARE I NANRR—2 a v T 7 A NDIESLRTE S X 512, Windows DIEAB L R—F 2 MIFEMRAD L &24R
BRSENTWET, 2o, BIEDL ZA(~A 7 1Y 7 ho BitLocker IS DYEDF 4 27 Wi=AbY 7 b7 =7 T
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ATV, (AT LG EALDEE S R)

Q: RRAT—FEENTLENE L, TrueCrypt RY =2—A2D7 7 A NVEETTIEHERZXH F
FAMN?

ATm&WMﬁELPAXUWFiKiH%m_ﬁot% 72 LT, Wbz — & &0
FTHRERIZTHEILT AEEBIIE 7L< FoTWEHA, BT IHoTe—D2DHEIZ AT
—RRFXF—%227 79I LT EEHDZETTN, RAV—=R/F—T 7 A LOERLES, ¥—0
A X, VT RRN— FORME, TOMOERICL > T, HTHE, BHEFTEPLDLNS LILE
NEVVR

Q: TrueCrypt A Y = — AITRFEI N BT A (avi, .mpg, etc.) ZEBEFETE ETH?

A: [TV, TrueCrypt DEF LR U = — AFXEH DT 4 A7 LRICTT, IELVWIRT — R9OF—
77 ANTTrueCrypt RV a— bz~ NA—T LT EEW, ETF T 7 A NEXLT I
Uy 733X, OSWED T 7 ANEA TICEHESITONTWLT 7 r—y a (@EITHEY
T MNEREBILET, BEY T NMIETAE T 7 A NVDOROID H DSy % TrueCrypt ORF5ALAR U =
— 25 RAM ICEEAGARE T, Z DA NFHLAEN TN D B, TrueCrypt 1Z RAM (25—
AEEELET, TL T, HESNZRAMHFOT = NHAEY 7 M koTHESND EWVWH 2
LIV ET, ENNFAEINTWDEHWEIZ, BAEY 7 MIRO—EHS5 % TrueCrypt DI =
EARY = — 475 RAM (T HE A F- :0>7°I2*E;<7§>< DNZINDHZ LI ET,
FUZERFEBTHRBIRbET, T4 77 A LD TH TrueCrypt RNV = — A IZE XA
FNDHHN, TrueCrypt ZRAM I TZEN AR BAL LT 4 AZIZEEIARLE T, 207 vt 2 3H)
5 [ BT 5{k/15 5 on-the-fly encryption/decryption ) & FEIZHIL, B 547 7 A L7200 TlidZe < 37
TOT 7 ANTATITHAINET,

Q: TrueCrypt 3T 2L ZDEEAF—F V) —ATZ7 IV —RDOTTHN?
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IV, FO T, EEBIIEHEL TOWERAL, 20850 TL X D, FAEblA—T7
/ xf7)~@k%;)74/7FWITK%ﬁ%ﬁwTwiﬁo

Q: TrueCrypt 7u v =7 MIFHTEETH?

A 1XV BRI DUV T Attp.//www.truecrypt.org/donations/% M L TL 72 &0,

Q: RRAT—FREENTLENE L, TrueCrypt RY =2 — 2067 7 A NVEEBETHI LIXTE
3 /R4

A: TrueCrypt (37— Z DI BALITE > 72 IE LVWR R T — R —7 L TR LI=F —Z D
BHDHWIREREEIBT HHEIIR > T ERF A, HE—DIFETNAT — ROxF—%2l5H 2 & TF
D, VT MA—=FROMERE, NAT—=RHLWEF—T 7 A NVDOE LRSI > THETENPOHE
TEPNHTL X D,

Q77 ANERT A NF—LLEFILENEZDOTTHI?

ATV, 95 TT, TrueCrypt RV =2 —2DFDT7 7 A IV AT AEBIRK(T 7 A NV, T HIVH—
4. T ANVONEREL BB SLINET, ZHIET 7 A3 T F (A TrueCrypt 7 ¢
A7 YE TrueCrypt Bs 5t/ N\—T 1 ¥ a3 VT3, ADOW FIZHOWTHEHINET,

Q:USB75 v a2 RIALTTEDLIZLT TrueCrypt 2 H Z L N TEX E T2

A: “ODOFERHY £

1) USB7 7 v v a RIA TR ak7it+ %5, Lo, ZTOFHETIE TrueCrypt & USB 7
Tova RIATMLRETLHZ LIXTTEEEA,
HEE: Windows TIZUSB 77 v o= RIA T OB —T 4 varzhrR—FLTWER
oo

2) USB7 7 vy a2 RIA 72 TrueCrypt 7 7 A Va7 F %1ED, (1’E@ FIZOWTIEPLFE
DD F 2— R TNESBYUSB 77 v a RTA TR RZEEFERN HIVUX(E D
725 & 912 TrueCrypt 27 F DR E S ZPROIUX), TrueCrypt Z# USB 7 7 v v =2 K7 A
TORI(A T FOHRTIERL, arTFEMEL ORI L, TrueCrypt 2 USB 7 7
Va RTATMHHEBTHIENTELTLL I, GEHIX N 7T —F— NZH)

Q: FAD TrueCrypt R 2 —A(2V T H)EEDI VB2 —FITTHYU Y N TEETH?
A: TrueCrypt /R U = — 2X(WERHY /23 —T 4 > 3 > 7 A 7 % TrueCrypt TR 2k L7235 412kt

RLH E)OS BN L TWET, TrueCrypt i ZEEN TEX 5 a2 Ba—F =725 Pl “C?b“\"?/l\
T E9, ( EPREMHERN 72 < TH Windows T TrueCrypt 21 2 9727 & 5MH)

Q: vV Y FENETrueCrypt R 2 — AR HBFY NTFFTT XA AUSB 7T v aT 4 R
RUSBN—RT 4 RZ)VEWMOA LI BIREZE) 720 TEETN?
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A: TN ARV LT EIREZY)-7-0 3 512, TrueCrypt T TrueCrypt AR Y =— L% T o~
v L, ARERD THROHL) (TavBa—%) h Ivfara—F ] O4T A A%
7 Uy 2 VWEET D0, IN—FRT 2T ORI L (F A7 = bEAEATEE)Z L T<
W, ZoLnE, TR Kkbhdhb LitERA,

Q:OSZHA VANV LTOHLENLLH D TrueCrypt X—T 4 avlaryrFE~y Ly b TEE
T2

A: 13\, TrueCrypt R U =2 —A[X0OS BN L TWET, 7272L, OSDA VA h—F M
TrueCrypt RV 2 — 2R3 HDHX—T 4 a7 4—~<v FLRNEIICL T EEN,

QRLAY 2—LbEEIRoTI IV MTHDTTN?

A BRLARY =2 —A3@E O TrueCrypt R =2 — AL LR U HETY Y FTEET, (77400
B F72E (5 20 227V v 7 LT, ERY 2— L EBR(TTI~v v METAR
WZ EEER)ILTLSTES N, D v 22Uy 7L, BLAY 2a—2HDO/RZAT— R
EASLTLEEY, U FLEIELTOVEDONRELARY 22— 200k AR Y o — LI AT

SNINAT = RTRESNET, (OFD, AR 2— 2R T — R& Ao R Y
2—bL0B RBLAY 2—2H]NRNZAT—=REZANTIUIRLAY 2 —20R8~ T FSET)

R TrueCrypt IZA ) ENTo/NAT — R CHEHER Y a—b oy X —%2EHF LI ELET, 1
ICRET UL, BERLEB LAY 2 =20~y X —0RH51 3T 087 X2 —(RY 2 —LDKEEID
D 37 #—) RAMIZHtAIAISR, AJJSNT/RAT— R TCEREEZFLEY ELET, BL

R 22— DNy X —THR D T VA LT—HIZLDRZRNDT, ZNER/HETHZ EILTE

RNWZEIZHEELTLIEZES W, ~y X —OEFIZHIN(E D X DI L= 2 3 2 26220
T B BAL D A 22)T 5L, FFERAMIZHE A~ X —nEELARY a—LD K& &

2ET. BLAY 2—2%~v 2 FLET, (KESIEA7Ey hCRESHET)

FEAZOWTIE TRRLAY 2—24) IZitilR L TWnET,

Q: BEEHEMRI 72 < TH Windows T TrueCrypt 5 Z LITTEX E 2?2

A: TrueCrypt Z & BIFHER A LTl 9 22 L T2 &0,

Q: TrueCrypt (IR T —F&TF 4 A7 IZHRELETN?

A WD 2

Q: AT — ROy V2T 82 DIBEEERETH?

A WDV
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Q: TrueCrypt RY 22— AT FV r—va v BA VA=V L, BT ZENTEETN?

A TTu,

Q: TrueCrypt iZIED X HICLTELWRRT— RRADEINZZDZHW L THADTTN?

BN OB 5L DA 2 B L T 7ES W,

Q: TrueCrypt iIN— RV =T7/Y 7 hU =7 LA F& Windows DFAFIvI7RY 2—2%H
A—FLTWETH?

A: 13V, Windows DX A F v 7 ARY 2— 5% TrueCrypt R 2 — 2L LT 74—~ 58
AlZiE. (Windows DT 4 A7 BHY — L afio OZ AT I v 7R a—LEBERkLIZHE, &~
AT K HEE) LT, TrueCrypt R U = —AERK Y 4 F— KD T5 34 A% ([THHORY =—
LBFARIIL, BIRTEDLLIICTHIEEZENRNEIICLTLEE Y, [T A& R ¥
4V R=T, FAFTIvIRY a—LFTH—-DT A 2L LTEHEREINEEA, TODDY,
FAFI v IR 2a—LEHBRTDHTXTCORY) 2—2NFTRINLDT, XA FIvIT 4 A
I ERE T =~y FTHEDIC, TOIBHLOENN—OEBERLTLIIEEN,

Q: CDX°DVD IZE S i= TrueCrypt 2> T F &~ hTEETN?

A: [T\, LU, Windows2000 THes i LR A7 7 (CD/DVD )2 & % TrueCrypt 2R U = —
LE~T T EEAICIE, TrueCrypt R 22— L% FAT T7 43—~ v b LR TEARHRND

EEBZTBNTLZE, (Windows2000 TidFiAM Y EH AT 4 7 ONTFS 7 7 A L AT

LI~ P TEEHA)

Q: TrueCrypt &4 V' A h— LB FTIZEITTEETH?

AT, FIRT—F—ROELZZSHL TS,

Q: TrueCrypt B X DHERRY 2 —2 YA XTEDL HWTTA?

A: TrueCrypt /R U = — LD KV A X% 8589934592 GB T4, , LirL., BEEfbT7 /L2 XAD
Tay YA RUKGET DH—DOF =TSt T 57 —F OFFHTERROIX, &K
1PB(1,048,576 GB) T4, & 512

ORIR & 72 2 HREZBET HLERHY T, e xE, 77 ANV AT ADHIR, ~N—Fv
= TR OS 12 L A ilF7e & T,

Q: FIRT—F—RTTrueCrypt zEITL Lk 5 &5 &, 72¥ Windows Vista i3 EIFF Al & 3K
DT BDTTM?

TrueCrypt User’s Guide. Copyright © 2003-2008 TrueCrypt Foundation. All rights reserved.
98



A: TrueCrypt Z# h 7 X7 —F— RTE27 & (21X, TrueCrypt iX TrueCrypt 7 /34 A KT A %
FeAIA A TIRENT 5 HLENH D £3, TrueCrypt [T N 72 BRI S(L/1E S RE 2 232 729
ZTNA A RTA RN E LET 0, FHEMERN 2V — P —I Windows TT /31 A KT A
NEEETDHZENTEERA, 225, Windows Vista |34 LA HENR T TrueCrypt ZEEI L TH
WD) EINEMNEDE TS DLW bIF T,

TrueCrypt & h 7 X7 —F— RCTEDNT O TIEARL, AT AIA VA M—AF UL, EEFFA %
RKbObNDZLiEbo FHA,

Q: Windows DO#& TRHEBIDORNIZ, TrueCrypt RY =2— 2% 7<=V MFOMNERH Y £T
3?

A: Wz, TrueCrypt (X3 A7 A O TOMEBIRIZIZ, T XTO~ T b S4L7c TrueCrypt 48 U
a—LEHBMIIT o~ b LET,

Q:NRX—TgvavirZyrAnarsrre, EH50DTrueCrypt AU 2 — LB WOWTL X 9 »n?

A7 AN T HTBEBFEOT7 7 ANV THY, BHEDOTZ77ANERIUCICHES ZENTEET, (2
EXIX, T AN ar T HEEEOT ANV ERUFETEE), U x—2A, HIBRATEET) A
—T 4 v a VT A RIMEREICE L TUIENTWET, 3T R0 EBA LTS &, =
VT AOFLEZIRDZLNICELS D I LICHERLTLLEIY, INERRTDHIZIEa T
FTRT U FENTWAREBO L XL, 77772 FTLTIEIN,

Q: TrueCrypt R Y 2—AE NNy I T v 7T HDNHERH D £502?

ZKU :L~Akﬂ<9 :~AAV§“®/<V77V7°%§%L“C< fiéb\o

Q:RY 2—bANy X —DONy 7T v 7% EBRETITNNTL X 5 »?

ﬂ<U :“‘A&ﬂ‘y :“‘A“\Yéf“—@/§777‘77o€f§ﬁ“gbf< fiéb\o

Q: TrueCrypt X—7 4 a7+ —~vy hTHLEIRBDTL L H?

COFAQD THEEAbARY 2—LbDT7 7 ANV AT AEZEETEETN?] 2BRL TSN,
Q: EEERY 2a— DT 7 ANV AT LEERTEETH?

A: w2 hERTWOIUE, ATRETT, TrueCrypt AR U = — A3 FAT12, FAT16, FAT32, NTFS, %
TIREDDENR T 7 ANV AT ATTHE 74—~y M52 N TEET, TrueCrypt R U = —
AFEFEORY 2a— L EFRICEIICHI ZENTELDOT, avBa—FFELF~vA a3 Ba—
BIpETT A RADT A arviiz Vv L, 74—~y hEBRAUTLEIWN, N a2—20N
HIERDONWETH, AU —LIE b SNIREBOEFIZRV £, bL. =TT 43 VB
DO TrueCrypt RV =2 — AN~ hENTWRWEXZZDNN—T 4 ar a7 r—~vv T 5D

LR a—NIMEES I, N—T 4 v a VIEESLESNTIREETIE RS R, 2L T,
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Q: Windows ZE)RFZ BEIRIIZ TrueCrypt ZiEE) L TR U — FEREZRRL, R a—2%<
UM TAEOITRETEETN?

T L FOFIETRRETY,

1. RVa—2rzE~r L, [HRUa—A SBEYY FINTWAERY 22— A5 BAIC
AN DN/ 28R
2. [ERE -> BHeRE] O Windows OIHH, w74 U RHCHEIICIATT 2% TKRO
F 7 a v EAHCLTLIEZN,
TrueCrypt % Bi#h
BRIZADVRY 2a—L&E~v Tk
3. IRMRE| V4> RUTOKZZ Vw7 LTLIEE,

QRELAY 2—2DRAV— FEEETXETM?

ATV, NRAT—REFX AT J3EERY 2 —AZbR LAY 2 — A BEiELET, AV
2= ANR D= NEFZALT a7 O VBHEDNI T — R (B LR 2— LD/ AT— R& NJ)
LTL7EENY,

1 TrueCrypt IZFHANTAEHER Y 2 — b~y F—2 5 L Lo L LET, THUCKRITHEZOFITRELAR
Ua—2BHoEMEL, BLAY 2— 2D~y X —NbbLBESNIMBEOT -2 2ETLEI)E LE
T, TARHEIIT D ENRAT = FEFFR LAY 2 — 22 L CGHEA SN S 2 LIchY £4, (EHH0R
Bt TBIEDNZ T — R ICANENTZ AT — REiVvET)

Q: HMAC-RIPEMD-160 #f# 5 & &, ¥ —¥% 4 X1X160 £y MIHBRENTNEDOTTH?

A: Wz, TrueCrypt IX(HMAC 7 /v = U X AT Tl < YNy v 2 B o B ) & B R b % —

ELTEEY ZE1Zd A, FHIL [~y X —F—EH, VL b, BIOKERE %5
LTL7EE,

QRY 2— AR EINET—FE2ERDTIZ, ~vF—F—EHTALITY XLEZERTEXETH?
(7= & 21X, HMAC-RIPEMD-160 %% HMAC-SHA-512 ~)

A, TRV z2—A | > Ay —F—8H71TY) IADFE] IR LTI,

Q: 2GB LA E® TrueCrypt 2> 7 F % £ 5o T DVDIZHES DTTHh?
A HRT-PMESTWSDVDER Y 7 R TDVD D7 +—~ v &I TX 5137 T3, £ 2T,

UDF 74—~ v hFBA T EEW, (ISO 74—~ v MNI2GB 28z 57 7 A MEFHR—FL
TUVEHRA)

Q: TrueCrypt (X ED XL I RFA BV ABEBTEAINTNDIDTTN?
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A 742 RXTrueCrypt O3 A F U £ 7Ly — A a— ROy r— U\ ZE 405 License.txt (2
FE SN TEBY ., dhtp://www.truecrypt.org/license TAFT 52 HTEET,

Q: Windows D 7 7 A /L2 ZB<= T M LIEBEBDOa VT HRERBICBIR L2 —T7 74V
ZEEBLTWHWET, BHIETEETH?

A 13V, EETHIUL, TrueCryptd.2a LIEICT » 77 L — KL TL &V, TrueCrypt & iEL#Eh L
TAA U4 FUD VEEZRFELRD] ZAMILTLIES, EEZRIFLZV] 248
M LT 72X, a7+ 7 A 2% TrueCrypt.exe D7 A 22 KT v 7' (TrueCrypt 1% H &)
PNCEEI L E )T 50, TrueCrypt 7’0 77 L7 4 RO KT v 7T, 7740V 7 X
ZRED ZLAMETDZENTEET, FRIZ, F—T7 74V bF—T 7 ANV T 4 RUDPNRY
— AN 4 RUNRT v T T HZENRTEET,

Q:RERFELTCWBET—Z2RbTIC, NX"—TFT 4 aVIRFASTE2HEBLTEETN?

AT, 2720, Y AT AR ITA TRIKER D NS—T 1 > a ind50b LLRYY), £idy
AT Bo8—T 4 3 (Windows 231 A =L I TWAHNR—TF (v a L) e kT 554687
T,

Q: v b &7z TrueCrypt R U = —ADNAEIZHK LT, chkdsk X Defrag &\ o 72— )L &2 f#
YT EIXTEETH?

A: 13V, TrueCrypt RN Y =2 — AXARM OB 72T 4 A7 LRI CIZR I ZENTEET L, L
NIRT 7 ANV AT DT =y 7R0MEH, T 777D —LTh~wr h&iiz TrueCrypt AR Y
a— MR LTS Z &M TEET,

Q: 5L TRV Windows TEB %7 & I1C TrueCrypt 5 Z L IXTE E357?

ATV, 2 BarPE Dt & TTrueCrypt 2 F 7 X7 —F— R CRE)TLHZ & TERIETETET,
BartPE & (3 Bart’s Preinstalled Environment (/X\— h D7V A4 U A h—)VERRE)EZEWKLET,
1L, FEARMICHE S 4172 WindowsOS =D & D % CD/IDVD IZFHHI L(L T A R U | ERFREZ 7 A L,
I RAM IZBREE SN E T - "= FT 4 A7 3 F o< HWVFEFAL L, N—FT 4 A7 BFETDH
VEHLH D EFHA), £ I 6 Windows ZEEITH5E WS DT, 7V —r7 =7 Ths Bart's
PE Builder % Windows XP -{ > A h—/L CD % BartPE |[Z&#t9 2% = &£ A CT& 9, TrueCrypt
3.1 LIk &> T\ 5725, BartPE @ TrueCrypt 77 7' A NI EH Y £ A, BartPE Z#ZE) L,
5D TrueCrypt 2 RAM 7 ¢ 2 7 (BartPE MER)IC X D v m— KL, RNy —U% RAM T 1 A
7 \ZJEBA. TrueCrypt.exe 2 RAM 7 4 A 7 b L& 5 721 T,

HE: Windows 234 A b= ENTWOHN=T 4 ¥ a VI RTA T aMEEbT 252 & biat LT
&V, (ZFOFIEICHONTITY AT LS E B )

Q: TrueCrypt A Y =2 —ADHFIZHEHAEN TS TrueCrypt R 2 — 2%~ b TBHZ LI TE
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E 35 RN

A: 1V, TrueCrypt ARV = — AT IEHIRIC AN FICTE ET,

Q: TrueCrypt & D B BIENEFRE BALY — L ZR LV AT A CTHATEE T2

A: TrueCrypt & oo HEWRIRFIE S — VA PFH3 5 2 & TRIENEZ 5 & bilEg & 720 & b0
TWEHA,

Q: TrueCrypt X—F 4 ¥ g VDY A AEEETEETN?

A FRETTN, TIH90o=Z LiXTEEH A, PartitionMagic ® X 95 727 v 7 LT TrueCrypt /<
—T 4 ar DOV A REETT DL, ZLOHEIFIT A 2FETLIZRHTLL I,

Q: TrueCrypt iZ Windows Vista x64 (64-bit) Edition TBh& £ 07

A lTW(N—T a v 4.0 D5R), EE: TXTO TrueCrypt D.sys & .exe 7 7 A /L ITFHGEHER
GlobalSign (Z & » THAT & ﬂf_ TrueCrypt Foundation ®F7 ¥ % )LEBAEIZ L » TT P X VB S
TWET,

Q: TrueCrypt i< mac OS X TEh& £ 02

ST, BiEET,

Q: TrueCrypt IX Linux T & £9 52

ATy,

Q: Windows & Linux & Mac OS X TR C TrueCrypt R Y =—Ah &~ hTEETH?

A: 13XV, TrueCrypt R U 2 — AT B AT T v 87 4 —AL(0S ZHH72\0) T,

Q: TrueCrypt R Y =2 — AD—HBHKETH L LSRRV 172

W5 b7 —Z TlIH DO E DDA RBBIET 5 & BEITENDFAE L ST ey 74
REE U722 & 12720 £9°, TrueCrypt TixHE5(b7 = /70)4f4x 116 /31 F(128 £~ h)T
7, TrueCrypt THEOLNLEEE— NI D70 vy 7 NTOT —XBENLO T v v 7 |28 % &
ESRNWZ EERRIEL T, GEMITEEE— R2Z3H)

N= R 2TV T Ny =T O T —OmENET, TrueCrypt R U = — 207 7 A VR HET 5 2
bV ZET, TIND, BET 7 A /MIERINCAY 7T v 7% b2 2T TOET, (b
BHA A, TrueCrypt R U = — AMIFEER SN BALT — X2 E LT, X TOERERT —HXIZD
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WTERDZETT)TrueCrypt R 2 —AIZHLTXTDOT 7 ANENNy I T v T T L5720 D%
XN WG AE, DR E R a— by X —TEIF TRy I T v Tl oTEL Z L%
KBTTOLET, 2R —F =PRI NTWET, (NI Ty T L7 7 A LDH
A X131024 XA MZ72B51ETTT) R a—Lb~y X —0NEETDLE, FEAEOEEIERY =
—ANFIv TR TERLIBRVET, RV a—Lb~y X =%y 77 v 7T HI2iE, [Y—n > &
Ja2—A~No =Dy 2 7w %7 U v 7 LTLTESN,

[TrueCrypt YU = —ADIFEL LT 7 7 4 /LS XABEHR L /=858, &5 THITN T2 &
WIOBERIBZL TS0,

Q: TrueCrypt RY =2 —LDKEBIL L7 7 ALY ZLABPBHELEBE, £H5TEVnTTn?

A: TrueCrypt R =2 — LD 7 7 A )L AT NMIMOREEAL STV TWRNT 7 A LT AT A LTk
ICHER O RIREMENH D £9°, T ootz &, 77 ANV AT A OS BRMET HEE Y — L& F|
MT 22 LA TEET, Windows Tid chkdsk T4, TrueCrypt 1L Z ®>—/L-% TrueCrypt R U =
— L ) 2 FEEZ B L COET, (chkdsk (X7 7 A Vo AT A AR D AJREMEN 5 7=
D) BN TrueCrypt RV 22— LD Ry 7T v Fabt’—%2 L oThh, ZORY a—bk~<T 2 b
LTL7EEW, TrueCrypt A4 v U 4 RUD(RIFATIYART)vU Yy hENTeAR Y a— L%
7V w7 LTLIEEN, ZLT, BRENDA=Za2—00 [ Z7 7> X7 ADEHE] IR L
TLES N,

Q: EENT TrueCrypt 2> TWVWET, =—F—RBRY 2 —L2DRRAT— WL & (E
X —T 7 ANEROTLEZNIBEEEN Y By FTHFHFEIERH Y 3022

A: TrueCrypt (213 T2 O FHESHTOWERFA, LML, TrueCrypt R Y = — AD/XA T — R/
— 77 ANE VY bTDHHEEIHD T, R 2a— L5 Folzdh L EHEMIRE Rz /22—
P—ICFDRY 2—L2DFHZRDDENS, (V= > B Y 2=~ F—DIN 0 I T > 7515
WL ) EDONYH =Dy 7T T DET, AT —RF—T7 7 A N LE NI NI/t
SN~y —F—THERLENTVWARY a—b vy X —F. RY a—L&xEE{bLT-~v2A %
—F—%ZFoTVWET, £ZI T, 2= —lTXRAT—=FEZRALTHLHLWNEDADIZDIT/NAT —
NERELET, (A V2—2b) > [FY2—ADNXT— FEE] ) ZH5THE, 2—F—
IZZEDORY 2 —LDOEHFFA 2525 L L bIC, WOTHEHREOT AP L TEED /A
U—RIEEIHEDLZENTEET, 2—F—PREHIRRD- AT - REENRZHATH, R
Ja—b~yBZ—=DY AT ZET(Y— >N 2—A Ny Z—=DIJ X7V edH2 LT R
Va—AD/N AT — Rt PP NVOEBRENRAT—RIF—T 7 A )VIZRTZENTEET, [
BRI, 77— MATRERECTH ANAT—=RZ Uty M2 ENTEET, (VAT L > L AF2—
T 4 A AER%] & TrueCrypt L A% = —F 4 A7 [ C [Repair Options’ > 'Restore key data (75
w47 a2 > F—7—XDEIH)] ZikR)

Q: HDHE—D TrueCrypt RY =2 — L ZEED 0S NOHRIBFHIZT 7 BATEETN(RY 2 —LRBX
v NU—I THEIN TN BHRRE)?

Aty PU—Z7HOAFZSRL T 20,
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Q: Xy PU—ZFRHBETTrueCrypt R Y =2 — AT 7 ERATEXETM?

A Xy b= OHEFEZSHL T 720,

Q: VAT INR—TFT 4 al BB LELER, ZORIFIATXFER I~ afBa—F—]
WCRREINEEETT, EN2F TNV v 735E, WindowsliZZED RIFA TH# T4+ —~<v b
TEINEENTEET, RIS TXFEZDOTRNEDPBT ENTEEEAN?

A: TExFET, RIATLFEDTRNEIICTTHITIE, FTROFIRIC LN > TSI,

1. A7 vy 7FERIFIAZ— M RA=a—0 [avPa—%) FHT (A, avtta—%] 7
AfarvaEfA7 Uy 7 LT HEH] 2BRLEZY, [arEa—20FH] v K
VB EET,

2. EOUVARNPL, [Fo270EH] (TRER OTIZHD)ZRIRL T ZIN,

3. BrfbaninR—T4varvzhqG7 )y L, [ RIALTXTFLERAOET] ZFIRL T
<TE&EW,

4. THIEE] 22710 27 LTLIEE,
5. Windows MR A RO TEx7=6, NI 27UV v 7 LTL7EE0,

Q: BRERRL Rolc b Ex, EHRXo THEBLEMEIRTEZETH? 5 THIEIRY =2 — L &ZERIC
HETEETH?

A: IS b Z RER T DI 2B L T Z a0y,

QRY 2—2EVL—NTANATATLLTIY Y DL, AIBEDDZDTTN?

A: 7= & 21X Windows 7% H#iiJIZ TrueCrypt &8 U = — A2 Recycled <> System Volume
Information &\ o727 VA —(ZIHIXZHRFHRLY AT LAOETTHEREDT-DITELNET) &2 1E
L2 LEBIELIEVWRS ZOF TV a T 2y 7B ANLTLIZEN, L, ZIUTIEARF]
RRbLHVET, L, ZOF T arEAMMITLHE, arta—FE Iy Ea
—HZ DU A NTIIEEHEEAE R R LERE A, (ZHUE TrueCrypt /37 Cid7a <. Windows D il iR
T7)

Q: TrueCrypt iZED X HIZL T, T—FEZREBALLIZT AT Y XLZHFITEDTTn?

A: B OB AL DA Z SR L T ES 0y,

Q: TrueCrypt R Y = — LDZE X FEHZ TEHIRT HETL X 52?

MR SEEHIBRE 1T, BRICHET DI L, ERAWRR L IITHET — 22 LESTLHZ L
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AHCHEDRRY 2 — L& @ TELLERI (oL 21T NAT—=REZHNT Z &2l SnD &)
7o, HEIWv) T, 25 TRINELED Y FHA, LW0I DI, R 22— L BKBHFL S
NTWDHNHTT,

QRO TFEBYHTHAZLT, LT FEE-THLERETTN?

A: F L\ TrueCrypt 2> 7 T 2 ED 8551, DRICHA Y 2 —AERY 4 F— REf- TS0,
HL, aryrrEav—LTliFzMdo L, MFICERRSTZT—FBAND I L1270 B 5T O
FRNVIZRLINE LNVER A, RERL, MAFORY 2 —2RFRLEF—ty MRS TT,

Q: Windows # TrueCrypt B LR Y =2 —ALIZA VA b=V FTBZ LIXTEET,M?

ATV, 2 LEREICTIEH Y £8 A, Virtual PC, VirtualBox, VMware, 72 £ (VirtualBOX OSE
X7V —TA—7 >V —ATHY . Virtual PC & VMware D—D =7 4 2 L7 U —TF)D
B~ Y7 Ny =27 CREITH0SEZ0LT 4 AT A A—UMT 5 FEICL TS
TrueCrypt R Y 22— LT/ b, RLAY 2a—L&2E5 2 &N TEET, ZiTTrueCrypt R LAY
2—AZWndows 1 > A h—/L L TEL ZENTEET,
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B & MR 5 I1TiX

TrueCrypt (T AT L/N—FT 4 2 a VETIITV AT AR TA TIZONWTDORHR, TDOEEDIRETD
(T AT H > VAT LINN=T 4 a s/ NTA4 7O oAb 2BR)NTEE7d, L,
B 5L M T 7o T, B L EBRE L2V S, TR RIEIC LR > T ZEW,

hoODN =

TrueCrypt R U = — 2%~ b9 5,

TrueCrypt R U = — ANDTXTD T 7 A /L% TrueCrypt S ~BEIT 5,

TrueCrypt R = — L% T o~ v b5,

TrueCrypt R Y =2 — 2R 7 7 A VNEIDFEIZIT, O—D 7 7 A )V ERIROBIETZED
Ty A M2 T EEIRT S,

RY 2—BBPN—=T 4 aVBUSB 7 7 vy ¥a FTA4 T HEFLR)DOHAEITIT B 1-3 10k
W, TROFIHIZL D,
a. FAI RNy FPAL—hA=ma—0 (AL Ea—F | ) (wfarEa—F] &2f

7V L B 2RSS, Tarta—20FH] U FUNKRRSND,

(2 Ea—FOER|] Y4 RYOEDY A O (38 OFD [F 4 27%
Bl A9 5,
HELiwWR—=T42arz2hG7 )y 7 LT T RIATLFENRAOER | 21381,

[RIATLFENRADER ] 74 RUTRIA TXFENRERRINL2TUT B
my . ERLSMT TRy V) 27U v T D,

BB 2270 v 27 LEBRAIT TRIA T CFERITNZADBEN] BREREINLHD
T, BIVYTTEWRTIA T X TFEHRBATOKEZZ Y v 7T 5,

(2 Ea—XDOEH] V4 RUTESLEWS—Tyvaa@mEs ) v o7
5, LT, [Zx—<v b ZERNTLHELE [Tr—~v b U4y RURKRS
ns,

(T4 =~y N UV RUTOKEZ Y v 755, 74—~ RET TR,
ZDR—T 4 ¥ a NI EEX DD TrueCrypt T~ 7 2 M 25408720,

RY 2a— BT NRARB(SOFED | TS ARKEIZDT LN TWRLS T, T80 ANED
TER SN TWVD)DEAITIT ERE1-3 1Tk T, FRROFIEIZ L 5,

a.

TAY Ry TMAF— R A =ma—0 [avEa—F] hi~vfarsEa—H4] 24
7w L ) 28RNT%, 2 0Ea—20OEM 700 RUREKEREINS,

([ Ea—2DEMR] T4 RUDOEDY Ao (& OTFo 54027
Bl 2T 2,

Wb T A A m T iika s 7 ) vy L, DA —T 1 a ) £33 DHl
SUTFNVRY a— A BERT S,

B RS 2 A RIS, BHIDOT AL AETBATOAENE I DEERL TS
W, £ ThRNE, ZZICRHFEINTZTRTOT 7 ANABKONDZ L2720 £7,
Do AN—T a0 =R » HHV TR 2a—L 0 0 — R BE
IREINDDT, FRN—T 4> a VEAERT HT2OICT 4 F— ROFERIZLIZD D
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Zl, RN—=T o varMMEmIhiiE, ToR—T 4 v a ViFEmAEZDORED
TrueCrypt T~ 7 M D LET 20,

TrueCrypt D7 A4 VX h—)V

TrueCrypt 27 > A > A h—/LF 521X, Windows Xp Cid A ¥ — h->z2 > fr— /L3 )L->7
777 AOENMEHIER] ->TrueCrypy->£ 8 L HIfRr) LA T 723V, Windows Vista Tid [ 2
HF—h->ay ha— ) ->T 0 ST AT a s T AOFIER->TrueCrypt-> £ L HIER ) Ei#EA
TLTEE,

TrueCrypt 27 > A A h—/L L C% TrueCrypt A U = — A THIBR S L EH A, TrueCrypt 21
A N—=NFT B0 N TRXT—F— RCEBEITIUL, D TrueCrypt RV = — L& Flo~v o hTE
£

TrueCrypt VAT AT 7 ANET TV r—a 5 —H
HE: swindirs (Zwindows % A > A h—/L L7 EENZGEF X C: YWINDOWS)D Z & T,

TrueCrypt K7 A

$windir%$\SYSTEM32\DRIVERS\truecrypt.sys (32-bit Windows)
ElE

$windir%$\SysWOWe4\drivers\truecrypt.sys (64-bit Windows)

EE: TrueCrypt X h I RT—F— R TEIK 0D, ZOT7 7 A NVIIHFEELEE A,

TrueCryptiRE€ | 7V r—va vy —4#:

RDOT 7 ANNT TV r— a7 =2 PEHERESNDGINRFEINET, (2L 2
C:¥Documents and Settings¥UserName¥Application Data¥TrueCrypt¥, UserName (3% 727D
Windows O —H%—4) kT X7 —F— T, TN 5HD7 7 A /LiE TrueCrypt.exe % L8425 7
4V —(TrueCrypt.exe FIET 5 7 A VA =N fF SN E T, B TrueCryptiIZhbn 7 7
A NWEREEIL LERA(TrueCrypt TY AT LN—F 4 ¥ a VI RFA4 TEEFAL LIRS EERL),

Configuration.xml

Original System Loader.bak (TrueCrypt 7 — b 0 — X —3EXIAEINDHHIDO KT A T OHRYD VY

VH—DILT —H DNy T T )
W VAT AR—=FT 4 a VIRTA TR LENTWARITIUE, 207 7 A VIIFELEEA,
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System Encryption.xml (3 A7 L8—TF (v a U KT 4 T &2 5{bd D CORRRTE 7 7 A
)

Default Keyfiles.xml
HE TrueCrypt DY T HHEEEZH > TORITHIEL, 207 7 A WIFELRV DD LIVER A,

Favorite Volumes.xml
AHE TrueCrypt DM T AHEEEZH > TV RT NI, ZOT7 7 A VIIFELZRVMLD LLERA,

History.xml (TrueCrypt RV = —2Ab Lt LTCEITD Y FalITHNH > 720> TrueCrypt A8 A | &
LTHEDNTZT 7 ANRT N ARHEIT 20ED Y A by ZOMERIZENC T2 LN TEET,

JRIE & IR AT L 72 W DT Z 2 )
TERE TrueCrypt D% %3 HERE LM - COARTHIE, 207 7 A MIHELARV S LVEE A,
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KALiE

C ETFFA N Try s

Dk() ¥ — KEMEIEET LY XA

Ex() B/ 5 % — K& O ET LT Y XA

H() Ny v B

i nbit 7y 7 OT Ay 7 ATy 7 A p iR X D

K 5% —

P L= TFRANT s

A BEMAOFREEF (XOR)

® IELT 20 CHSTRY, n BEOFRT U REFEROE Y b A X, (EDOF
TV RN I-btfET, HEDOALT L RN 2-bitfEDHA:100=1; 101=0; 102=
1,103=0; 000=0; 001=1; 002=0; 003=1)

O 2OD2EE M 52 HEA GFQEIROEFEY = —/L

x4 +xx+1 (GF (X7 a7k = &)

| A
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AL DR A

TrueCrypt R =2 — L&~ T hTHEERNAY—RN/F—T 7 A ADNREINTWRWEREL
T) EJ i7‘_‘}‘ﬁﬁmunEEF| (N &@XT /775>3"§?T?§Zhiﬂ"

1. RY 2—2DREHD 51234 FAEAER Y 22— LD~y X —) N RAM IZHRATNE T, £
DRMID 64 € F23 )L b TH, ( [TrueCrypt RV =— A7 3 —~ v M 25H) v
AT BEEEAL (VAT AL IR IO\ T, RYIORE KT A4 72 ) U X —Dx%ED
51234 R RAM IZFEAAENE T, (TrueCrypt 7 — b —F— (X AT A KT A4 T Dk
WD) =B L TrueCrypt L AF 2—F 4 A7 12H 1V £1)

2. RY 2—LDFHND 1536 734 FOALEDS 512 34 FA RAM IZi A EFNFE T,
(TrueCrypt N Y 2 —L 7 r—~ vy MEEEZSH) b LZORY 2a— AR L7 7 A AR HI
X, ZOFRSTEDONy X —%HRAATEZ L1220 F3, (BLAY 2—2088 2507320
NI, ZOT—HEESETELINEINTHREY T, IR LAY 2 — L 0HESH)
HE: VAT AL TI, ZORAT v 7BLOEET LT XTORT v FIIEKINE
R

3. TrueCrypt (Z(1) THEAMAATRFHER Y 2 — b~y X —%HEL L5 L LET, HEOWmE
TNV AR SINZY LizT — XX RAM IZRFF SN E T, (TrueCrypt ITZ 5 %1 -
LCT A AZIRTF LERA) RO/RT A= IRMT, BITHBATREL TWE ET,
CLFORRERM DS DR ET R TR LET)

a. ~y A —F ==l D PRE(PKCS #5 v2.0 ICHE, ~v X —F—0EH, v

VR, BRORBERRAESB) I Fo Ehniciz v £9

HMAC-SHA-512, HMAC-RIPEMD-160, HMAC-Whirlpool.

A=Y —=NAN LR AT = R(—2ULEDOF—T7 7 AL bEHEN DS L
- X —T 7 A NOEIEZR)E ) THRAATNT VIV NI~y X —F—EH B

~NESH, EOE(Sy X —F—0E . VL b BIORERRESR)BES

NEIF, ZLTENDS, N~y X —iF bFd—NER I, o~y H—F—(XTS

E— MBI 6NET, (INLDOF—FRY 2 — L~y X —DRE{Lizo0b

ET)

b. KiE b7 v =Y X A AES-256, Serpent, Twofish, AES-Serpent, AES-Twofish-Serpent 732
r

c. EEE— F:XTS, LRW(IHX T 7wy, CBCIHA TEDILZR WY,
d. F—HA4 X

4, HET—=HORYID 434 F73” TRUE” & WD ASCIL LFHITH Y . HESNTT—Z (R
U z— by B=)YDIh D 256 /34 R D CRC-32F = v 7 F ABNEZT —Z D 8HFH DA

PINDHDONRTG A—=FE, WBEOREES 28T 57-DICWHBICIN TN DHDTIEZRL, TrueCrypt KU 2 —ALTHDHH
EIDEFRNCHD I ENTERWVWIEDTY, (HRDT VX AT —F EXBIBO0R)  RY a—h~y X =22
NEDORTA—FEBIIL TR L, 221320 EHA,
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A FOEE—ELIERD, BERRI L LB LET, (ZOEIIKESLESNTND DT,
HoHF IIZbN D ¥ A, TrueCrypt RV = — A7 4 —~ v MEEEZSIR) = O5ME
ENZeTE, e RAEONIE- THkE L £97,

L22L, AEIX(D)THAET =X OBEDbVICQ) THAET—2FELRY 2a—2DRY =

— ANy X —DAREME)ZENVE T, TN THRMEICEDRITIVUE, ~ 7 FEIEITKRT L
FT, (HESTNAT— R, RY 2 —LOHE, £720F TrueCrypt R Y = — A TRV &

WO Z D)

5. TNTIELWARRAT— R @ RrEs b7 v3 ) XA £— K, F—H% A4 X ELW~y
X=X —ENT N TY XLNDNST(5HDHWIEIEFITEWATREE T o7 LIRETE %)
ZEIZRVET, £, QTHALET X 2EETEEb, BLAY a—AZ <k
LEDIELTWBEINZ ENDY, ZTOH A RXEQ) THEAIAA TQB) THE B SRR
Mo/ ENTEET,

6. BEF{LA—F B ENIR Y 2— by & —(TrueCrypt R U = — 57 4 —~ v M
EBI) DB/ LY A Y —F—1 L5 % —CHAMILXTS T— F - Biffe— RS
ENET, ZOF—FRY a—bv X —fEEEZDOZEL, R 2—2DEDET X —Th
HETDOIMED 2 ERTEET, (KU 2— by F L, ~y ¥ —F—TIE(LS
NET) ThTRY 2—AlF~yr FahE Lk,

FIEE—F, ~y & —F—DEFH, YL BIOKERZELSRLTIZIN,

BfEE—F

TrueCrypt 3/ N—7 4 > a . RI7A4 7 AR Y 2 — A Z K 5L 5 DI 5 BifEE— RiX XTS
‘(‘\-ﬁqo

XTS E— RIZ2003FI27 4 Vw7« v T = A PiKit Lz XEXE— R[12]TH D £33, Ml
{EIE(XEX

TH—DOF—% 2 DO HRIZHEWE T2, XTS IZZNENR]DF—E v E77) 2007 4 12
AHIZXTS E— FiZ7 v v 7 BIGLEIEE O 5 LIRGEIZ DU T O IEEE 1619 BU& THRR SV E L7z,

XTS £— RO

Ci = EK1 (P, A (EK2 (l’l) O (Zi)) A (EK2 (l’l) O (Zi)

ZZTClixk:

0 250 2HZ Mz 5 ZHA TOQR) RIS DFE 2 R x4+ +x+1

1 13RS b —
K2 135 % —

T 2AF—=F =1 IR 2 —AMERD & FIEREN, HETEFTHZ LT TEEFA, R 2—LDO/AT— REH
. HLWARRT =R 8HINIH LAY X —F—TRY a—b~y X —2EHES(TD 2L TEINET,
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i WX T =2y NNORF ST 0y 7 DA T v 7 A, PO Z7 0y 7% i=0 &7
50

n ITKIMNORET—H 2=y "DOA T v I A, HYIOT —H 2= MI n=0%725,
a I e TIHOFMEEERZTHY ., ZHENX x(DFY DIT—HKT 5,

ITNETNOT —H 2=y NOWA RF@HE 512834 M7 X —P A RFEHEL O)TH D,

XTS &— RIZOWTOFEEMNIL[12]% 3,
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~NyHF—F—DHEMH, Y, BRORERK

Ny B —F—[FIv ALY —F— DT — X ZFFD TrueCrypt N U = — Lo~ X — DR SALAEIR & K 5
b, BET O ET, BEBSILOMHEA L TrueCrypt R Y = — A7 4 —~ v MEEEZSH)
TrueCrypt ~ v Z—F— L 5 7 % —(XTS T— )& LT 585X PBKDF2 Th b . PKCS #5 v2.0
ICHE SN TWET, [712 50, (PKCS #5 v2.0 SC#EIL RSA #FZEFT 0 ZIEE T
http://www.truecrypt.org/docs/pkcs5v2-0.pdf T A F A HE

512-bit VL (AR U 22— LMERK T v & 2 TRAIAL D ELECRE LI CTAR S D 7 X 25003 MED
NET, LWVHZEiE, TRENDRAT—RIZONT22Q2DS512F)YDXF—0NbDH V) Z &
T, ZHUX, A7 T4 UEEERBICHT A S FIEFICRE PO IEET, (Vv D
nNoé, FRZTRTOF—%2 a3 Ba—¥ THARDE TRAT — REEZIED LV ) Z LI,
FEFICEHEL L 2D E9)[7] Vv Mi& TrueCrypt AR VU = — AVERGIEFE THLEGS RS 2 X > THAERK
SNDHEEME B £F, ~v ¥ —F—EHEHIL, HMAC-SHA-512 , HMAC-RIPEMD-160, %
7213Z HMAC-Whirlpool( [8, 9, 20, 22] 2 &) ICHDNWTEY | 22—V — T ENn a2 @RI TX 77,
HHINOGX—ORIIE, L2y V2B OHB 1A ZITHIRSNERE A, (2 & 21X,
HMAC-RIPEMD-160 Zf#i~7- & L C#% . AES-256 D~y ¥ —F—[X-2k|2256 £y M ETY) FEHl
72 ZRLTLLTEE, ~y X —F—28 T 5103 % —E HEEE % 1000 [F(HMAC-RIPEMD
ZEE S LTV AEEAIE 2000 [ED#: D K E 22 < TRV ER A, ZHUIRHUE L7232 U — REEIR(
M7 WE)ICE T R Z2IEF I RS ET,  [7]

T A — RO 2 DR BE D~y X —F—XFR LA T — RF—7 7 A Vb IS0 8 L
RPN LERINET, AR L TWET, 72& %1, AES-Twofish-Serpent TiX, ~v
H—% =G BRI N AT — K15 768-bit ¥ — AT 5 L9 IHERE2Z T £, TDO%, 20D
F—IX =2?D 256-bit F—IZFN S, BAIDO DD Serpent T, —FKH D DA Twofish, —FH
DH DN AES THEONET, F—NEHIND IR STo/NAT — R&2RD D HIEZEI IR Y
— R~ORBY T2 D WEEZRNT)RWVWD T, BEHERF—O—2%H o7 LT, TNnbho
F—ZEHTEZ LI TEEEA,
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ELE TR AP

TrueCrypt SLECE EMERNG)IZ RAM(A E V)T, v~ A X —IE (k¥ —, & _F—(XTS T— ),
IYNVEBIORX—T 7 A NEARTDHZ EICbVET, T —1E640 N1 FET, LN DHHE
AT LT —ZTilil-SnEd,

~ 7 AD#E)E

¥F—RAhr—7!

Mac OS X, Linux: P& RNG(/dev/random & /dev/urandom O] J7)7> & A% & 4L D fE
Windows @ Z: MS Windows I 75 API (500-ms [i][{@ C &AM UNEE S D)

Windows DFx: X b T —27 A L Z—T = — A aH(NETAPI32)

Windows D& & F X F 72 Win32 > Kb, BEEIAS. B 72 Z(500-ms T & (ZINEE)

FRHOY =2 ENINOEONTEHIZT T —VICEXIAEN., Hx DOASL MBS ET, (12
& 2L, 32-bit flIF 4 3 MIHEISNET) 2D DA MIE 4 12 modulo 2° addition {5 % L
TX—T 7 ANT—=ND(T—VDOHEMED EEETIE )TN I — Y VOMNBEICEZIAENE
To N IREZAENTZL, T T —YF 131 bR, #KiiE T B &7 — L OSEEHIC
MESITONET, 7= 16 31 MEZIAL T &I, P—/VRGEEN 7 — LV 2FRICEH &
£3, (FiLzh)

7 — RA B

Z OO BN T, T A2 LT lax TED] Ay NOREETE DA
FET, ZIUTHEFREEZRB T Z Licb R0 £3, =163 FEaEEATT LT, 7—
RGBSR 7 — N BRICEH S E T,

T VIRABEEOHRIILLTO LB :

R ZHIT— LT 5,

3. HZza—W—28R L=y v 2 B#(SHA-512, RIPEMD-160 % 7-{% Whirlpool) & 3%,

4. 1=y aB¥ HOWHONAL bR, (DF Y, H2S RIPEMD-160 725, [=20; H 73
SHA-512 7255 1= 64)

5. z=TF A NT—)L RDONNA MR (640 /31 )

6. g=z/1-1 (H?» Whirlpool 725 g=4)

7. R%Z I, 70> By.B, (25

&t 0<i<sq(FET7u v 7 BT EID) THDLIHWE, LFTDAT v 7 %FAT:

™

a. M=H@B| B\ |.|B) [F>HLT—MINyva MEEDL Ny 2B HT

PR S4B
b. Bi:Bj/\M

'Linux T3~ U ABERRWVGEIZOHR, F—X b —7 BiRHAMONET,
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8. R=B| BB,

e ZiX g=1 725X, FUo X LT —VIRO LD ITIRE SN S:
(Bo|l B1) =R
B():BOAH(BQHBl)
BlzBlAH(B()HBl)
R:B()HB]

-

ELECEERE ORR A & RIEIT T RE DR T ES <

e Software Generation of Practically Strong Random Numbers by Peter Gutmann [10]
e Cryptographic Random Numbers by Carl Ellison [11]
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XF—77A

TrueCrypt ¥ —7 7 A /ViE, TONENNAT — REFODITONIRESIND 7 7 AV TT, F—
774»@W§KOWT\%%@ﬂ@i%Diﬁhoi~% L TrueCrypt RNG |2 L > TT > &
LIRNED T 7 A NV E BT HDRRBIAI DX —7 7 A VERKREZ > T, ¥ —7 7 A V& ERK
THZEHTEET, (TrueCrypt RNG IZOW T OFEMIT IR EME L SR ¥ —7 7 A LD
KV A RIHIRIEH D FHAM, FFED 1,048,576 bytes (1 MB)7Z 1 SMLEEGf G2 L 72 0 £47, (HK
2T 7 A INVELET D OIPE S YERE EORIEN S, R0 O /MTER SN ET) 22—V — 138K
DX—=T7ANEMLE) ZENTEET, (F—7 7 A VBUICHIBRBIZH D £HA)

F—T7 7 ANMILUTOHGETUE S, "AU—RIZ#EHShET,

Pra—H—MNAN LI RAT—REZENL LNVEEA)ET D,
KPox—77ANVT—)LET 5,
kpl X% —7 7 A)VT—)LKP D34 FR(64DFD 5128y M ET 5,
pl /AT — R PONA MREHIN—Va Tl 0<spl<s6d)&T 5,
kpl > pl 72 513 (kpl — ph DR S DA MAEIZE R)Z /XA Y — K P IZENT 5,
X—7 7 ANT—)V KP % kpl A b OE¥ v Tilii=7,
FNENDF—T 7 A MZHONT, LTDRAT v 7% F1T:

a. X—T 7 ANT =D — I NVALEE T —I/LDREEICE Y T D,

b. v 2B H AWML 5,

c. ¥=T7ANDENAL bE1IESO E—FK, TNEINIZOWVWTLUTFORT v 7% E

177 %,

i TNy 2 REE) M 215572012, Ny v aZ b3y v 2B
ﬁHTu~%émtA4b@A/y1%¢6oAyvz@%Tmﬁ@L&
WIREIO T2 DITIREEZ PRFFT D),

i. JREE M ZfEHAx DA MTHEIT D, BlE LT, Ny a4 314 K
B (LT || T)=M

ji. (7.cii THEOLNTD) 2B DA kA AE % 12 modulo 2° addition {H&H 2 L TF
— 77 ANT =D (T =D HNMED EEEZTER) T =V I—Y LD
MEIZEZIATY, N IREZIAENTEOT— I — VLT 1A NiEde,
A=Y NN T =NV Ok E T D &, (LEILT—/VOSRBHICHRE SN D,

8. ¥F—T 7 ANT—NVONELZLUTFTOFETRAY—F PIZHEHT 5,

a. /NAT—FK P %4 DA N By.By \ZEIT D,

b. ¥—77ANLT—)L KP %1@]/‘70)/\‘41 Go...G (253 EIT %,

c. For0<i<kpl DFMTIRIZELT B=B0G,

d. P=B,||Bi| .|| But || Bu
9. NRATU—FK PII(F—7 7 ANT—VONENEH S Ni=d &)~y 2 —F—EHBEK
PBKDF2 (PKCS #5 v2) ~E S 4L, FN 2 —HF —DER L o B2y a7 /3 ) XA
(RIPEMD-160 7> Whirlpool) DS 5 i > T(V /v h=oid T — & & & BB L £4°, FE
I~y X —F—0EM, VL b BIOKEREEZSZHRL T ZI,

NoabkwN -~
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RE% H OBENT T2 ANHEE S HBYTJ[26], CRC-32 13Ny v =¥ H Tfibh£4, CRC-32
DOHNISBT TNy a2aT A XA S TR INET, F—T 7 A LT —LD
WESIZ(CRC-32 Ty v 2 SNEDICZ), RAT— RICEASNET, TR~y ¥ —F
—3E MBI PBKDF2 (PKCS #5 v2)~E S 4L, ZNn 2 —HF—NEIR L2 L2y a7 na
U X L1z & 21X, RIPEMD-160 2> Whirlpool) DB 5 % i > T(V /L hofthd T — & & & (2)4
HLET, RLELTEONDIERANy X —F—LFE A ¥ —F—XTSE— )& Lflib
nEJ,
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TrueCrypt R Y = — A7 +—~< v ML

T ANIRY 20— LD T F—~v MINR—T 4 a /T, AR 2 —A LR TY,
(L, VAT LNN—=FT 42 aV/RTATDRY a—b -~y X=X FTA TORYIOGHE TV &~
K —IRE SIVET) TrueCrypt A U =2 — AZIFBARID XFHDO L 72 bDIEH Y A, HS
SNDHETHEH, TN TUH LTI RAETA, LR > T, TrueCrypt 227 X
IN—=T 4 a s ThiHMNEIDEHMTLZLIETEEYEA,

ZNEND TrueCrypt RV 22— ADZEXFEIKITIAR Y 2 —LIMELND E XA T a0 Ay
I T Fx =<y N XATFTI v IR TR T U X AMETHT-SNET, TUX LA
AT D X 514 SN ET: TrueCrypt AR U 22— LD 7 3 —= v b BMAE 5 EBNZ R OR 21k
F— LERIF O % —(XTS & — R FHAIA L O GBI A ELBR RS ) CARR S E T,
=P NIRRT LY X AFERT -t EsnE T, 2SSV THES T LT X
DlE, AL DEER A TR ENTZ T L—0 T A M e b LE S, W73y
ALIXTS E— RCTENE £7, (BEE— NS TRMEVHLIEEST XA T 1y 73R
2 — AOZEXFE AW T(EEEXT)DOIELRET, F—IZRAM FIRE SN, 74—~
N T T2 ERRITHEFESNET,

TrueCrypt RV = — A7 —~ > b fLEk:

A7y | TAX| B
k (bytes) e

(bytes)
0 o4 | FEmEEA: | vk

64 4 az(e ASCII X554 “TRUE”

68 2 =1k R a—b~Ny X —T F—< ko)X= g
70 2| W Y 2—bEM<BNT RS T AN—Y e
72 4| me (185 &172) 256-511 /31 F D CRC-32 F = v 7 ¥ 2
7 8| mEk R Y = — IR H I

84 8 i 51k O e (ST REL

02 8 W AL FHIO0 BT v 1)

100 8 W L RY 2—ADHA R

108 8 ERcX e KBt TF—2 DA 78y kA |

16 8 | WiEk W LR DY A X

124 132 | w3k FHIO %Y F)

256 Var. | gL HRE SN B~ Ay — %

>12 Var. | w5k F— 2 I (EEOR Y 2— ADNE)

byte #0 (VL 1), byte #256 (3 % —) | byte #288 (v A ¥ —kf5{b¥—) D7 4 —/L KIFARV =
— LAERGEFR O], ELEBE AR ELEE ERES R) THE S N IZELEN AN G VET,
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TrueCrypt ARV = — A DZEXFEKICFE LAY 2— 203 H LA, BLAY 2—L0~y & —i%
BRARRY 2 —20FEND 1636 /31 FOMEIZHY T, (FARIERY 2 —2D~y X —
FEARY 2—20KBIZHV ET - RBLAY 2—2ZRBELARY 2— 2D~y ¥ —DT +—~< v
MZOWTIE, ROFETHHLET,

F7Ey | a4 2| wEEkE
k (bytes) %
(bytes)
0 64 Jehts Bk I
64 4 L ASCII X551 “TRUE”
68 2 5k R a—b~yHX—Tp—~<v b=V g
70 2| WEL RY 2= b 2B RNT BT T LA 0
72 4 e (1EH &h70)256-511 /34 R D CRC-32 F = v 7 W A
76 8 W1k B Y = — 2 VERR A B
84 8 i 54k o~ 2 — RS B
92 8 WL LAY 2—ADHF A R
100 8| R RY 2= KD A X
108 8 W5 EL W ELT — 2 DA 7 v hSA b
116 8 L W5 BALREIR D A R
124 132 | wsavk TR0 EEY 1)
256 Var. | w551k RSN E—, B AR —F—

TrueCrypt R Y 2 — L~y X —[I2RIZ51234 FTT, RLAY 2 —2D~y X —4 51251 |
T,

TrueCrypt 4R — b T D KA Y = — A1 XL 8,589,934,592 GB (2% bytes) T¥~, LivL., &4
FoHA28 By bRy A XEEEE— ROBLADND), PR SNDHRKRTA XX 1PB
(1,048,576 GB) T,

TRY 2 — by X — DR B IT A v ¥ —F—(B X ULRW E— R TOHE _F—) TR E{LENET, ZEMITRE 51t
TNITYXLE~NyH—F—DEH V)L BIONERZESELTIIEIN,

2N MT U HE LT —Z DM TH D IZONIMEIZT DHEN 2L, BEELSNTODIRENRNI EIZEELTLE
éb\o

SR 2 — ARNEB OB F RO N A r— R TSI EN TV AEAIIE, B SN A ¥ —%—(XTS £— N
AT, BoX )R IR SR E T,

=111
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TrueCrypt (ZLL F OB, LAk, BEICHERL TWET -

e PKCS #5v2.0 [7]

« FIPS 197 [3]

« FIPS 198 [22]

« FIPS 180-2 [14]

« ISO/IEC 10118-3:2004 [21]
FIEINT ST VT ZADIEEMHESIX, 7A T =25 (> —/b->F7 X fXZ
K —% 27V > 7)) TrueCrypt © Y — A 32— R&EfH_5 2 L THRIE T £,
J—RAa— QR

TrueCrypt (34— Y —AD 7Y —Y 7 kU =7 T9, TrueCrypt D5EER Y — A2 — R(C, C++
BIOT V77 TEIN TOVENITILREADLE 2—D7bROEZATHHICAFETEE
KR

http://www.truecrypt.org/downloads.php

TrueCrypt User’s Guide. Copyright © 2003-2008 TrueCrypt Foundation. All rights reserved.

120


http://www.truecrypt.org/downloads.php

SBDOBEAXETE

TFROHBICE EFNTWVAEREICOWTIZIU T ZEB LT E &V
http://www.truecrypt.org/future.php

A% AV

TrueCrypt DABIZDOWTD T A &2 A1Z TrueCrypt XA T U HDHNT Y — A3 — FOEAi /Ny 7
—JIZEEND Licencetxt I N TWET, F7-. RO EZATHLAFTEET:
http://www truecrypt.org/license.php

BT

DOILOIA~DOEREFIEIZONTIE, ROEZAESHRLTITEE0N
http://www.truecrypt.org/contact
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HaEEE:

o VAT AINRN—T4varv/RIATEESLLIEGED T — NEEOR LR 10%)  (Windows
Vista/XP/2008/2003)

o ZTOMOMMWEFE (Linux and Mac OS X)

FEE B DRH:

o KFEDN—FU 2T REDALE2—H—TLo>T, VAT LRX=FT 4 a VRS LENTHDE L, NA N
F =2 arPLOERICKKT D ENRD o7, HE: ZOBRSENREET D E, RAMONENKBLI Tz
INANRF=a T 7 AMIEEZIRAEND, VAT LIRN=T 432a [ RIATE2EG( VAT LA -> VAT
LR—=FT 4 a | RTATORELEMER] 2R P)THET, TOT—FEHIRTHENTE, 0%
IR ST IE LV, (Windows Vista/XP/2008/2003)

Wk ~A 2707 MPIAARNF—2a v &R APLEABILTWARNED, ~A 7Y 7 MNISADT 4 27
W SALBIRE 1IN RF = 2 VT 7 A VDI EENTE 5 & 912, Windows DIEAR 2 v R—F > MMCF
EMADZLE2RERSENTVWET, 207D, BHEDL ZA(~A 7 v Y 7 F® BitLocker LISt D) E DT
A ATWEFLY 7 U 2T ThH, BERIINAANRNR—va T 7 ANEREFLTEDLLEWVWIRIETIH Y /A,
~A 7w Y7 MI(Windows HE/FHNIZ X > T)W\-2>THIEEIZIEARN T API B H T3 2 72\ Windows @
AR NEEETDZZENTEET, 20X RETL, FEHRFEITFROTRBEET A AT A
N=DFERIZ, ~A4 270y 7 NUIHNDOT 4 ATBETALY 7 NU 2T B™NANRF— a7 7 A VOB E D
ELTERVESIZLTLEI Db LNLERYA, HE: bhvbhii, ZoMEEZDZETvA/7r Y7 O
T4 AV BEEALY 7~ U = 7 (BitLocker) WAFNZ /2 5 0T TIERNE WD Z LiZoNTwA 7 r Y 7 b (H
TEND, 3—ry REER~N)HEFEER LY TH2H 0 TT,

e TyTNOHDLHALEa2—H—0BIOS DN NT — MNGHEAED /XA T — KA J) & TrueCrypt 7 — b — &' —
ORI ES D 2 L ~DOXE (Windows Vista/XP/2008/2003)

NTIEIE:
«  Windows TY A7 L/ 8—F 4 v a ¥ L/ RIA TOMEALEMRT 5L, 4 PTADN—F 4 v arT—7
ADPEIRLARV, EE: Ziud, BRI A 70 =T v a v 2KE Y E L, Windows TR 5k % fi#h L

A OMETH D, (Windows Vista/XP/2008/2003)

o ZOMO/NZWASTEE  (Windows, Mac OS X, and Linux)
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VAT LR=T 4T a UBRE R L SN TV AEEIZIE, N A= a N TEDL LS LT, (TrueCrypt
DHIN—Y 3 Y TIEV AT LN—=T 42 a VPSS TN THENAS RN —a URBELZ2NLHITLT
V7= )(Windows Vista/XP/2008/2003)

VAT A EALF—DOFREIAN D N—TF 4 3 (L Z2E, BEH TRV 0S R o R B by AT
LRIGATICHDHNN—=T 4 a ) e — b HiFRIER LT~ Y hT& %, (Windows Vista/XP/2008/2003)

HHARY 2 —MMERDa~ RS54 o F 7 g  (Linux and Mac OS X)

&

AES B B11/18 B O~ — N7 = 712 L 57 30~140%)  (Windows)
VAT AR—=T 4 a v RTA TORETLE LicAED T — MEEWE  (Windows Vista/XP/2008/2003)

AT DAL E LIZSA O TrueCrypt 7' — b — X —%JEfE L, IEETRFT D2 Lz, EIRF—
Ri55(AES, Serpent, Twofish)MfEbLiLThiviX, TrueCrypt 7 — b —X —3Z DRy 7 T v 7% K74
TORPOV ) V= IREET L ENTE, BEIZZE I 2D X 1T L7z, TrueCrypt 7' — ko — & — 2 fikH
L7=%AIiE. BEIIICZDO Ry 27 v 7R E L CTH¥ET 5,

ZOHEORKE., WOMBIIRAE L kot, | HIMOALMURERHOT /T 4= a7 hu=T
(BB =R A_A=F 48T NG 2T DT 7T 4 _X—= a3 NEDNENI R T A TORAI DY) o F—(ZFEIA
#H L, TrueCrypt 7 — b —¥ —%f#H3425, ZOLEAIZIETrueCrypt 7— he— ¥ —%EET 572901
TrueCrypt L AX o —F 4 A7 DRI ER 6o 7z, TrueCrypt 2 ZONN—Y 2 1027 v 77 L— K
THUE, COMBEIIRE LR D, (VAT LNN=F 4 a /NI4T NFED A — FiEs, AES,
Serpent, Twofish, THZ{L STV B5E)

EE: VAT AN—=FT 4 a )/ RIAT7RTTIZIEN A — ;5 (AES, Serpent, Twofish) T 5k T
WAEEAIE, 20—V a O TrueCryptiZ7 v 77 L— F3huX, BEIEIZ TrueCrypt 7 — be—%—0
Ny I T v TWRIA TR Y X —IZERE N5,

TrueCrypt 7 — k2 — % —(AES) DL EF /N AE Y —% 42KB 75 27KB 125 L7z, D7, BIOS 23k
ERATY —EE) A Ea—F—THLV AT LN—T 42 a3/ RT4 TOWELNRAEEIC /e >7=, (AES
TNATY X LB 725E) (Windows Vista/XP/2008/2003)

Z OO E  (Windows, Mac OS X, and Linux)

FHEBPEDOARIH:

VA

AU a—H—IlLo T, VAT LK LERTT A FHIZ, Windows 23e 74 U OFRICKKT H 2 &
Nbol-, THITEHIELELARY,  (Windows Vista/XP/2008/2003)

JIEIE:

HDHVATATIE, L~ T U FENTFIH VAT AR 2— LD RTATXFNRELLEID B ToNRD -
R, ZUEIS %A LRy, (Windows)

ZOMD/NSWATIETE  (Windows, Mac OS X, and Linux)
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HRIEOBENB & /< /2o 7=, TrueCrypt 7— b —%—5.0 T ;tb\< ONDALE 2 —F TV AT L—T

4 ay/ RIA T OGN TE o7z, (VAT L7 — MHIRIEN 5T A MRz, TrueCrypt 7 — h
—H =N EEDT=DDAEY #TET?kajf/t~v%m¢)

NITEIE:

o WETTURDA—FTAAI—REFEELIEI L E2—F T, VAT AESET X MG E 213 2T 28—F
4 vav|/ RIA TR LENTEEIZ, VYUV RI—RRIARNOa— KR TEX oz, Zhit, 4%
FAE L, (Windows Vista/XP/2003)

e Xy hU—ZHiLIc~vrvr F&ENZTrueCrypt R Y 2 — AT 7 ATE 5, (Windows)

o HION—=Ta U TIER L7 TrueCrypt LAF 2 —F 4 A7 [N OO0 a v Ea— 2 RETE o7, 2
i, 5%I133s4 L, (Windows Vista/XP/2003)

& TrueCrypt5.0 TERL L7z TrueCrypt L A% = —F ¢ A7 TEEE T& 727 i, TrueCrypt © Z d/3—
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o ZOMO/NSWVARTEIE(Windows, Mac OS X & Linux)

5.0
200842 A 5H

Hrgee:

o VATAN—FT 42al/RTAT(OSHA LA M—NEND RTAT)DKE AL L 7 — NATFRIE(T AT L &fE
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D& Dot FEMIY AT AR EALDOEE S,

o AT TATrEBERICLY, AHAEZHEEE 100% F TH E, (Windows)

e Mac OS X %Fit,
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o TrueCrypt R YU = —AfEK Y 4 F— R T, NTFSHRY 2 —ANICRE LAY 2— 2455 52 ENTEXH LT
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o BEE—FEXTS L LI, ZHEZ7 14U v 7 - BT =12 k5T 2003 FICikE S, Folflc 7w v 7 B
TBEEE ORF S{LIREIZ OV T IEEE 1619 Mk THAGR SN E Lz, XTSILLRW E— KXV B TLETT,
(XTS E— NIZOWTOFEMIT TR o TEfEE— ) 25M])
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TrueCrypt ORIDO A= g TR LR Y 2—25% TrueCrypt O Z D=2 g o Tv v o FTEET,

e SHA-512 oy v a7 T U AL LWA Y 2 — AMERRICIEE L7 < 72 572 SHA-1 D#%#k)

EE: HMAC-SHA-512(PRF) CE I S/ ~y ¥ —F —TBADOR Y 2 — L2 TSI 212i%,. TRY =2—
Lo=> Ay X% —HHT LT Y XAORE] HBRL T LI,

HEESE, NJBE, X2 VT ik
e TrueCrypt Linux ffiiZ Linux 7 — R VOEE (I —F VEFNHEINRNEL DI, &Rt LARB L,
o K EADNEVYE, ANTEEBLOEX 2V T ¢ IER(Windows & Linux)
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