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TWET, (AES-256, published in 2001)

2003 4= 6 H 2. NSA (US National Security Agency)’® AES % 7347,

i L. U.S. CNSS

(Committee on National Security Systems)/%[2]? H T AES-256(33 L O AES-192) D 3 5 | 3 f i 1
BTN D E TOWER N DOIEFHREZRET DDICHK S THDH EHELE L, ik, Advanced

TrueCrypt User’s Guide. Copyright © 2004-2005 TrueCrypt Foundation. All rights reserved.

61




Encryption Standard (AES)%& i 5 7l iATe 2 & TEHFELET AT L L ERLZEHRICEET S
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TRWIEFRZREBL L CTR#ET A ST v XAD—>TY, [17]

Serpent

Ross Anderson, Eli Biham, 33 & 0% Lars Knudsen |2 & » TRt &4, 1998 AR IC L SN E Lz,
256-bit % —., 128-bit 7 1 » 7 TLRW E— F( [#{EE— K] #BHR) T, Serpenti AES Dk
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2 ODOKE N LRW £ — R( T8/EE— K| 25M)TH A7 — F(ZEWLE)[15, 16] SNLET., £h
2o 128-bit 7 1 v 7 1%, %7 Twofish (256-bit ¥ —) Tl E{L &4, X2 AES (256-bit —)T
EbEnEd, PAFr—ROBZ0ZNZIE, TNHEOX—2HET, ThThoF—
AR EICISE L TOWET, (iR ~y ¥ —F— LoD R T — FhbEHENL 0D, &5
EMSELTWES, [~ F—F—iif] b, BLORERE 2B8) A2 r— RD%
NENDORFEICHOWTIE, Lo 2 SR L T &0,

AES-Twofish-Serpent

E— RT3 20K 52 LRW E— F( TEi{EE— ) 228)TH A — FNEZELB) I E T,
128-bit 7 7 v 7 1%, £ Serpent (256-bit & —, 128-bit 7' &1 v 7 ) ThiB{k &1, &IZ Twofish
(256-bit % —). H% (2 AES (256-bit 3 —, 128-bit 7 17 v 7 )Tl b SN E T, B A7 — ROK 5
DENZENT, TNBEBHOX—%2VET, ZNENOXF—FTMHAEITMSI L TWET, (i ~
I H—=F—[X—DODNAT— FPLEHEINL DD, EHLALMILTVWET, [~y & —F
—OEH, VL, BIXOKERE 258) D A7 — ROZNENORZIZOW T, EFLofE
BRI ZZ L T30,

Serpent-AES

2 ODKE N LRW £ — R( [E{EE— K] #2)TH A7 — NEEALAB)SNET, ThEho
128-bit 7' 11 v 7 1%, £ 3 AES (256-bit key) TH; 5/ &A1, > X|Z Serpent (256-bit key) Tl 51k,
INFET, WATF—ROBEOZNETNIE, ZTNEHOX—2HFWET, TNENOF—ITFHA
CMSE L CVET, (R ~y X —F—T—oD AT — R LEHENE 0D, XHA LM
SVLTWET, Ty —%—0&EH, YL BIOKERE 228) VA5 — ROZhZEh
DR FIZONWTIX, EFLofEBfE 22 L T 7E 30,

Serpent-Twofish-AES
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3OO TN LRW E— R( [EIEE— K| Z22MR)TH R 7 — N(EERLUE)SET, 128-bit 7 &

v 7%, £7 AES (256-bit key) T 5{b. S 41, KIZ Twofish (256-bit % —), #1%!Z Serpent (256-
bit key) CH; Sk SNE T, WA — RO ZOZENENIL, TNEHFOX—%2FENET, L
NOF—ITFHEIZHNL L TCWET, (i ~y X —F—F—20D AT — KhoEHINS LD

DO, EHBAEMIELTHWET, [~y F—F—0EH, YL, BXORERE 258MR) H A7
— ROZENENDOREZIZOWTIL, LRI EZ SR L T 7E 30,

Twofish-Serpent

2ODWES S LRW E— R( [EIfFE— ] 22R)THAr— FEERLE) SNET., ZhEio
128-bit 7' v 7 1%, F 7 Serpent (256-bit key) TH; 5{k X4, - X2 Twofish (256-bit key) THF 5
fbEnET, WAT— RO EOENAZNIE., TUHHFOF—ZWET, ENLOF—I3HMH
HIZMNZ L TWET, (i ~v X —F =13 oD AT =R bBHEN 00, EbAt
MNELTWET, Ty —%—0&EMH YL BIXOKERE 258) 1275 —RRoznz
NOBEZIZHONTIL, OB 2SR L T IZE0,
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NyTaTnay XA

RV 2—21ERY 4 P — RSN ART— REEX ATl 0 Ry, =T 7 A NVERXA T 1
T4 RURET, Ny vaT7 V3 AAERINTEET, 2—HF—NBIRN L7y a7
=Y X L% TrueCrypt SLECE A CReLlELEGR A B Tl bdu, ~» ¥ —F —E i (PKCS
#5V2.0 THESINTWD LBV HMAC Ny o =2 7 b3 ) X AR TF Liﬂ“) TEHLELE RIS & L
THEOLNET, LAY 2 — L& ERT 5 & X, BLESAEKIEII Y A X —iF b —, & %
—(LRWE—FR), YV h&EAKLET, st TELESAME) & T~y X —F—DEH, VL
M, BLXOKERE] OEEZZR)

Whirlpool

Whirlpool 7~ & = 7/1/3 Y X A1 Vincent Rijmen (AES encryption algorithm @ J:{E#) & Paulo
S. L. M. Barreto |2 L 5%t Td, 272 XADH YA X1 512bits T4, Whirlpool-0
EFFEND X O foto 7= Whirlpool DD/ 3N— 2 132000 4E 11 HICRE SN E LT,
Whirlpool-T & FE T4 & 91278 - 725 —ikid NESSIE (New European Schemes for Signatures,
Integrity and Encryption) D 5 & PE(AES =227 A MILT, EUIC X > TRk SN =7 a v =7
MRS v E L7z, TrueCrypt i, International Organization for Standardization (ISO) <X°
ISO/IEC 10118-3:2004 international standard [21] @ IEC (Z£4R X 4172 Whirlpool @ 55 = ki (Fc #& i)
ZEH L TWET,

SHA-1

SHA-1IINSAD X L 19954F %%énkﬂyVJTwﬁUfAffo:@7»ﬁ9%b®mﬁ
A RX1X160bits T9, 2005412, Y72 0 BEE LD (T EHRNITIZRIZRO AT v 7O D 28 &
7 v 7 YSHA-10D R S %i‘ﬂd‘ﬁ&ﬁ‘%ﬁﬁﬁ SNFELE, L, TrueCrypt ITEBUEE S ZED DI
SHA- 1%{ﬁu\iﬁA(TrueCrypuiSHA 12 B S LCIRIE e A BV ERA) L. E5k
WCSHA- MO BES A R ASNZE 5 1I2iEH 0 FHAMN, TrueCryptil U = — LA DOZEVEICE BN D D
N LNERA, ZOZ LIFRE THRESNZEHNLGTHLEZRD I ETT, L, XV EFEME
% 3k T WhirlpoolX°RIPEMD-160% N2 W AR WD E LILE R A,

RIPEMD-160

RIPEMD-160 i 1996 4F(Z%3% =41, Hans Dobbertin, Antoon Bosselaers, & Bart Preneel {Z & -
TA—=T U RFa I 2 =7 ¢ TGt & E Lz, & L TNSA EEF L7z SHA-1 OAfiifE & % X
BxTbdHEEI, RIPEMD-160 @ /141 X% 160bits T3, RIPEMD-160 (£, EU ®
RIPE(RACE Integrity Primitives Evaluation)7 2> = 7 (1988-1992) TBi%¢ & 41 2004 4E 1 REMN
R ENTZRIPEMD Ny ¥ 27 /L3 Y X AD58{ERTT, RIPEMD-160 (X Z#1% T & Z AR
IFHRAINTE LT, FHMITITRY =D IJZ%J: DRI FELHY A, Ny v 2 BEOME
R EO I HITHRT 505, TrueCrypt 12 & 9 BT 5%, SHA-1 &) RIPEMD-160 (X[H
B HE(LEEHE(ISO) & IEC in the ISO/IEC 10118-3:2004 0 EB IS A LTV E T,
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EEX 5 0S

TrueCrypt 2% ® OS THE L £,

*  Windows XP

* Windows XP x64 Edition (64-bit)
*  Windows 2000

* Windows Server 2003

e Linux (kernel 2.6.5 or later)

TrueCrypt I% Windows Vista(WindowsXP O #&f)D_—Z iR THOT A b bk LE Lz, Eidnx,
Windows Vista T® TrueCrypt DIRPLIFX—Z R TH YD £7°,

FE: D OS IV AR— b N TWEH A: Windows 2003/XP I1A-64, Windows NT/95/98/ME.
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awy K74 v DFENT

Z OFiix Windows it TrueCrypt Z x4t & L %9, (Linux £ O FIHIX TrueCrypt /31 F U B LW
V—Aa— Ry —UIZEESH truecrypt man IZFCE L CWET, ZHUIHOEDLE ZATA
FTZ 7 http://www.truecrypt.org/download.php

/history or /h y FEARNTA—ERL v MR 2a—ADBREERLIE, ni~
U b LERY 2 —ADBREAZRIE LRV, (B /h n)

/volume or /v <~y 5 TrueCrypt R Y 2 — LD T 7 A IV ESNADLFT v~ 7 v
MEFIZIIfED RN L), N—=RT 4 AT DR—=FT 4 arrz~vwUr bt
L85 OFIIE Iv ¥Device¥Harddiskl¥Partition3(/X—7 4 2 3 > D/XA
B HIZi1E, TrueCrypt ZE LT [ 7Ng XD 27 Vw7 L
TLTEE, T ADO/NATIRKLF/NCTFH2 B L ET,

/letter or /1 AR a—2ba~0 0 " NTARIATLHE—, /1 DEMEIN /a DIEE
SN TWAEBICIERIDZEE RIA4 T L X —& W ET,

/explore or /e RY a—b~vr s hand e, ZORY a—bDY 4V RUEREE
‘é‘o

/beep or /b RY 2= ABPEFICY TV hERET v Ty FERH L E—TFEEL
L&Y

/auto or /a RIA—IPEESNTHRTIUE, R 2a— 22 B~y FLET,

TINAAPINT A—2 L UTHRE(/a devices)Z TV UL, T
O RTRER T SA A 8—F ¢ 3 U H TrueCrypt R Y = — A% HEj~
v hLET, RNTA—=HLLT favorites BMEE I L TWIUZL,
BXIZAOVRY a—2xH B~V M LFET, /quit & /volume M
BESNDE /Jauto BEEERD O LIZIEESNLZ &I D Z LICER
LTL7EENY,

/dismount or /d RSA4TLE—THESNIERY a—L&T v~y FLET, (Bl /d
x) R a—ABNRESh e, BlifE~T7 hERTN5TRT
D TrueCrypt RY =2 —L &7~ b LET,

/force or /f RN (ZFDORY 2— DT 7 A NVNY AT INT F U r—3 g 0l
bNTHWTH)T v~y haFITL, v 72 hE g T — RS
N LET,
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/history or /h

/keyfile or /k

/cache or /c

/wipecache or /w

/password or /p

/quit or /q

/silent or /s

/mountoption or /m

y FAI T A—=H72 L . v P LR 2a— ADBEREEZRF, ni <
7 R LEERY 2 — ADEBEERFE L7V, (B /h n)

X—T 7 ANPX—T 7 ANRBERAETRELET, BHOXF—T7 74
JVOFEEIL  /kc:¥keyfilel.dat /k d:¥KeyfileFolder /k c:¥keyfile2
DEITLET,

RS AN LT8R U — R a3l

RS A NZEHE LT /R A T — R &3Ol

RNV a—=LD/RAT — R, /NRAT— NIZEALZGHGEITIIs 3B
ez & (B /p "My Password”). 22,820 — R&2#$I21E Ip” &£ LTK
72E0,

il ZOHETRY 2a— L RRAU—REANT52 Lid, Befban
TWehwawy R7a 7 NOBEPEE LS TORNT ¢ AT ITHR
FINDHEAITE, BRCMERH LI LLERA, KDVIT /g%
o ZEEMmETLTLIEEN,

FURENTEEEZEITL, KT LET, (TrueCrypt A A > 4> KoL
FREINFEHA) TBREI] DHERINTWIIL( /g preferences) 7

07T NREDTOAMRESIVE T, /g preferences I TrueCrypt %
HWEE(MUAT A A %FRR) SEDLLEITMED Z LW TEET,

/QiF AT IR =R =P =AFIERTLNT 7 B A TS RVGES
(Fy NU—2 R Y 2— L) \[ZIER3 72 < TrueCrypt (378 U = — AN

Ty NINTEDORET LET,

Iq MEESHTORIE, 2—HF—~DA vt —I(Frr T b, =5—4
=Y, i L) EFT LER A,

o ¥£7-1% readonly: HHEH T~ v (/mro);
rm £721% removable: U A— TN RAFT 4T LTV b

ts £721% timestamp: RV =2 —A/F—T 7 A NDX A DAK T BT
(/mts)

persistent: GUI TH Y = — L2 RKR LRV, HE)T o ~U» &k,
[FRCETU~T UM THT UV RELARY, avy RIAM
T~ ICT v~ T HZ LT TE D,

system: persistent & [7] U, 1BI0F&RE & LT, Windows D=X— 77
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ristony er/n y EFIANTA—FBL vy b LERY 2 — AOERERE v
72 R LIRY 2 — AOREEL A LW, (Bl /b n)
FANERY 2 — MEMT D 2 ERTE D,

BEO~T L " AT a VORREIISEDOLEEBY  /mmm/mts

P&

truecrypt [/a [devices|favorite]] [/b]l [/c {yIn}] [/d [drive letter]] [/e]
[/£] [/h {ylIn}] [/k Keyfileorsearchpath]l [/1 drive letter] [/m {persistent|rm|
ro|system|ts}] [/p Password] [/ql [/s] [/v Volume] [/w]

FT v a AR T DIEFIEETIIH Y £H A,

Bl

d:¥myvolume & NI ZRIDORY 2 — L EHPDEE RTIA T L EXZ—|ZEY YT~y b, R
—R7Fur P hNeRRAAL TR TTAT 40 RUEERLRWD)
truecrypt /g /v d:¥myvolume

RIALTXELT T FENTWERY 2—2% T~ 8T 5,
truecrypt /g /dx

myvolume.tc &\ 9 4 RTOARY =2 — L% MyPassword W9 /XA T — KT, R7A47 XIZvwU
> b

TrueCrypt XV 1+ > U ZBE, =725 1L, HEI T MLET,
truecrypt /v myvolume.tc /lx /a /p MyPassword /e /b
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2D D DTREE

ZOETIL TrueCrypt AR U = — MMIRAF S NTHEE T — Z OZEMITHET 20D OHEB I
ODNTHARES, TRTOMBHEIZOWTHEET 2 Z LT TE RN L2, TTHRITEZSN, 5%
BN OIEFICEL OBBEOGERAH Y, T _RTCEMHRLELO T2 EVITHKICR-oTL
F DT,

R—=V T 77V

AT w77 A)EBMEINET, Windows [ Z DOGEFE /N— KT 4 AZIZEDPND)T 7 A Vi,
AEFVICAVELRNT BT T LT — X 7 7 A NVERFFT 5720 Jﬁb\i‘ﬂ“o EWH Z BT,

AEY RZTICH D LE LTV HIRET — 2 DNEBRIZITHA B 720 9 HIZ Windows (1T X - T =1k
HLENTIZT A AZIZENPNTND NS T ETT,

TrueCrypt (332U — K| Bi5fb¥—, IV, BXOMORY :L»—AH%H%%“?F& NHHAEY —
WE, ENOOT —EARNX—U T Ty A NSENRNEDIC, DRiZay s LEHELET,
L72L., Windows TIZWAWARCEELSTZHD L, ST ARNWEDOEH )BT, vy
DIEREINSZERNHD £9, 51T, TrueCrypt i, RAM LIZBEIMNNT-MEE 7 7 A VIDNIFSE
SARVKIETAT v FNMRFSIND Z L EZHS T EITTEEH A, (TrueCrypt?ﬁU a—AD7
TANETXANTT 4 X —EDRITINTHS E, 2O7 7 A VONFITRE SL STV 2RUR
2T RAM B 2L E )

TTnD, Windows XP 2 —H —|21%, AU T 7 7 A HSREZ BT 2 L, D &b
BT —2 o720 TrueCrypt’E“\?‘?/ N5 Eya DT THLEDCTHI EE2MmE
TTOLET, TNETDHCETAZ by TPAF— M A =ma—DvAf A Ea—H - T a
DETHIZ Uy L, TZaNT ->F5 iR E->N T 4 —~ 2 R->RIE-> R E-> IR A T US>
HSN—22 7 7 7R L->FRE->0K £ LTLIZE0,

FAHBRY TiX, Windows 2000 Tl Z O HETIESERIZEIZIZTTE £H A, Windows 2000 = —
P—IZix, :/E;~&%7k/%ﬁ?/¢508_A~V/7774W%7)7ﬁ5i9?%
2T A DOBREEEETHZLE2BTTOLET, GEMIEI Windows D~ == 7 /L F 71
www.microsoft.com Z& M L T 72X 1Y)

NANRF—Y g »rE—FR

AU a—E PN NR—T g S R(EE ﬁ%~°)}6k% VAT AAEY ONEIZ N
KT 4 A7\ EXHEET, TrueCrypt IF5EE L7232 T — R 53 —<° RAM EIZBI2 i
7‘_1%%% T ANPBIFEE IR DREETNA N =V ay « T A MURTFEESND Z L2 2

ClIETEERA, TrueCrypt R 22— LD 7 7 A NETHFANTT 4 Z—LNRIZHTREL L, £
D7 7 ANVDOHNFEIIRE S ENTWRUVREETCRAM IZENLE T, (£ LT, EEEZULETE
DFEFERFEFALINRVIREETRAMIZE S0 H LILEHA) £72, TrueCrypt AR U = —Ln~
FENTWDHE, ZOVAY —F—[FEBLINTWRVIREETRAM IZRRF SN E T, TTND
Wi L b T — 2 o720 TrueCrypt 2~ > b4 5% v a v DBIET Th A R —
g UKSRER RN T A N RF— g ORI AZIIET S Z L 2B BT T LET,
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AEVHE VT T ALV

Windows # &0l & A ED OS TT Ry ZIEROTGRT T —RER( AT LY Tvra, TV
— AT V=2 NTF 2y 7DV ATLAEY ONKEORIHAETY —Z 7 )NA[RETT, ZD
AN —=H T T 7 A NI ET — 2 28, THHENE LILER A, TrueCrypt 1ZitiE L7232
T — R, B L —< RAM [Z B SN2 7 7 A VORNEDRKG 5L ST ZRVWIREETAE Y
—H T T ANMCEEHEIND Z LRSI EIFTEEEA, TrueCrypt R Y =2 —2D7 7 A )L
BETXANTT 4 X — DRI THLS E, 207 7 A VORAFITHKEFALIILTWRVIREET
RAM ([ZEPIVET, (2 LT, BREUDLETEDOE ERFHILINRVIRIETCRAMIZE S E L
NEHA) 72, TrueCrypt R U 2— LN~ FENTWDHE, TOYAX—F— 5L
TWARWIREETRAM IZRE SN E T, TTnD, Dl L bilE T — 4 24 -7 Y TrueCrypt %
~ b THEya Ol THLar Ea—FDAT) —F T T 7 A VARKERE E BRI
THZEEBRIBTTHOLET, WindowsXP DEAITIL, T AV by TINAF—FA=a—D~
A aAva—H - TAarDOLTEI U v L, FaNT > E-> e & [olE->3Z0E-> 73
» TERDOEZIALDIHH->(72 L) ##N>0K & LTLEE0,

YNTFa—F—RE

~Uy &I TrueCrypt R Y 2 — AONFITT X Cou /Ay Lica—F -3z, 77
AHRBIZR D LV Z &2 ENRWVWTLZE, (NTFS TIlX7 7 A VOFFRIEHROEE T, ZD
ko7 Z L& EITFHRETY) £ 72, WindowsXP/Vista(féi 5 - — W — YR D . — Y — G0
07 A 7IEEFICY 7 S TrueCrypt R = — 2% 7~y FLARWZ EIZERELTL
IV, (VAT AEFHEET AT, TXTO~Y Sk TrueCrypt R Y = — A3 7T v
~ v hESET)

RAM iZbH A BfL I TWenT—#

FEAEDT T 7T METrueCrypt R U = — A B FEAIANTE 7 7 A VOB S Z TV T
—HEHDHATY) RNy T ANIEE, ZUT LN LR EDTTLEEN, it £
DEI7T O T T LERT LTYH, 20707 T ARMESTR LS T enwr — 2 [ XER %
PHETATY —ZE-S>TVDEDE LNV ENI ZLEERLET, £/, TFA T 4 X
— 72X TTrueCrypt R U 2 —ALD 7 7 A VEBWT, TORY a—L&ilifill7 o~ hLizk
LTH, TFRAMZT 4 F =Dy 7 7 ITEIESLINRWVIREETT 7 A VIRV £, 2D Z
EIXEET v MZOWTHEIT T,

NRAUY—REX—T7 A NVDOERE

RY 2= b~y L —(RAT— RRX—T 7 A LD BEH I D~y X —F =TI T %)
IR 2 — L ZBFE L TVNAT AL —F =2 G A TNDHZ EICHE LTSS, &L, Mokt
FEPRAT = RROX—T 7 A VEERTLHRIORY 2 — 20 a b —2RfFaiER b, Z0at’—
HDLNEFW R (IH~y X =) L IR T — RRFXF—T 7 A VOEFANIARY a—2L%&E~v Ty M
DD RBIE ST AT — REHER(72 & 2 1XF—a T —CHRSGT 02U X —7 7 4 Vi H
BL7ZY LT, TrueCrypt R 2 — L&~ T b5 ENTEXH0E LLER A,

INAYT— RRFX—T 7 A NVEEETLH L EIZHSEDRNAT — RRFXF—T 7 A L& H > TV D
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E2 RV a—LbDabt—&RoTWNLENE I NIARENRH DD, HLW(Rpd~vAZ—F
— % FFO)TrueCrypt RV = — L ZAERK LIEAR Y 2 — A0 GHAR ) a2 — AT 7 A LV EBEISH 5
ZlEaBTTOLET,

Fo BRIE N ARAT = RE2Ho TV F—T 7 AN ERHSTHOTRY 2—Lb~T 7B ATX
HETHE, BRBFEFIALZY—F—Z2HGEL THRELTEBSZENTEDINL LNEYA, &
ITEETDHE, WREFIZINRAT =R —T 7 AN EEELTCHRY 2a—LEESFTELZ LT
N ET, RRAT=RRF—T 7 AN EERELTH, YA —F—|[IELEIN2WVNHTYT) =
DX REAITIE, H LW TrueCrypt R Y =2 — A ZMER LIBAR Y 2— A0 B8R 2 — A7 7
ANEBEFSE T EEN,

Windows L X b U

TrueCrypt ® [ BT OHEG] 1T, 77 A NVN—T 4 23 3 TrueCrypt DR Y 22— L ThH D
NEID, BLARY 2 —ABNFETLEINE I DEMHRTHZEDBRAETHD &) Z LIkl

L CWEJ, Windows (% TrueCrypt 2372 UL RICIHETERVWESEFIERT—XEL VA b

VICBRELET, VYA NI 77 A NVZHET D L, WEEIT TrueCrypt 3 DT AT L THEAT

SN ERNHDM, TrueCrypt R Y =— AR~ 2 FINTZNE I NEDRY 22— LDONEI T
7 A NGB A XZ A TTETIEDLND FHA), EORT A 73FD TrueCrypt AR U = — A2l
NI ZFDORY 22— LDOALEI T 7 A VAT A X ZATETITON0 EHAL VR EEZMDZ EN
TEET,

F— 2 OREE

N=FR =TV 7 =7 O —iR#ET, TrueCrypt R =2 — LD 7 7 A VHMEET L Z
bV RET, TIND, BRI 7 AMIEMMICAYy 7T v 7202 2TTOFET, (b
LA A, TrueCrypt AR Y = — AZFLEk SN S LT —Z 2 E LT TR TOERERT —FITD
WTEADHZETY)

TrueCrypt KU o2 —AMZH DT XTDOT 7 A NENy 7T v 7T 5T ORI FEENRWIGE, D
R EBARY a— by X =TT TENRNY I T v T elo TR ZEEMIBTTIOLET, 2

ZIEY A —=F =PRI TWET, (N 7T v T L7 7 ANDY A X[T1024 /31 MZ

BT TT) A a—by X —0BHET L L, FEALEDEAEFARY 2—AF~T o FTX

BRI ET, RV a—b X =5y 7 v 7T HI20%, [ FNT XDER) I~ T 77141
DER) 7 Vw7 L, AV a—LEZ@ERLTIEIN, ZU0nD [Y— > K 2—A~ 5
=Ny 2T w7 7 )y LTSN, Ny X —%2HIAT 51213, W CFIETREIS TR
Va—A~y—DY X 7| Z@IRLTLIESN,

B BHADO2—F =05 TrueCrypt R U =2 —LDF —Z DB TH EH®ENH Y £ LTz, TD
%, 2 b o —F—3HFKED TrueCrypt TixZe< "— Ky =7 (F vy b, USB/—KRZ
{7 sr—T A, USBPCI#— K ) TéHsZ L&A LE LI, TF2b. TrueCrypt R Y 2 —
LEAEAD ETHT N RZEINTT — BB LV HERT 22 a7 7O LET, &

A TLE RLAY a— A @HERY 2 —LnE N5 FERTT,
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EZIE, KBOTZ7 7 A 0D AR 1GB)Z bt — L, 77 A VEHIRY — L& ffioTA Y ¥
FNEFONRERTHEN) KH72Z &L TT,

VEYEZe VP4

WL ONDFEEEE (72 & 21E, WS OMDUSB 7 7 v a KT A 7)) TIlEiEE-CER D H %:ﬁlt
ET72, U7 LRY T WA D £, 2 OfREIL. 77)&~v3/@ﬂb
Y7 IR LT — X EZIADGAIL, AT 4 7T 2RI L TESALGIEE Y ¥ — 75>
ﬁi%ﬁta& ICHEESND)EWVWI BOTYT, 2tV 7o iclEE2AECET, 728
ZIE, AV 22— RAT— X —T 7 A NVEEE LTHGEICEE T~y ¥ —2 5Lz
bk EEELET, LL, RV a—2RN =T LY UITHEIELZFFOT A ATHD L,
TrueCrypt T~y X —NFIA L HIC EEZIND LIFMRIETE <20 £9, b LI NA
Kb FEEXINTLEITTOHVAY X —2ZDT A A LETROTFZETDE, H(~y
F—BHEE S ESNDANI~Y T F T DI ETLE ST RA T — ROX—T 7 A V&> THY
2—LhEITUL R TAIENTETCLENET, TS R =T LR U THERERSDHNE D
X, TOT A ZADOFEZSZHL T IEIW,

TI757

77 AN TrueCrypt 2 T F MM LTZT7 7 A NV AT L2 %T 77 73 584, TrueCrypt =2
TH(HDDHWE, FOWR)D A E—NEA MRY 2—A(WAL L TWET 7 A LT AT D)DZEE
PR D AREMEN H D £9, ZDOZ LFNANAREXa ) T o OMEEZAETET, 72& 2,
RY 2—LDNRAT— KX —T 7 A )LaeHENLEELTYH, BOE D TrueCrypt AR U = — 4
DI~y X —=PHE S LI DRI~ T b T D DICMETE 7o)~y X —0Z OWr i & BT
b, HWWRRAT—RTRY 2a—LE~vUr hTEH00 LvERA, ZNEFSIZE, BLTFO
kﬂﬁ%%ﬁbf<téw
T ANIDNOIZ, =T 4 a3 TN A TrueCrypt R Y = — L %145,
TI777DHET, RAMRY 2—AWBTA{EL TV T 7 A LT AT K)DZE & FHIICSE
PEEENT 5,
e TrueCrypt RV 2 —AZEML TWDRA RN T 7 A IV AT ATIET 77 7% LR

O —F VT T ANV AT A

77 ANV TrueCrypt 2> 7 %2 Vv —F U 777 A4 )V A7 A(NTFS D L 9 72) THENT D 5
&, TrueCrypt 27 (D WE, ZOWR)DO I E—NAHA A FAR Y o2— ADZE X FEIRIZFE D IHE
WRHYEST, ZOZLITNANAREF 2V T A OEEZECET, 2exiE. AV 2—20
INAT — RROF—T 7 A N EHENOERLTH, B2 TrueCrypt R U = — LD H W (A~ &
—NHE S LESNDRNI~Y T N T DDICHETE ST )~ B =X O i & BoF =5, s
AT —=RTARY a—L&E~vUr hTEL0E LNLERA, ZNEFSITE, LTO ENn% T
LTL7EEN,

T ANTIOND VI, N—=T 4 ¥ a T3 AR TrueCrypt AR Y = — L %1fF 5,

AT TRV Y —F U TR NT 7 A VT AT A(T2 & 2T FAT32)I2kMT 5,
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FEALAY 2 — AXKES Y ORIOLEEK ] LML TN,
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MENREZ o= 6

Z ZClE TrueCrypt Z i > TWTHEET 200 Live W — A2 RBEA~ OISR 2 #Rr LE T,
ZZICRVWEBETHIUL, RO L ZAICREADH L LILER AL

I I HalE

BEAn DR & iR

FAQ(J < & 5 EH)

FRE::

EFIZRY 2 —AR~02 F &0z, Windows 706 [ZDFASA GG T 74 /b R T
ATIFDODERA] VoL oA yE—20H5,

BESNDHR:

TrueCrypt R U 22— LD 7 7 A )V AT AR L TWDE, HDHOIWEARY 2a— AR 74—~ v b &
Tz,

*HER:

TrueCrypt WY = — A Z T 57201208 BHEL THD T 7 A/ AT AMER Y — /25 =
LAT&EF, Windows T/t chkdsk T, TrueCrypt /%= @ —/-4 TrueCrypt K J = —A T
15 B k2 JHE L TOFET, (chkdsk (47 71 /L X7 45 FHEET 5 AJREVEDRS & 5 7= 60) £
ANE TrueCrypt iKY = —L DN 2T o T2 —FE o5 Tho, TOR Y 2—L58~v0 2 ML T
&0, TrueCrypt A > 7o 2 FOD(RNZA TYRFT)v 02 NERZRY 2= L8472 Y
v Z LTSEE, TLT, RIS A=2—=05 [TZ7 4N X7 ADER) 28R L TS
EE,

RE:

R 2 —HFIEFIZ~ 0> h &, TrueCrypt TIEE DR Y 2 —AjdF~0 > NI Td EZR
SHTHBIZE 0069, Windows @ Explorer 7>5 35 = —AICT7 2 X TER, (V1 =
B2 — LRI R I AR

BreIh3RKE:

Windows Explorer @ & T4,

RIRR:
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[(Y—yb o> R4 7V PDER 7Y w7 LTLIEEN, ZRTEDRL, Windows
Explorer Z# fF#) L T 723V, (&2, v A7 LCHERZ A 3572 L) TrueCrypt A
A4 R=TCRIATXFHL TNV 7 LTHERY 2a— L% ENTEET,

MRE:

Y 2= ANDGEAEEEZ PIEFNZLE N, R TF~— 2 DFERIE L FE, BOES TOBHFEET
H/IN— FT o X7 DT E NI T 7D TT 03,

HMEINhBEH:
RO T ) r—raryNDleEre L TCWAAEERHY £9, T
XRR:

BANZ, TrueCrypt2 > 7 D7 7 A NIRRT 7V r—3 3 AZBEST S ikE+
(7= & 21X, .exe, .sys, AI)BR DT HNTWRWNWI EZHERL T ZEW, b L, £\ oz dkiE
FMRONTWND & WindowsReT7 > T 7 4 VAV 7 ERaryTFHEEELEY, AU 2—L0N
T =< AR FSHEDLZERHY 7,

O, LRFEZLTCWAREMNO LT T r—ya UV EEIET 0T A A h—/L L TH
TLEEY, ZHUE, TV T U NARHET 77 7Y — AR EILLDZENRENE ST, 7
YT 4 VANRKOEGEE, TOXREEBE T TAFA DAF Y BT HIENTEDH D
ERHVET, TNTHIRERP 2T, T F U4 VAY 7 FEERFICEEEL T ESN, £
NnNTHLEDRL, FTRIIT VA VA=V LT, HEEBL TATI I,

MiRE:

LR 2—AaE5 58 LD, (EATFERBRAY A XTI X0 (SRR Y 2 — 2412
IZZNL DT oL RENWFEEHEEND S D TI D)

BEINDRE:
T ANDKFA(T T T AT — a3 )
Eyl e

I FGAAY A ZANNETESLEZAIL, AFRY 2a—2DNV— T 4 L7 FUIZEWEZT L E
—RT FANNET LN ZENEZLNET,

RFRER:

NGB 2— DT 77 T %MT D, (R MLTRA I Ea—FDZEDRIA T VI —%F
IV TanT k)T V=) TN TRk T 5] 7Y v 7)) R a—
LDOT 777N Eboleb, b9 —ERLAY 2 —AERAERL T 230,

IHTEHENZRT UL, AERY 2—2DFTXTDHOT 7 A )& 7 4 /L X —% Shift+Delete % 3"
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ZETHIBRLTLEEW, 74—~y FTHLTUIWTEHA, (FAZ TZHF] & VAT A
DEIL] ZINZT DL EENRNTLEEIN) LT, BRICEIIRSTEINERY 2 — A
BRLAY 2 —AE{ER L TATLEEW, (TAMEMETTYT) ZRTHLRLAY =2 —ADAEE
RV A ANELL T, MEITIEEL— T o L7 NUIEHVZES T, b UL(V 14—
DEHEAT v T T)I TAZYA REREEBOEFIZ LR olcle b, ZAEIEZ TAZFA X
FHEEMOFEFICLTHEARY 2—2%2 74—~ hLARBL TS0,

SIHIZINTHEDRL, AR 2a—252F 74—~y FLTHIBIL VDR WT 7 A L7
NHE—%)— MIEWTLESW, ZNTEDZRL, 74—~y FLTL—F DT 7 A N7
FNE—ZHOTZEEBEVIERLTLIEIN, RoTHNRNEDN, R LEL, L KREW
I TAFY A XTHHEARY 2a— L 5B/ 74—~y b LTLEI, ZILTHMAR LT, fi#
PRTDHETHER) 2a— L% 7 TAZYA XERELLBBPOLH 74—~y bEEVIEL T
EW, b L, BET TRAIYA ZNZLRITKRE O EBNZS, L0 EMEREGEH)Z Hig L
Temb EBEZTLIES N, (7722084 X 25H)

E:

IN—=TF g A TN REREEEL L DTS E, TrueCrypt N U = —A(EL T + F— o
JHFEE NS X =BT, EITTEFRA,

RRR:

OSDT7— bt R_X—=FT 4 varzhifafbL L) izl TunEHAL? (TrueCrypt (£, ZHUT¥HA— b
LTWEHA)

EH)TRITIUL, ZONR—TFT 42 a VTN, RAEMOENORTHES T a7 I Lz 21X, 7T
TANVAIE NV EIE, ToA VARl LTLEEN, ZNTHLEDRL, TAZ by 7D
A ALV Ea—H - TAaLEEI Y v UCEH -> FEH > 7 0 X7 DFHEELTLIES
W, ZZ TSl LIcWWS—FT 1 arv kI Yy L, 2478 —DEF 7Yy L, N
FTATHFENIDELZ 7 ) v JlsE7 )7 LTOKE LT IEEN, HEICTAT A
ZEEE L T EEN,

RRE:

JELBY 2— A5 LS5 ET 2L, U= FPNER Y 2—Ldgry s TERNESST
é‘ij‘@

HEeIhARHE:
NFERY 22— DT 7 A NEAANDOT TV r—3 3 UV TWVET,
RHRR:

IR 2a— DT 7 ANEMES TSV r— a2 T XTHALTLEIN, ENTHLEDRDL,
TUFUANAREEILT 0T A A M—L L, BEELTRLTIZSN,
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RRE:
PUF D Enuim i34

1. TrueCrypt KU = —ALz~r > h TERU,
2. NTFS TrueCrypt 5V = — A Z(Ek TE 2200,

X512, T —RA v —URHB: o 72X CRHFDED, ot Xt 7 7172
TR TEEEA]

BEIHh?ER:

o7 7 r—2a T L TWAAREENSH Y £9, Z 1L TrueCrypt O N7 TEH Y £
oo OSMLDOT 7V ir— g UNHET 78 2D 70T 814 ZAZ& 1 v 7 LTS & TrueCrypt ~
BALTWET, (7205 TrueCrypt [T /34 AT 7 B A TERWDITTY)

XRR:

Tt A7 AV r— g o BB FERIZT oA A N—VTHZ LT, WEIIMIELET, T
F T 4 IVART 4 AT B — )L BN T O,

-

Fy NI =7 DETIEFIZR>TWE T AN FTF 2T 82 L LT 5E, [AFY
—ARE] DT =27 £,

HEIhDFRE:

Windows L2 X N UDIRP X 4 > 2 34 XDEN/NE T E 5,

*FRER:

Windows L' Y2 h U TIRP X & > 2 Xx—% R L, ZDOfEEZRE L, VAT L& HEENT
D, ZOF=PL TR VIFELRTE, RO X DITERL T ZEY,

HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

ZLT, ZOEEZ16LLEICHEL, VAT LAEZFHEBL T ZIV, IO OWTIE Tice i
http://support.microsoft.com/default.aspx?scid=kb:en-us:285089
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FEH itk

BUED L Z A, FRICIHFREBMEIZOWTRLHET 2 2 L 1I3H 0 FH A,

BEA D RERE & il FR

TrueCrypt R Y = — LA T — RNE 7Y X TN ASCH ¥+ T 7 Z—T/ TEWT EH A,
NRAT—RIZASCIH F % 77 X —DNEfi> Z LI R— b LTWEHAL, MEEEZTZ
ELHVET, (R a—2a~v U FTERNRL)

BED L Z A, 512byte/ B 7 X —TlIZ72\ 7 7 A )V AT A(7= & 21X DVD-RAM)IZHS#H S 4
727 7 ANVE TrueCrypt R U = — AU T FNUET —F 2 EBEZ AL ENTEEHA,

Windows2000 O fi|[ED 7=, TrueCrypt iZ Windows2000 T? Windows ¥ 7 > k<~ 3R — ¥
Y R—FLTWEFA, L2 > T, Windows2000 DU < DDDFHAIATRY — (T2 & 2%
FARY - F 7T 7)ETrueCrypt R Y = — Kk L CIEHRE L £ A, S BIC,
Windows2000 D~ > h~F—V ¥ 25 2 L L TxEHA, FExE~yr hEALY MC
TrueCrypt R U = — L %EIV 4 TH(TrueCrypt RV = — L% 7 4 L2 —L LTED Y TH)E W
I LT,

TrueCrypt CHFE{L STz 7 0y =T 271 70y =7 1 A7 BHRH SO T 1 27
PFASHSD &, FIBEPNDFENY LTF =BT 500 LA, Ziud

Ty =T 4 AT EFELTERY) 2a—LE L THIBAE T, 7uv B —F 4 A7 LT 7 A
MR T FOHETIEHY £HAL)

TrueCrypt User’s Guide. Copyright © 2004-2005 TrueCrypt Foundation. All rights reserved.

80



F<HLEM(FAQ) LZEX

TrueCrypt FAQ D e #hilIE http://www.truecrypt.org/fag.php CAFTE £, (JEFEMR)

Q (7497 RAZ— R IAF] OXSRHLERAOHRAIZDH Y £T03?

A 13V, B1ED TPLEDTZDDF 22—~ U T A TrueCrypt AR U = — L DIEKR., =7 b,
EIZHONWTRZ U=y ay MREMZ B il Z2itdi L TV E T,

Q: RRAU—FEZENTLENELE, TrueCrypt RY =2 —2DT7 7 A NVEETTDIHEEIH F
TADN?

A: TrueCrypt [X1IE LWWRA T — RE 7 E S bicfi o 7- % —72 LT, Wb ST —% 255
BCTHREBICTHETT AHMEITE 7L< FoTWEHA, BxT Doz —2DFERK %
WHZ e TTN, NAT—ROBERLES, ¥—0H A X, V7 hon— ROZEM, ZOMmozE
RIZE-T, FTHE, HETEDPDIDIS LOVERE A,

Q: TrueCrypt iINNRA T —REF 4 A7 ITRFELETN?

A WD Z

Q: RRAT—FRONy V2 Z ETPITREINETH?

NRAIAY- 4

Q: TrueCrypt RY =2 — AT IV r—vavBAL LA =)L L, BT T ENTEETN?

A vy,

Q: TrueCrypt RV = —AITRFEI N BT A (.avi, .mpg, etc.) ZEBEFAETE ETH?

A: X\, TrueCrypt OB SALAR Y 22— ATEHE OT 4 A7 LRILTY, EELVWIRAT — R9F%—

T77ANTTrueCrypt R a— Lz~ NA—TNLTLKESW, T F T 7 ANEXT I
Uy Z7FHuE, OSBEDT 7 ANEZA FIZEHEST LN TWALT 7Y r— g CEE ITEAEY

7 MNEEEBLET, HEY T MIET AT 7 A NDERYIO S 5 ERSY % TrueCrypt OFF B{LAR Y =

— LD RAMZHEARIARE T, E DM HAA LI TS HWTE, TrueCrypt 1Z RAM (27—

ZEEmLET, LT, HEEENTRAMFOT—ZNEHAEY 7 MZEoTHASND LD Z
LRV ET, ERADNFEINTWDHWEIZ, BAEY 7 MIRO—EH 5 % TrueCrypt OIS 5

IELARY 2 =505 RAMIZHAIAI, ZOT AN UM INAHZ 2R Y F£9,
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FLZEABBETLBIAbNET, EFA 77 A AO—FTH TrueCrypt R U = — ATE XA
ENDHMT, TrueCrypt T RAM I TEN ARSI LT 4 A7 ICEHEZIARLET, O 7 vt X TH]
iF H BhF =-{L/18 5 ( on-the-fly encryption/decryption ) & FE[EIL, BT 47 7 A A 72T TldZe < %
TOT7 7 ANEA T IZHWHAINET,

Q: TrueCrypt iIT oL ZDFEEA—FV V—RATT7 Y —ROTTN?

XV, 25T, BEEBIIFEIL TCWERAL, 2902 52WTL XY, FbiTA—7
/ xf7)~tf%1)74/7b?:?ﬁ%ﬁ%%mfwi#o

Q: 77 ANEBRT A NF BRI ENDIDOTTN?

SV, £ 9 TY, TrueCrypt R Y =—LDHFD T 7 A IV AT AEBIR(T 7 A V. T ANV H—
Z- T7ANDORNERELEZL)RE LS NET, ZULT 7 A v 3T F (AR TrueCrypt 7 ¢
A7) e TrueCrypt K5 Al N—7 4 & a VT 3 ADRFIZHOWTHEH S ET,

Q:USB75 v ¥ a2 RIALTTEDEIITLT TrueCrypt 25 Z L N TEXE 9§ °?

Al ZODHERHY £

1) USB7 T v a RIAT2EERF{bd5, Ll ZDHIETIE TrueCrypt 2 USB 7
Tyvva RIATNLEETHZEIFETEERA,

2) USB7 7 v =2 KT A 7 TrueCrypt 7 7 A L T F 548D, (T’EDji ZOWTIE [0
HDODF 2— VTN ZBBYUSB 7T v o RTA TICRGREZHEIRN X
(95725 & 912 TrueCrypt 2> 7 F DR EZ I Z R HIUIX), TrueCrypt 75: USB7 7 v =
RS A4 TOHi(ayFFohTidad. avsF L PiE LTk L, TrueCrypt 2 USB
773 a RIATPOETLHIENTELTLEY, GEIX TR IXT—FE—F| &
)

Q: TrueCrypt M2 B3 HE KRR Y 22— b YA XiZEDL bWV TTHn?

A: TrueCrypt 8 U = — A% 8589934592 Gb £ T WA F3, LLW D0 DifilfR & 72 5 EHF %
ERTHVERHY T, 2213, 77 AN AT LAOHIR, ~N— R = THE0SIZL S
Hfe LT, —DOXF—TRBIIR L TE LT —FORIE, BE{LT VY X 20T 0 v Y
oA RNHAF LET. TrueCrypt IR S NIz BALHR(Z DT 0 v 7 4 )k LTHES 5 &
THRY 2—AOPA ANKETELHAITITEE L LET,

Q: SHAA i3 o /= LB & E L7z, TrueCrypt IZFE L 9537

A: SHA-1 1% TrueCrypt TN TWDS =Dy a7 )T Y XAD—D (2 —H — )RR A fE

TP, 2005 4E1C, M7 0 B D ITEEIC IS (20 AT v T Y 2% 2T » 7 T)SHA-
1 ORI R %?ﬂﬁ‘jﬂfﬁ EHINE L, L,inb TrueCrypt I3EEE 4 & 1E D DIZ SHA-1 Z
E4 A(TrueCrypt I3 SHA-1 % BEIELIRBIM & LTI & A PO ERA) L. SHA-T ORI S
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THRELINDDE LR E WS O, BRI T TrueCrypt AR Y 2 — A D22 MEIZEITT
ENERIZEIITRZET, ZTORIAHIZHOWTIE M. Bellare @ New Proofs for NMAC and
HMAC: Security without Collision-Resistance &\ 9 5@ X CREFA S TWE9, Lo, KV pksE
P % 3Kk 8 T Whirlpool % RIPEMD-160 Z i\ =W AW D v LIVER A, 35T Ty v a7
NAY XN OEZZRLTITZIN,

Q: TrueCrypt iXGPLD X 5 24 —TF v V) — AT A BV ATEMAINTNDEDTTN?

ATV, £95 TH(GPLTIEH Y £HAN), 74 B AL TrueCrypt O/XA F U B HWNE Y — A
DA 7 - —I2 G £ 5 Licencetxt ICit#& S C\ET, £7-.
http://www.truecrypt.org/license.php ¢4 AFAJFE T,

QRX—FTgavitrZrAnarsrri, EHHDTrueCrypt A Y =2 —ABNNTL & 9 0?

A 77 AN a7 FIRERICBE), VA —ARTEBFEOT7 7 A NVERICICH Y ZENTEET,
(LML, Zidar s Hidho 7 7 A L ERERICHBEICHE L2V HIBR L7 A TE D L) =
ETHEHDET) RN—=T T a T RTHERBICE L TENATHET, 3T TRIEFICH
FIELTnWb e, a7 T ~ORAEEZIDRHELNICES R I LIZERLTLIZSIN, £,
:/?%753‘#‘% IR L TWb e, avrTFoFOR LAY a—hE~v T Fﬁ‘”é@ﬁ‘i&)%%

MMIEL 0 3, ZOHBEL UL, BLRY 2—20~y X —01IMUD 22 2 7 F OREIHE S
IZRiEk S, 2T IR L L TV D IR E TOL DIZHFIN D 720 T, T a Rk
THIET v~y P LEEREED L X2, 7777 %2FITL TSN,

Q: FAD TrueCrypt X—7 4 a /a7 T2 EDa v/ Ea—ZIlTHOY UV FTEETN?

A: TrueCrypt R U = — AL OS BN L TWET, TrueCrypt Z#iL#j TEX a3 Ba—4—72 5

Fhictch~or hTcEaEd, ( MEBEEHERN 72 < TH Windows T TrueCrypt &1 2. % 97?2
M)

Q:OSEZHA VA=WV LTHLENLDH D TrueCrypt X—F 4 av/aryTFrE~y s b TEE
THh?

A: 1TV, TrueCrypt AR U = — AL OS B L TVET,

Q: FHEWERI 2 < TH Windows T TrueCrypt Z2fEH Z LIZTEE T ?

Ar vy, L, BEEENT AT A TrueCrypt A4 VA Fh— /L L72H L (ETRIXEHERH T
\CEBEMERZ T 5 L E)NCIRY £9°, 2 OBHIX, TrueCrypt BIRE B B 5{LAE 5 DT /3 A
ARTANEQEEL L, FEEHERS 2 E Windows ([T /31 A RT A RE A VA K— /LT
WNBTT, VAT NEBE D TrueCrypt 2 A A b —/L LTedh &1, EHBEHERB LV —H
—T% TrueCrypt ZEEE L & D TrueCrypt R Y 2 — A THL~ UV MNTY~T Y M FH 2 ENTE,
77 A A TrueCrypt R U = — A DIER S TE 3, LavL., BEEMERS RV 2 —F— 33—
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Ta4varEGI 74—~y FLTEONTFS AR Y 2— 2% 2 HZ LIFTEEEAL,
TrueCrypt DA VA F— LT A VA =L TEEHA, T2, T AR Y 22— LD/ R
T—RIF—7 7 A NVEFLTrueCrypt /N—7 4 2 a VT NA AD~Ny X —D/Ny 7T v 7L A
F7IXCTEEFE A, TrueCryptz N 7 X7 —EF— RTE)/NT 2L HTEERA,

Q: TrueCrypt idN— KKy =7V 7+ =7 LA F& Windows DF¥AFIv 7R Y 2a—2h%H
R—RLTWETH?

AT, A= LTWET, Windows DX A F v 7R Y 2—2L% TrueCrypt AR Y = —2 & L
T7 4 —~v bTH5AI21E, (Windows DT 4 A7 EBY — )V afio> OV AT I v IR a—
LEAER LT L. VAT LB L T, TrueCrypt R U = — AER Y 4 F— KD 531 5%
P ACTHHORY 22— LRFRIN, BIRTEDXIICTDHZEEZENLRNEIITLTLIEEN,
[FTRA RN T4 =T, AT I v IR a—LFTH—DT A AL LTUIRTEINE
HFho TONDY, XA FTI VIR 2a—LEMRT 2T XTORY 2 —LRERRINDHDT,
FAFTIVITAARAIEERE T +—~ v FTHDIT, ZOHIHLOENN—DEBERINL TIES
AN

Q: TrueCrypt iZED L HIZLTELWARRY— KRB ADENTZ0ZHET L TWBEDTTn?

[Behfgai) o S LDz 2L T Z &0,

Q: CDR°DVD IZffE &7~ TrueCrypt 25 F %2~ N TEXETHn?

AT, T 9, LaL. Windows2000 Tz LEF] 2 5 ¢ 7 (CD/DVD fih)iz

TrueCrypt R U =2 — 2%~ 7 T 5855121%, TrueCrypt AR U = — A% FAT “(7?—7 v h L7
STEHRLRNWZ EEEATEBWNTLZE, (Windows2000 TiEat A B0 BH AT + 7D NTFS
Tr7ANTATAEIYT L N TEERAL)

Q: TrueCrypt A V' A b— LB FITEITTEETHN?

v, ThIRF—FE—F] OBEZSHLTIEEN,

Q: Windows D& THLEIDRTIZ, TrueCrypt RY = — A&7 ~U v MEAMNERH Y £
0?

A: Wz, TrueCrypt (X3 27 LD TROMEBIRHIIIX, X TO~ T F S/ TrueCrypt 48 U
2—AEHBICT T P LET,

Q: TrueCrypt X—7 4 ¥ a v &7+ —<y hTBHLEIRDDTLE I N?

TOFAQD HEAARY 2 — 2D 7 7 ANV AT AEZEETCEXETN? | 22 LT EI0,
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Q BEERY 2— D77 ANVATLAEERETCEETH?

A:~Tr hERTWIUE, ATRETY, TrueCrypt AR U = — AL FAT12, FAT16, FAT32, NTFS,
TIZEPDEALRT 7 ANV AT ATTH 7=~y b T2 ENTEET, TrueCrypt R Y = —
AFEEORY 2—LERICEIICWI ZENTEDLDOT, A AL Ea—HRETT A AD
743V%E7)/7L T4 —~v hEBBATLEZD, A 2—L2ORFIFRDIVET N,

RY = AFHE LS NTRBOELICRV £F, b L, =7 1 ¥ 3 XD TrueCrypt AR U =

— ANV REINTWRNWEXIZEDR—=T 4 vark 74—~y bT25E, RY 2— A3
EIh, N—T g va VIR eI RETIE R e, EERY ET,

Q: Windows FZE)RFIZ BBIRUIZ TrueCrypt 22BN L TR U — FEREZERL, R 2—2b %~
TR TBRESICRETEETN?

[TV, L FOFIETHARETT,

1. RV a—2Z&E~vUbL, [RYa—2b SHBHEV FENATWHWDERY 2—LEBRIC
AV IZPRAF) AR
2. [FRE > KMERE] O Windows OIEH, o 74 U RRICHEIZETTHHNE] TRD
FFa v EAIIIL T EEN,
TrueCrypt % Bil4h
BZIZAOVRY a—LE~<T7 b
3. IHHERTE] V42 FU7TOKZZ Y v 7 LTLTEZEN,

QRELAY 2a—ADNRRAY— R3EFECXETNM?

ATV, NAU—REELX AT 7 3EERY) 2—AZHB LAY 2a—AICbEELET, A~V
2 —ANX D — NEFEALTa T O [BEDNZIT— R 1B LAY 2a— L0 AT— RE AN
LTL &0,

7 TrueCrypt (IR ANIAFHER Y o — by X —2H\E L LI L LET, THCKRET L L oRICRELA
Ua—ARHELEHEL, BLAY 2— A0~y X —R5H5 L RESNAMNMEBEOT— 2522 L L5 LE
To TABHEITH L AAT— FEFFRLAY 2 — A LTEASND Z L0 T, (EbboR
B [BEONR T — R AN ENTZSAT— REENET)

Q: HMAC-RIPEMD-160 7> HMAC-SHA-1 2 5 & &, F—¥ A X3 160 By MZHIBEIH T3S
DTTH?

A: Wz, TrueCrypt IZ(HMAC 7 /L 2 Y X A2 Tldze < VN & = B8 o H ) & BT 5k & —
ELTHESY Z LD FHA, T T~y X —F—08EH VL, BXOXERYK 258K
LTL7EEN,

QARY 2a—AIBREENET—F22RbPIC, Ao F—F—HEHTNVITY XLAEZERTEXETH?
(7= & i, HMAC-SHA-1 %>% HMAC-Whirlpool ~)

TrueCrypt User’s Guide. Copyright © 2004-2005 TrueCrypt Foundation. All rights reserved.

85



AT, TRV z2—A | > [~y —F 71T XADFE] R TIZEN,

Q: CBC E— FCHE L ENT2AR Y = — A (TrueCryptd.0 DENLURTTHEDNTZR Y 2— b)) 25
RO TrueCrypt T v b TE £993?

ArlT\v, L2L, CBCE— KLY LRWE— FDIZINLVLZETT, Lioho> T, &HMO
TrueCrypt TH LAY 2a—L%/F0 | HHWARY 2 —2DHFH 2T X THLWE I BT Z L 25|
<BTTHLET, TrueCrypt4.1 TIEAR Y =2 — LT HRICLRW £ — R T Efb SN £, WE
% CBC E— RitfEbn T, HEHPED7bicHFE— k LTS TF)

Q: 2GB L LD TrueCrypt 2> 7% £ 5> TDVDIZEES OTT M ?

A HRRT=0MES TS DVDERLY 7 FTDVD D7 +—~ v hZBIRTE 513 T, £Z T,
UDF 74—~ FEZHEATLEE, (ISO7+—~v MI2GB #2577 A VvaEHHR—FL
TWEHA)

Q: Windows D 7 7 A L ELZ ANV M LTERED VT HFRORBIGBRIRLE-F—T7 741
L TCWET, BIETEETN?

A 1TV, £ THIIE. TrueCryptd.2a LIKRICT v 727 L— R L TL 72 &V, TrueCrypt Z ) L
TAA L T4 RUD TEBEEFRFELZD] ZAEMNLTLIEIN, VEEZRFELZ] &8
M LTz Zeibdux, 27+ 74 2% TrueCrypt.exe D7 A 222 K v 7' (TrueCrypt 1 H )
ANCEEE) L E )T 57, TrueCrypt 70 77 A0 4 RO R v 74 HUX, 774k 7 %
O L HMETLZENTEET, FERIS, F—T 740 bF—T 74V T 4 RUMPNATY
— KA 4 RUNKRT v 7 THZ M TEET,

QBEERFELTWET—F2RbTIC, X—T v a v EBFLTEETN?
A S TT N, TrueCrypt TIEZ DX H R Z LI TEFEHAL, SR VHAETIOHLVLHD £

A,
bbb, ZOHEXZEMICHERH D LEZXTNDHTZDTT,

Q: vU Y h &7z TrueCrypt AU 2 —ADONEFIZR LT, chkdsk X2 Defrag &\ o 72y — /L& fE
DT EIITEETN?

A: 1TV, TrueCrypt R U = — MIAYOMEL /2T 4 A7 ERICICH Y ZEMTEET D, F
NIET 7 ANV AT ADFT =y VREH, 777 70— /L Th~U L h&Eiiz TrueCrypt AR Y
2a— MK LTS 2 ENTEET,

Q: Windows IZJEBF 278 & 912 TrueCrypt 2 5 Z LIXTEX 957

ATV, ZhiEBarPE D & CTrueCrypt # h 7 X7 —F— N CRRENITHZ & THEBLTXET,
BartPE & (X Bart’s Preinstalled Environment (/X\— h D7V A4 V2 h— VBREDZEWLET, i
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1. EARMICHE S 72 WindowsOS =D 1, D % CD/IDVD IZHI L(L YA N U | BERFZ 7 A L,
X RAM IR ENET - N~ FT 4 A7 T F oL EVWETEAL L, N—FT 4 A7 BFET D
EHH Y EFHA), £ 6 Windows ZEEITLHEVWI DT, 7V —U =7 Thod Bart's
PE Builder % Windows -f > A ~—/L CD % BartPE |2 #1325 Z LN T& £4, TrueCrypt 3.1 LA
B> T\ 5725, BartPE @ TrueCrypt 77 7 A V3 EH D £ A, BartPE Z&E) L, &b
® TrueCrypt % RAM 5 1 % 7 (BartPE BER)NZ X 7 v m— KL, /Sy —T% RAMT 4 2712
JEBH. TrueCrypt.exe 2 RAM 7 A 7 @ Setup Files 7 4 /L X —/nLiEENT 57217 TF,
(SetupFiles 7 # V& — 3Ry 7 — U Z BT IUZER I VET)

Q: TrueCrypt R Y =2 — L DHFITHEMAIN TS TrueCrypt RY) =2 — A&~V b THI LI TE
ETHh?

A: [TV, TrueCrypt R Y = — A FEEHRIC AN FIZTE £,

Q: TrueCrypt & D HEI NG BLY — NV EZ BRI LV AT A CTHATE T, ?

A: TrueCrypt & ftiod B B EIRERE 5L — L2 O0F 32 2 & CRIEDN R E 5 & bl & 20 e SV
TWEHA,

Q: TrueCrypt S—F 4 a VDY A REERETEXETM?

A RETTN, 2I0VoeZ LT TE EH A, PartitionMagic ® L 9 727 1 7' Z AT TrueCrypt /<
—T 4 a DA REERTDE ZLOLRARIT—FEETZLITRDLTLE I,

Q: TrueCrypt X Windows XP x64 Edition(64-bit) CE) & £ 3 5?

Ar TV, BIEET, (RN a v 400D55)

Q: TrueCrypt iZ Windows98 X°> WindowsME T&j & & §2>?

A: Windows98/ME T#j< TrueCrypt O£ D /3— 2 £ 1.0 T, bbb ZoN—T g
% (Windows98/ME [Z DWW T ) AR — F LW Z SIZHEE L TLZ &V, £ LT, TrueCrypt 1.0
DNNTHEIR ERESRNE I I LT Z &V, TrueCrypt 1.0 2 Windows XP/2000/2003/Vista
RETENTZ LT TOETA, GElIX —2 3 VR 22H)

Q: TrueCrypt iX Linux TEjX £90>? Linux TTrueCrypt A Y =2 — A%~ U N TEXETHM?

A: 13\, TrueCrypt @ Linux FIf i D22 EN— 3 &
http://www.truecrypt.org/downloads.php CATFT& £,
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Q: TrueCrypt A Y =2 — L D—FHBPHET DL E5 D E4?

A BEBALT — 5 T DO LSO R SHHRT 5 & E@HITTANIEE LT 1y 7 R H
BLEZ LR T, (Mbhis kT A=) XADT 0y 7494 XD T8, Try”
A KL 8716 /34 FTT)

N=Ry =27V 7 =27 DT —CEET, TrueCrypt R = — LD 7 7 A VBEET 5 2
bV RAET, TIND, BET 7 AMIEHNICANYy 7T v 722 2TT0OFET, (b
HA A, TrueCrypt RN Y o — MZEFRENTH LT —Z I E ST, T X TOERERT —HXITO
WTEADZETI)TrueCrypt R Y 2 —AZH LT X TOT 7 ANE NNy I T v T T HI2TF D%

TR NGE, DR EBRY a— by X —TEIF TNy I T v Tl oTEL I LA

KBTTOLET, ZZIRIE~TAZ—F =D SN TWET, Ny I T v 7 LT 7 A rDH
A X3 1024 31 MZRDIEFITTT) R a—by X —0BHET L, FEALEDOELRITRY 2
—LEF T R TERLRVET, AV a—byF =2y 7 v TFTHI2E, [N 2D

IR I T 77 DR 7 V7 L, AU a—LEZ@ERLTIEIN, Ehunn [Y—r

> RNY 2= AN =Dy 2T 7 7 )y 7 LTLKTEEN, ~y X —% AT 51T, [F

CFIETHRREZEIC TRV 22—~y =D X 7] Z@IRLTIEIN,

[ TrueCrypt iKY = —ADIFE(L L= 7 7 A4 /b XA L2 BE, &0 T4UL TH472) &
WOEMBEBRL T EEN,

Q: TrueCrypt R Y =2 —ADREBL L2 7 7 ANV ZALBEE LTZHE. £ TidnTTn?

A: TrueCrypt R YU = — LD 7 7 A LV AT MMIMOEESAL I TWRNT 7 A LT AT A L[k
IR O RN H D 3, Zo9RoTlc b &, 77 ANV AT LOS Bt T 5EHE Y — 1525
322 A TEET, Windows Tlid chkdsk T3, TrueCryptidZ @ — /L% TrueCrypt RV =
— NCfE D L7 HEZ B L TWET, (chkdsk 1X7 7 A Vo AT LA EMHET 2 AlReEN H 5 7=
D) BN TrueCrypt RV 22— LD Ny 7T v T abti— s Tnb, TORY 2—LZzk<72 b
LTL7EEW, TrueCrypt A > U 4V RUD(RTA T YA RT)vy 7 FENTEARY 2—Lb %4
7V v LTLKEEN, LT, RRENDA=2—00 [ Tr /s X7 ADER] %R L
TLTEEY,

Q: ENT TrueCrypt > TWNET, 2—F—PBRY 2a— DR T— RFeEhi e & (£
XX —T 7 ANEROTLE Z)NTEEEN Y By MTEHEREDH Y 3537

A: TrueCrypt (21 O] ITHESNTWEREA, LL, TrueCrypt R YU = — AL D/IA T — R/F
— 77 ANEV Y FTEHEETH ET, R 2a—L%Eo7ob L EBEWEREZ R -/ )2 —
P—IZZDHRY 2 —LOERHEZRBO DA, (V—b > R Y 22—~ —DN 2 T 7% 8
WL O)VEDN X =Dy 7T v Tl ET, RAT—RIF—T7 7 A 0 LEHI RS
SN~y X —F =T L ENTWAERY a—b~yH—F, A a—2&xEEb Lz~ A¥
—F—%FFoTVET, I T, 2= =R T—=FEZRALTELNEDADIZDIT/NAT —
RERELET, ([AV=2—2) > [N 2—2DNXU—FEE)) Z5TnE, 2—F—
WZZEDORY 2 —LOEHFFAE 525 L b1, WOTHEREOT AR L TIEED /SR
J—RIERSHELZENTEET, 2= —=DAGBRDIEARAT— REENTHETH, A
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Ja—b~y B —DYARNTEZFAT(Y—/ >RV 2—L~Ny X—DIJX )T 5HTET, A
Ua—bDNRAY—= Rt U T NVOEHRENAT = RIF—=T7 7 A )VITRT ZENTEET,

Q: HBHE—D TrueCrypt R 2 — L ZBEDOS b~V FTEETNRY 2—2B Ry bU
— 7 THEINTVWBHERE)?

A FTRETT, LML, AU a—AEZNENO VAT ATuAHLEHATY Y N5 0ERD
DET, (v bA7var) 228) ZOHIRIZ TrueCrypt iIZ X2 D Tidd b FHAN, FE
DL Z A D OS ML LT —Z 3o OS TEH ENT-V 35 LEEMENETRL o
TLEWVET,

QR—=TFT 4 avEEBILLELES, TORIFATVE—RBvfaryPa—FIZRRINEE
FT, 74— PLETHNEWVIRAE—IUNRTET, ZORIFIATLE—2RBTFHFETILY
3 Y

A: 1TV, Windows XP D356, UL FOFIATIATL TS EE 0N
1) ~A AV Ea—2DT7AarF7 )y I THPAF— M A=a—hb [HEFH] 28 TL
Tan, [arEa—20EH 70 NUNRKHEET,
FEDYRA NG, [F4 27 OFH] GEROY 7YY —) 2B ET,
Wb N—T s varvahhr7 )y 7L, [RIALATLFENRRAOET] #ENET,

w N
~— = ~— ~—

4) THIER 227V v,
5) mERAEREINZH, EWwW 22U w7,

Q: TrueCrypt 2> 7T R ENIE EBALL TN TH YU FTEETH ?

ATV, LvL, ar T 0EEICKMA LTS L, 2T F~OFHLEENDHE HIEL
AT EIEFEELTLEIY, £, ary T IIEFICHA L TWBa E, 2T ool L
R 2=~  T20RHELNTES RV ET, ZOHEBELTE, BLAY 2—20
Ny L =IO 3 T F OREGFER RS S AL, 2T T RE R L L TV D R E TV D
BN D T2 T, ZHERTAICIE Ty~ b LEREED L xlcarTTHaekis2 T
T35, N—=T 4 ar TN RIB LAY a—LEEH XL TSN,

Q: TrueCrypt 2> 72 a bt —F 3N a—F 2 HRETIMNEIIH Y T2

ALV z, MEHY EHA,

QAR 2—2EVL—NTNRATA4TLELTRY VT E, AMBREDLDLDTTN?

A: 7= & z1¥ Windows 73 H #1912 TrueCrypt &R U = — A2 Recycled X° System Volume
Information &\ 5727 F NV Z— (TN HIXTHRRT AT LOEITEREED T OIHEL N E )2 AF
L2 EEBIELIEWRS, ZOF T a il TF 2y 7 B ANTLIZS D, L, ZTHUTIEAF]
BRRbHVET, LERE, ZOF T a b ZANTLHE, v ar B a—F TIIEEERLY
FoRLEF A, (ZHIE TrueCrypt D37 Tik72 <, Windows D #IfRT9)
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Q: TrueCrypt DZEEXFRLT7 7 A N 7R EEZEEHEL RS TRV ERAN?
I SERME=Z2RHIR, ET — %% EEX L CTEIEARARRICT 2 &

A HOTE DN (DRI AT = FEHANSEL R E)R ) 2a—LEBSTELEELLIRG, £
LTS, £ TRINEVLESY $HEA, RN 2—HFTEDL TEE TS THET NG,

Q: REFEREZMT NI Y XLDHEALEDED)I R T — REENLRNVDTTN?

A BT, EoRE T VT Y XA K OEMEE— R)2 TrueCrypt 8 U = — A& K5 5{L L7=D )
FARTZOTY, TORY 2 —AE R 5k T VT Y XA NEI S TAT N e TR 2T —0
WREZECCRESNET, L, AEEDOHMAGDEDO I A — NERBOLE, v T T 58
TR E LS TERD RV LT VY XLADOEMBERIZR>TLEVWET, TH725 L, &
WZEEWPC T~ v T 572020 2R AEAICH 2 RWVNEERLS 0D 2 L2 £,

QREFEOaVyTTEZHEETIZLET, HLVaI VT T2 E-oTHEETTN?

A: B LW TrueCrypt 2> 7 F 2 1ED AL, DRICH Y 2 —AMER T 4 ' — REffio T 720,
b, 27T Ea—LTliG&E#ES & MGICRR ST — 2B AD 2 LI 5t o
FWRNVITDENE LNNERA, BERL, MFORY 2a—LARFEUF—ty FEffFoHTT,
Q: TrueCrypt X OS DEEIN—T 4T 3 VERFEBLTEETH?

Al lXV, 2 LEBICTIED Y £H A, Buchs, OEMU, VMware, Virtual PC 73 E D~ > (%

7T 2 L—Z)TIREIT 2 0S 2517 4 A7 A A— % TrueCrypt IZRIEE B @5 5{b4 5 =
ENRTEET,
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TrueCrypt D7 A4 VX h—)b

TrueCrypt # 7 > A > A h—/L ¢ 5 121%, Windows D=1 hn— L3RV EBE, 77—
TarOiEMEHIER] TTrueCrypt 28O, [ZEHEHIR) 227U v 27 LTI,

WBEIX, 7 A A b—7F(WindowsPath¥TrueCryptSetup.exe)LAZt DT ? TrueCrypt 7 7 A
ABHIBRES L, VYA R ~OBEITTICS EENET,

TrueCrypt 27 > A > A h—/L L TH TrueCrypt R U = — AFHIBR S v EH A, TrueCrypt & A1 >
AN—=NT BN TRT—F— RTERETE, ZOTrueCrypt RV =2 — L& F/o~vrU 2 N T
7

HEE: swindirg X Windows % A > A h— L L7 EE XX (GEF X C: YWINDOWS)D Z & T9,

TrueCrypt VAT A7 7 ANET UV r—va vy —H
& swindirs I windows %1 > A b —/L L7= FB/ SR (EH 1T C: YWINDOWS)D = & TF,

TrueCrypt K7 A

$windir$\SYSTEM32\DRIVERS\truecrypt.sys
R TrueCrypt 28 F I RT—F— FTES 2D, ZO7 7 A VIIFEL EE A

TrueCrypt 724 VX b—F:

$windir%¥TrueCrypt Setup.exe
D TrueCrypt 23 h 7 RXT —F— RTH 2D, ZO7 7 A MIFEELER A,

TrueCrypt i€ | 77V r—va v —4:

ROT7ANNBT IV r—ra 7T =2 REERESNDEICRESNET, (L& 2X
C:¥Documents and Settings¥UserNameYApplication Data¥TrueCrypt¥, UserName (X% 73 7- D
Windows @ 2—H#—4) kT XT7—F— RKTliL, ZNHD 7 7 A /L% TrueCrypt.exe & iL#E3 5 7
4 /L& —(TrueCrypt.exe WIFET D 7 # VA =N ARGFE SN £ T, BE: TrueCryptiZZh b0 7 7
ANERESLLERA,

Configuration.xml

Default Keyfiles.xml
HEE TrueCrypt DT DHEREA > TWWRITHIE, ZO7 7 A VTHFEELRWAS LIvER A,

Favorite Volumes.xml
HEE TrueCrypt D% 4T HHREL > TORITIUEL, 207 7 A MITFEELRVDS LLER A,

History.xml (EILDEFIZYT Y FSN/ARY 2—LD U A K, ZOMEITESICTSZ &

NTEET, TBEEZREFELRV] OHEZZHR)
PR TrueCrypt DR T B HREZ > TOARTIIE, 207 7 4 MEFE LRV Lkt A,
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SRR

KiLiE

C [ Aa S Nl = I/

Dx() b/ 5% — KEEHIBEET LT XA

Ex() M S b8 5% — K2 Wi kT T XA

H() Ny B

i nbit 7 ey 7 DTy I AT v A p TR L D

K 5% —

P T—=rTXA N TRy

A PEMLAIGHERFT (XOR)

® MELT 2" TEISTRY, n NEDOHNT U REFEROE Y A X, (EDOA
F 2 R 1-bit [T, HDOALT 2R3 2-bitfEOHA:100=1; 101=0; 102=
1,103=0; 000=0; 001=1; 002=0; 003=1)

O AIRAR GFQ™): Z oD EXFAHRDOFER
X' Bx"+xHx+1 (ZEA DK

. AIRIE GFQ2*): — o DL HARIROFH

xOHxtHCHx+1 (ZBTEA DKL)

| G
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BB DAL A

TrueCrypt R Y 2 — L%~ T N HEE(NAT—RN/F—T 7 A LPEREIN TRV EREL

EQN

L.

4,

WDAT > TINFETINET,

RY 2—LDFRPD 5123 FAEHER Y 22— LD~y X )N RAM ([ZitrAENET, £
DEAD 64 > RV /L FTH, ( [TrueCrypt KU =2 — A7 +—~ v MEER] 25

RY 2 —LDFEND 1536 314 FOMLED 512 34 R RAM IZiAAENE T,

( [TrueCrypt RV =2 — L7 —~v MEEE] Z22H) L LZDORY =2 — AR L7 7 AL
NHIE., TORERTEDNy X —%GHRANNTEZ L2 0ET, BLAY 2—20105
DIRODE, ZOT =X EEETELZNEIDTHRED 3, T RLAY 2—24)
DIR % 2 )

TrueCrypt | Z(1) THAAATAERER Y o — b~y X —%EH S L LD &L LET, HE ok
TELNIZ D AR SN Li2T —ZIZRAM ICERFF S E T, (TrueCrypt [T 245 & 1T -
LCT A4 AZIRTF LEHA)IRDO/RT A—ZTRMT, BITHERTIEL TV E T,
LT OFEERMAEDEET X TRHLED)

a. ~y X=Xl D PRE(PKCS #5 v2.0 [ICHE, [~y ¥ —F—DEH

Yv b BRORIERE 2Z28) ZHFHTO ERncmn £
HMAC-RIPEMD-160, HMAC-SHA-1, HMAC-Whirlpool.

S P BEAS LI SR T — R(—DU EOF—7 7 A L BB SN D05 Lt
W - X =T 57 AV OHiESR)E () THRAAFILZ YV NI~y X —F—E
B~ X, —HEHOfE( [~y X —F— @%Hj VL. BrOKERRK 5
YVRESNET, ZLTERND, ~y A —BF by —nEfaSh, B~y 4
—F% —(LRW E— MBS bE T,

b. KiE b7 /L =2V X I AES-256, Blowfish, CASTS, Serpent, Triple DES, Twofish, AES-
Serpent, AES-Twofish-Serpent 7 &

c. EIEE— R:LRW, CBC(IHETHEi1721), inner-CBC(IHZU T 4172\ ), outer-
CBC(IHEUTE DALY

d. 7vy7H%A4 X
e. ¥—HAX

"7 =2 ORMID 4734 b7 TRUE”E WV 9 ASCHLFHITHY | ST =X (R
U a—Db~y X =)Dtk D256 /34 D CRC-32 T = v 7 AR EZT —HXDFEH DN
A hOEE B LT b, WEBHES LI LT L £, (ZOEEES LS THDEDT,

'PINBONRT A—=ZE, WEORE S 2t 272 OICHMEIZ SN TND DO TIERL, TrueCrypt N Y 2 — A TH D)
EIMNEERNIMD ZENTERWZDOTY, DT U H LT —F ERBIBDNRN) ARV a—Lb~yFZ—iZZ
NEDRTA—ZEKMLTBL &, 22 EFR0VEEA,
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B I2IiZh 0 Fd A, [TrueCrypt RV =2 — A7 +—~ v MEER) 25M) Z 0540
- SN hE, et RIONTES Tk L £,

L2l I THALET =2 DOBEDL D ICQ)TiAlET —2((E LAY 2—20DRY o
— ANy X —DAREM)EZFENET, ZATHERBICEDRITVEZ, v v MEMEITKT L
9, (MiESTNRAT =R, R 22— 20O, £7201% TrueCrypt A U =2 — A TiHen &
WH Z T D)

5. TN TIELWRRAT— K @yt 7 v XA, £— K, =% A X, Ty sy
AR, ELWANy Z—%—EHT LT Y ZARDD-T2(5 HVIEIEF T E W ATREME Thos
STEERETED)Z IRV ET, £/, QO THRALET —H2EETERb, BLARY
2—LESTULRLEIELTNDEEINZ ERNDNY, ZDOVA REQ) Tt iAA T3)
THEZINE/BRIOEL N TEET,

6. Kb —F NIBHFINTEARY) 2 — b~y X =GN~y AX —F—1LFE X —T
Bt snE9, ( [TrueCrypt RY 2— L7 3 —~ v MKl Z2BB) ZOF—IRY
a— by A —fEEDFEL R 2—bDEDE 7 Z—THLEETLHDIHH Z LN T
xFET, RV 2—b X —HEIL, ~y X —F—THSLENET) 2N THRY 2—24
I~vovrhanE L,

EEE—FR] . [~v¥—F—0EH YN BIOKERS LB LTLLEE0,

BfEt—F

ZOR—=2 3 D TrueCrypt T fEREND AR Y 2 — AT LRW E— ROATH 5L 341 £ 7, CBC
E— NiIfEbirE®E A, (LA2L, TrueCrypt DEL/N— 5 » TlHCBC E— R THSbI LR
2—AbwU T2 EEFTEET) LRWE—RIZCBCE— KL VWEET, T4 A7 DOHEEAL
W2 L CWET, LRWE— NIt 7 ¥ —_X— 2O ELEEHIC IEEE OFEHEIZR 5 TL X 9,

LRW E— RO

128y h7u v U A Ci=Ex(P:™(K200)~(K201)
64 B N7 a7 R Ci=Exn(P; ™ (K2 + i) * (K2 * i)
Z Z Tl

K1 135 S b —

K2IIE X —( 89 X—=LMEEND 20 HD)

KL IO RIS T 0y 2 OA T v 7 A BYIOWHT7 0y 7 i=1
O X = >DLHEXOFER F5(modulo) x"+x"+x+x+1

X OO ZEAOFER FlS(modulo) xH+x*x+x+1

T2 —F— 3R 2 —LERD & XITEREN, HETERFTHZLIETEERA, R 2—L DAY — REH
I, LW ARR T — R BEHENAH LAY F—F—TR Y a—b vy X —%2FE ST HZ L CHEESNLET,
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128y b7y 7O 5 TIZK2 E il1X128y Mi, 64y b7 v 7 ORFETIZK2 & il
64 £ M,

LRW E&— RIZHOWTOFEMNIL[12]% 2 1,
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WDFIL TrueCrypt IZEEINTWNWDTRTOTLITY X LE, Z6OEEE— K TT,

e (W= R BN #iEE— R EEE— NEEA
AES! LRW C= Ex(P A (K20 i)~ (K2 0 i)
ﬁgmwg? LRW C = E2i(Ela(P A (K3 0 i) ~ (K3 O d)
%gﬁﬁgm&%?t LRW C = E3(E2(Elx(P, ~ (K4 T i) ~ (K4 0 )
Blowfish LRW Ci= Ex(Pi~ (K2 # i)~ (K2 + i)
CASTS LRW Ci= Ex(Pi~ (K2 # i)~ (K2 + i)
Serpent LRW Co= Ex(P A (K20 i)~ (K2 0 i)
&$?H$? LRW Ci = E26(El (P~ (K3 0 D) ~ (K3 0 i)
%%?ngmif LRW Ci= E3i(E2i(Elia (P~ (K4 T ) A (K4 O i)
Triple DES LRW Ci= Exs(Dro(Exa(P; ™ (K4 * 1)) ~ (K4 = i)
Twofish LRW Co= Ex(P A (K20 i)~ (K2 0 i)
T(‘E”z‘)’ﬁSh'S;I)fsvt LRW Cr = E2(Ela(P A (K3 T i) ~ (K3 0 i)

B A — RO ZOFNFiL. THEHHOXF—2Ed, FNEFENOFT—ITM AN LT
WET, (e ~v A —F =T oD AT = FnbLEHENL DD, EHALMNY L TWE
T, [~y X —F—H, VL, BIOKERK 238R)

T Z»FTIE, 7 AESIE” AES-2567%F BB L TV ET,
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~y H—%—QEH, YN, BEOREERK

Ny H—=F— [T AL —F— DT — ¥ %D TrueCrypt R U = — b~ X — D5 BV iEIK & K 5
b, BT sl EbinET, ( [KEELOHHA)] & [TrueCrypt RV =2 — A7 +—~ > MEEE)
%2 MR) TrueCrypt ~» & —F— L 5 % —(LRW T — R & £k d 5 3513 PBKDF2 TH V) |
PKCS #5 V2.0 IZHLE SN TWET, [712 S, (PKCS #5 v2.0 3LEIX RSA IO ZEE T
http://www.truecrypt.org/docs/pkes5v2-0.pdf ¢ A F- Al HE

512-bit VL F(AR Y 22— LERRL T 7 & X THAMA L OB A CTAER SN D T & DE)HMED
NET, EWVHZ &, TNENO/NRAT—RIZONT22QDS5R2IFYDFT—NHDHENH T &
T, ZhUE, A7 74 UEFERBICHT OMPH I LEFICREPLIEET, (Vv i flibd
node, FRNLT R TOF—%2a L Ea—F THAGDETRAT — REEELZEDL LWV Z LT,
FEFIZHEL 2D ET)[7] YV Mid TrueCrypt AN U = — AVERKGEFE TEEFE MRS IC K - TARK
SNDEEMEN DR £F, ~v & —F—EHEIHIL, HMAC-RIPEMD-160, HMAC-
Whirlpool, 3 & TY HMAC-SHA-1( [8, 9, 20, 22| &) (2SN TR Y | 22— — T & 3R
TEET, BHINLZF—OEXT, £y a2 BBROH A XIZHIR I EH A,
(HMAC-SHA-1 F£ 7213 HMAC-RIPEMD-160 Z#ffi 7= & L C#%, AES-256 D~ X —F— I 24l
256 By FRTY) FEMIE[7T1Z SR L T EE W, ~y ¥ —F—Z8NT 5103 —E AL
2000 [E[(HMAC-Whirlpool % & & L TV 55413 1000 [E)EE 0 K X 72 < TiEWF £ A, 2
U L7o /N2 T — RERR(IR M7 0 BRI D2 2 IF R 1T RS £ d, 7]

T A — ROl 2 DB E D~y X —F— R L XAT— RNF—7 7/ Vb snsnt L
WY BEH S ET, AN L TWET, 72 & 21X, AES-Twofish-Serpent TiX, ~v
H——BHBEABII AT — R 5 768-bit F —Z BT 2 K5I rRa%it£3, £k, 20
L =D2?D 256-bit T —IZ/3HIZ I, TADH DA Serpent T, —FEH D H D7) Twofish, —F H
DHDNAES THEDLONET, F—PEHINDLICICR ST/ ATY — Ra R D HFIEIZEIVSA T
— R~OBY T D WELZFRNT)RWVND T, foERF—D—2% Mo LT, Tnbho
F—AEHTHZ LIFTEEYA,
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ELBCE A RS

TrueCrypt FLEFEAEFEERNG)IZ RAM(A E DI T VX MEDO T —VER)EEY £9, 77—
32034 RET, UTFThoRBAETLHT —FTll-SnET,

<~ ADH)E

F—A ba—7

Linux @ Zx: Linux P RNG(/dev/random & /dev/urandom O 7ij 7)1 & Ak X 4L 5
Windows @ Z: MS Windows I 75- API (500-ms [ CEHAMICINEE S D)

Windows DFx: 7 4 AV KT A T D/NT F—~ 2 Affat

Windows D Fx: % T —27 A X —7 = — A FHNETAPI32)

Windows D70 & F K& FE 7 Win32 N> Rb, BRRIZH, 7 7 2 #(500-ms = & 12UNEE)

EROY—=2D ENDPDLELNTEIT T — M EZAER, HxONA MBS ET, (32-
bit X 4 A MBS ET) ZaHD/3A FIfE % IZ modulo 2* addition HHF % L THF—7 7
ANT—=ND(F—=NVDHEMED EFEXTIER )T =V — Y VOMNEICESIAENET, N1 b
DEXAENTL, = — I X131 MER, #&inE T D E T —/VOSEIRIZAE ST B
nNEF, =iz 8 3 MEXATL T LIL, T MBAEBEN Y- eRGEH S E T, (TRd

ZHR)
T—NVIRA B

ZOBBOBINIIER T, T AT, Hexo D) Ay NORELETEXHTETIA
FET, ZEMEBEELZETZLICH R E, I8 S MEEIIATILIZ, I—
JRE B 7 — BRIl S E T,

T R E B OFBIHIILL T LB

—

. R BTN LT 5,
2. HZa—W—N2ER L7y > 2 BH(RIPEMD-160, SHA-1, %721 Whirlpool) & 3%,
3. =y 2% HOH oA FE, (H? SHA-1 7> RIPEMD-160 72 &, 1=20; H
23 Whitlpool 72 & [ = 64)
4. z=T U H LT =) RONA MR (320 31 1)
5. qg=z/1-1 (H?> Whirlpool 72 & g=4)
6. R%I-NA N7 By.B, \Z5E
G 0<isq(&7av 7 BZEID) ThDHHWE, LLFORAT v 7% E1T:
a. M=H@Bo||B|.|By) [FVHFLT—NFINnya MEEL Ny =28 HT
MBS NS ]
b. B.=B"M

7. R=By|Bi| .| B,
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T zE g=1 bl FUHALT—EFROLIITRE SN S:
(B()HB]):R
B():B()/\H(B()HB])
B1:BlAH(Bo||Bl)
R:B()”Bl

LB BB DR RT & RIGIT TRE DR TS <

*  Software Generation of Practically Strong Random Numbers by Peter Gutmann [10]
*  Cryptographic Random Numbers by Carl Ellison [11]
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F—77A IV

TrueCrypt X —7 7 A /ViX, TONENNAT — REFFODTONRESIND 7 7 AV TT, F—
774»@W§Kowf\%%®ﬁ@i%wiﬁho;~# I% TrueCrypt RNG (2 X > TT > &
LIRNEBED T 7 A NVE BT DIIIAI DX —T 7 A WAERBERRZ > T, ¥—7 7 A V& ERK
THZEHTEET, (TrueCrypt RNG IZOWTOREMINT THLEE AR 22 1) S—7 711
@%k#%fmﬂ@ﬁhwiﬁhﬁ\%ﬁ@Lmsﬂﬂmqumﬁiﬁ%ﬁﬁ%kﬁDiﬁ
(BER27 7 A NVENIRT 2 OIS MERE EORMEN S, R0 O ITEHE S ET) 2 —F—
BEOX—T 7 ANEME) ZENTEES, (F—7 7 A VEICHIRITH D FHA)

F—T7 7 AMILTOHETLE S, "AT—RIZEHShET,

Pha——RNANLTRAT— REZENL LnERA)ET 5D,
KPoX—T7 7 A )NT—)Lbd 5,
kpl % —7 7 A VT —)VKP D34 FE(64DOFD SI2E Y MET 5,
pl /AT — R PONA MREHIN—Va o TlE 0<spl<6d) &5,
kpl > pl 72 1L (kpl - p) DR S DA MAEIZE R)Z/NAT — K PIZENT S,
X—7 7 ANT—)V KP % kpl "4 FOEa THliT=7,
TNENDF—T 7 A )ZHDONT, LLFDART v 7% F1T:
a. X—T7F7ANT—=NDA—INEZ T —/VDOFEHEITE Y M5,
b. Ny aB8% HZYMET 5,
c. F¥F—TFANDENAL IS — R, FREFNIZOWVWTLL TORT v F5%E
173 %,
i RNy Y2 (REE) M 2572010, Ny Yo gk iy v 2l
B H fm~bémtﬂ4kmﬂ/y;%¢5oAyyi@%TM@mL@
WAREID T2 DI IR B & R FFT D),
i. IRAE M ZE 2 DA NMTHEITDH, BlE LT, Ny 2Ol D434 ©
7o (LT T Ts)=M
ji. (7.cii TEOLNT) ZHD DAk EAE 4 12 modulo 2° addition JHEH 4 L TF
— 77 ANT =N D(T—=IVDOEVED FEEX TIER) = —Y LD
MEICEZAT, N MREBZIAENT LT = — VT 131 FEte,
=Y NPT —=NOIEE T DL, MEIXT—/VOEHRICREIND,
8. %~774»i~»@ﬁ§%%?@ﬁ%fﬂxv~FPmﬁﬁﬁéo
a. /XAYU— K P%&f % D/A |k Bo.Buy \ZHEIT 5,
b. F¥— 774»7~»KP%@ﬁ@A4h(%GmG\%#50
c. For0<i<kpl DM TIRICELT Bi=B0G;
d. P=By| Bi| ..| Bpil|l By
9. NAU—FK PIX(F—T 7 A NT—/LONEREH S NTzd L)~y 2 —F—E 1K
PBKDF2 (PKCS #5 v2)~E S 4L, TN —HF—NE8IR LT L RNy 2T /L3 XL
(RIPEMD-160 7> Whirlpool) DI =5 % > T(V /L h=ofthd T — % & & B L £97, M
X I~y X —F—0&EH, VL BEOKERE 2L T7EE0,

No bk wN-~
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B4k H OBEENL T ANTHEE S H ) T97[26], CRC-32 13N> v = B% H CfEbiuEd, CRC-32
OHNFSST TR NNy 2T AT RAOKFTUEINNET, =774 LT —LD
NZIZ(CRC-32 Ty 2 SNEDITZ), RAT—RICEMESNET, TR~y ¥ —F
—3E B9 PBKDF2 (PKCS #5 v2)~E S 4L, ZN 2 —HF—NER L o2 ey a7 =
) X I(RIPEMD-160 7> Whirlpool) D 5 & il > T(V /v oD T — & & & IO L £,
MR LTEONAENR Ny A —F— L -~y X —F—(LRWE— )& LTI ET,
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TrueCrypt R Y = — A7 +—< v M

T7ANRY 2a— DT —~y MINR—=T 4 a v /TNAZBRY a—LELRELETT,
TrueCrypt N U = — AMZIFBARCID XFHNDO L5720 bDIIdh 0 FHA, BEINLHETIE, T
TR U F AT =2 LR 2 E A, LIER5>T, TrueCrypt 2 v 5 F08—F 4 25 > Th
HMEIDEHWT L Z T TEERE A,

FHEND TrueCrypt 7R U 2 — ADZEXFIIIR Y 2 —2IMEBND L XI(F T a DI Ay
U7 A=y NEFAT Iy I PRI o TR T X METT-SIET, T X Ll
IFULFD X 9 I SN E 7 TrueCrypt R Y 22— LD 7 —~ v h WA E 5 EETC R O Sk
F— LR X —(LRW E— R)DVHLAIA A DO ELE R AR TR AR ) S TAERR S
FI, 2—F—RNRBAFK LT LT Y X LIRS — TSN ET, DN THAIALD
SR A CAR SN T L= TR A 2B S L LET, BT LT Y RAXLRWE— K
T ET, ([EEE—F] Z2R) TUMEVHHLIER ST XA 7y 73R Y 2 —hDREX
fE AN - T (EEE T D) DI biLET, F—IFRAMPIZRE SN, 74—~y FBKTT5H
ERBEIIBEESNET,

TrueCrypt RV = — A7 +—~ v b fhEk:

A7y [ VA WL
K (bytes) %
(bytes)
o | g | VR
63 N gl ASCI 3741 “TRUE”
70 2 52k RY a—b~yH—Tp—<y b=V g
72 4 {2l RN 2=zl Ta T bR~ g
gg S =1t (55 S4172) 256-511 /N4 ~ @D CRC-32 F = v 7 A
92 8 iENEEe R Y =2— LR A R
100 156 =1k ~v X — R/ B
256 32 =1k THIO0 ZE v b)
gfg ]3/2; (L e
=1k %% —(LRW E— R)
5Bk ~ A X —iE A% —?
51k F— A FEB(FEBEDOR Y 22— LA DHNE)

byte #0 (/L ). byte #256 (55 % —) | byte #288 (v A ¥ —I5{bx—) D7 4 —/L N|IHRY =
— LERGEFR O] B A ( TELECE B ) 2 TR LB AN G E T,

TrueCrypt R U = — L DZEXFEIRICEE LAY 2 — 2R HDLGEI1E, BLAY 2a—20~y X —[%
AARRY 2 —ADFEEND 1636 34 FOMBIZHY FT, (KA RAAERRY 22— AD~y X —

VYLV NI EAL T AMERDH Y FHA, WEIZTHHERRONDL T, [TV )V MI—#HO T v ¥ AMETT)
R 22— AR DH A — RTRESILI I TV DHEITIE., v AX —%—3THEIZR0 £,
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TARY 2a—ADEHEICHVFET - RBLAY 2—L4] ZRBLAY 2a—2D~Ny X —D 7 f—
< MIOWTIEL, ROEXTHHALET,

FoEy | 42| WeErihE
k (bytes) g%
(bytes)
62 6j w2k A
68 ) fif 7k ASCI 3UF41 - “TRUE”
70 2 51k R a—b~yF—Tp—~<y b=V g
72 4 51k RY 2a— A% /NI ST ENR—T g
gj g 5 2L (185 &SH72) 256-511 /SA F D CRC-32 F = v 7 4 I
9 3 =k AU =— DERE H
100 156 IR ~v X —VER/ZE T H RE
256 32 EREX(e BLARY 2—2LD% A X
288 24| wey AR
51k % —(LRW E— R)
WEIL | v AR

TrueCrypt R U = — 2L~ X —(FZ2RUT 5123 FTF, FELAY 2—2D~y X —34 51231 |
T,

TrueCrypt 3% R — M T 5/ KA U 22— AP A X013 8,589,934,592 GB (2% bytes) T,

TrueCrypt User’s Guide. Copyright © 2004-2005 TrueCrypt Foundation. All rights reserved.

104



YEHLSLRE

TrueCrypt (ZLL F OB, (AR, #EICHERL TV ET -

PKCS #5 v2.0 [7]
. FIPS 46-3 [13]
. FIPS 197 [3]
« FIPS 198 [22]
« FIPS 180-2 [14]

* ISO/IEC 10118-3:2004 [21]

V—RXa— K

TrueCrypt (34— > Y —ZAD 7V —Y 7 s 7 =7 T9, TrueCrypt D7ELEL Y —Aa— F(CTE
PIVTOVENTIARIADLE2—DEDOIROEZATHHIZATTXET:

http://www .truecrypt.org/downloads.php
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SBDOBAETE

TR DI E EFN TWVAEREICOWTIILL T 2SR L T E &V
http://www.truecrypt.org/future.php

FAE VR

TrueCrypt OABIZHOWTD T A & AT TrueCrypt XA T U HDH WX Y — A a— ROEAi /Ny 4
—JICEEND Licencetxt IZEFH SN TWET, F72. KO EZATHLAFTXET:
http://www truecrypt.org/license.php

B ST

PO A~DEREFIEICONWTIE, ROLEZAEBRL T &L
http://www .truecrypt.org/contact.php
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N—T g ViR

4.2a
200647 H3H
NITEIE:
o Linux TOTrueCrypt R Y =2 —A~OFEAT, FEOFHETTOVAT MEITEE 2 e o7z,
o TIFANBEIRTT IV r—valz I —NRETSHZ LT o7 (Windows XP SP2)
e 64ty hWindows ODRED LM T T, TrueCrypt KT A4 DA A b — VKT 537 DIELE,
e Windows2000 DV E—hEy T arTvrUy hENZTrueCrypy A 2 —A(T7 7 8ATEH LTk -
7o
o LINUXTHRY a—b~yH—DRy 7T v TEYVARTRHRTED,
o TrueCrypt RV a—2Ef Y 4 F— NIIOT 7V r—rarOhy b —%7 0y 7352 Lidalitol,
(Windows)
o ZFOMO/NIVRTEE(Windows & Linux)
BgrECE:

Linux D<A F—7 v 75— M TrueCrypt 1 —FRNVE D 2—LEFHA L A P =L LR Th I otz
B O Linux 7 —%/1(2.6.17) &2 % H— k

Z DD/ SV EE(Windows & Linux)

X2 )T WE:

TrueCrypt @ Linux it TI& Linux #l 7 3A Z D ELEFE AR Tld7e < TrueCrypt OELEFE A (TrueCrypt @
Windows i B BAE) 25 L 912 o72, O~ A F—7T v 7T — MR TrueCrypt 7 —FLE Y 2 — L& H
AVA =L LR TH EL o7, (ZOERIT Linux OFEETE ARG RG0S 8 2 T2 DMETE > T2 SO
HEHERDBEIZL 2L bEETHLIYIALE—R—FNLDOT—4 N, 2—PF—NUSB~ 7 A/F—H— K
LMl - TOZR WA IS Linux OFASA S ELER AR TS o e n)

HE: TrueCrypt @ Linux iitlE Linux OFEAIALGLERAEMELZ NVETHFRIHLET, LirL, Zihu
TrueCrypt SN T — %V —2AD—2>TLH Y A,

=P —RNREDONTG A =B a<vy RIAL VTET 2T ONIA XTI T 4 Tw T NE—FR
(Linux)

TrueCrypt RV o — L%, T4 L7 MUV 52 EICKRBLTZEEIE~ v B 7 S, (Linix)

NBIEZRAFE LR A7 a AN LIS E, a7 F7F—7 7 A4 43 Windows D7 7 A L& L7
X TR SN 7=t% TrueCryptidh L b7 4 L7 R U (R TR_T—F— RTIX, TrueCrypt NS =7
4 VI R ea—P—DOKR—LT 4 L7 R ELTHRET D, LI ->T, Windows iZ&Z IR S iz
UTFRF—T A ERE LRV, (Windows)
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D

e TrueCrypt Collective License Version 1.0 (TrueCrypt£A4H 7 A L A)NZESNTY Y —R LTz,

4.2
20064 A 17 H
Hregae:
e Linux TH TrueCrypt R Y = —AERN TE B L 51/ oTz,

o F—ANBIMENBICZ LIRS THHFIAR(ERRICT 4 227 EICEDARES)BHERTEEA T3 v 7 72(8)
2R a T AT DR, (XA T v 77 a T FHIENTFS A= 7 7 A LE LTEID S THND)

e LnUX THARY 2 —LD/RAT— RRF—T 7 A LEEHTE D,

o LinuXTHXF—T 7 A NEEKRT DI LNTED, .

o LnuXTHRY a— b~y H =Dy 77 v T EVRRTINTE D,

o F—T A BIRT, 32 hu—A(Ctr)hi 7 ke —A PR L CEECRINA T X 5. (Windows)

o NRRAU—KRANT 4V RURZHR—T 7 A NROF—T 7 A ND T NE—% KTy T T5HI LT, REAREE /2
>72, (Windows ®#)

e LinuxoFia~r 740473 -u, --user-mount k- T, Bore kb Apa2—%—ID &7
N—TIDI~T Y NENDT7ANVV AT EADT 74NV hO2—F—ID L7 N—F D%y T2 &0
T& 5,

o Linuxh—x1Y—2a—FRFOBHBIa 7 4 X2l —3 3% buildsh TEITTEL LY IR, ZhIT
Linux CTTrueCrypt # 2> SA VT HDIZHETH D, ZHUIA VA =L EINTND I —FNVD/N—T 3
BYR—HFLTND I ENRLE,

e Linux T TrueCrypt RV o—2D7 a7 4 21D ZENTE D,

e FHMiwvUL AT arisystem TNEAEMDICL T b LETrueCrypt R Y o — A=Y U 7 (AT
)T 7 ANEEL ZERTES, (Windowsiid <2 KT A 2 THRIE)

e MU L bNAT T a v persistent ZOF T arEAMICL T Y LAY 22— A% TrueCrypt ©

OGUILIZERENT, BBIT o~V hENTLEIZ 2SI ENTED, ([T TT v~ b T
HLZORY a—MET vy hERZRW) (Windows D~ KT 1 THRIE)

AR E:

o HOHTrueCrypt R 2 — L% (R y MU —27 THEFIC/AR > TWBEA LR EI)EED 0S 5 FAH LEM TR
FRl =D N HZENRTEDL LI oT,

o UL—NTNTNARATIETrueCrypt O 7 7 A VRPN L Z DT NA RARGFEINTZT7 7 A M2 TF, F
=T 7 AN, N B =Ny I T TR EVERR b E, LU T AL MY ERESRVE D ICRo Tz,
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+  set-euid TORBNTHOWVWTDLEMDOBE(LinUX)

o oo/ EpekE

NTEIE:

o B ZENTERVWARY 2a—LET LV~ NTCEDLLITHRHT, (I Z21E, NTFST7+—~ v h&h~
7 hENTZTrueCrypt R 2— A& & USB 7T v a0 AWMV 4L, BiEg L28e

e Linux T2l EDTrueCrypt RV = —ANRTTIZw T hENTNE EE, v U b aBEARKKRT S Z
EMBDHNTEEE,

o O—HNaZ—V—ZHEMTORT 7 BATEAERY) a—AIZE N aryTHE~T L N TEDL X107,
e AU RIAVEBIEONY T 7 EKTRICHEET S, (Windows D~ KT A V)

s ZORMONSWATEILE,

4.1

2005411 A 25 H
Frikhe:
e HLWLEMEE— K: LRW,

LRW E— KIZCBCE— RL VW LZET, 74 A7 OKELIZE L TW5D, LRWE— RNiEtE 7 ¥ —~_—2D7E
B I IEEE DB 2 57259, (LRWE— RIZHOWTOFEMIT THiFMmes, o=, T8fEe— ] 23H1)

ZONN—=T 3 D TrueCrypt T {ERREN AR Y =2 — AXLRW E— ROL THBE{L &5, CBCE— Ridflib
vy, (LarL, TrueCrypt OB NN— 5 VTIECBCE— RTH B {LSNTZARY a—2b~v U 352 &1F
TX5)

[HENTOES] ICHELZ S REERAINEHBEEL T2, HWRY 2—20nbZ0"—Y 3 U TF
SR a—b~T =X EBETLHZLEMTT05, HBOFH: 57— T7FA T ay 70y
— AR T FEINTERY 2 — ACEZRAFNEHAEELIESLELELT), R a—Aab I AT —
KL BT EDAREMENEV, L4 ZVRTOTRTONR—T 3 O TrueCrypt IZOWTEX 52 ET
»H5, 7277 L. AES-Blowfish o 7> AES-Blowfish-Serpent T 5tk &= b D& FR<L,

o WEBLT ATV XADT A MEHE(Y —IL -> RXTZ—DT A BB LRW E— RF&2HR—FF5L51/ko7z,

BERBS =

« Dr. Brian Gladman 2 £ % AES /b—F & S iU 8T L 7=,

e Linux TOEBELSNOT 7 FTO TrueCrypt Ol 2 ¥7R— k L7=, (set-euid root).
e LW TrueCrypt ZLERHEEITE 5,

o fho/NETpdkiE
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NTIEIE:

o ANRU—NASMIZ~ 7 v FaITHRIC, ELLWEESND,

o RELAY a—LE#EN (7 v a & Terr b5 THET S,

s BE—AINZ—VP—LHIZEMTORT 7 EATEDLRY 2a—LIlEWarTTEv U FTEDLLIIThoT,

e awLRIA LT, ATV 3 [keyfile i ‘Jauto devices’ £7-i1%  ‘/auto favorites’ & & bITHRESN
oL & THHERET D,

o EHEFULNRAORY a—Ab~vUr b TED, (Linux)
o W ONOEBMEOBBEEELE,

s ZOMMD/NSVATELE,

4.0

2005411 H1H
BirkeE:

e TrueCrypt AU =2—A{FLInUX THh~U v N TEH L5117 -7, Linux it TrueCrypt /X T2 CAF 7 HE
http://www.truecrypt.org/downloads.ph

e BLAY—20—#% EEEX LB LTLEIGRALIC, MERY 2 —AICEESAANRTE DL L)1k -
7=

SR 2 —Lhk<Tr FTAEA, FRELZTUEZ—F—Z 2@DAART— FALNRTE 5 O L34
RV 2—2 [, bOVEDNIZFDOHFORBLAY 2—2HTHS, ZDF— FTIiETrueCrypt IZTEERITITRE L
R a—bx~T7r LAY, ~v X —%2EEL, (FOFIZHD)ELARY 2—2DF A XIZHONWTOFERE
B"/rETTHD, TOH%, AERRY 2—LRn~vU Y FER, BLARY 22— AEBRA~DO EAREZ AL (T U~
T RESNDET)RTANZE-THERSND, fHMIE TRLAY 2 —252BHENG5FD ] 258,

«  X86-64 (64-bit)% K — k.,
e TrueCrypt X XP x64 Edition (64-bit) & Windows Server 2003 x64 CEifET 5 L 57 >7,
e Big-endian /~— K7 = 7 (PowerPC, SPARC, Motorola, etc.)% R~ —k,

o XTIy ANETANYVR—b, F—T 7 A NEF—m HT—~ORPUIRE 2D | YT 0 KEBIIKTT D IREE TR
195, F=T77ANVIEEONRNNRRAT = REEODToNDET77ANVTHD, F—T7ANEFSTY
YEENDZRY 2a—AFELWF—T 7 AR EZDBNDET, v U b TERN, FART 7 ANVETHE
NISTEFED 7 7 A V(7= L 21X .mp3, .jpg, .exe, .avi) TH TrueCrypt OF—7 7 AL L LTS Z LN TE
%, TrueCryptiZx*—7 7 A VORNFEHLKE LR, 72006, 7o ZIEEREmp3 a7 va odfnt 51E
D77 ANETrueCrypt ¥—7 7 A L L LTHEI ZENTED, (FLTTZ7ANLERITH, ThoNnHF—7
TANE LTHEDRTND EWD Z ElTbhb ) E£72, TrueCryptiZ 7 v X LINED T 7 A WV EERS
H, ENEF—T 7 ANELTHIZEHTED, =T 7 A NMIOVTOHEMT [F—T 74V OEEZS

o

P

e FENRvI(v—HVUEB—Tay) BYHAR—Lb, SEASAYZITTFRENOATAHRE:
ttp://www.truecrypt.org/localizations.ph

=
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Whirlpool /~v > 273U XA %EBH,

IOy aTAITY ZLOM L5512 €y b, 21T Vincent Rijmen (AES B 5L 7 v T U X A DILEH)
L Paulo S. L. M. Barreto 12X » Tl &7z, Whirlpool DD /3— 5 >3 2000 411 HIZHEER I N,

Whirlpool-T & FRIEN 2 K 51272 - 7% —JiiZ NESSIE (New European Schemes for Signatures, Integrity and

Encryption) DIF B & HEAES 2> 7 A M T, EUIZ K> TRk SN2 m Y =7 MICRIRENT-,

TrueCrypt (L. International Organization for Standardization (ISO) <X° ISO/IEC 10118-3:2004 international

standard @ IEC (ZE-R & 117z Whirlpool D% =R (B &) 2 A LT\ 5,

FBELEGEICARY 2 —AlHAEERNRTNET o~ U T 2E87 v vy MR, T To~vy > b
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