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EE: TrueCrypt B BB/ Ny 77— VA R 121X, £z #E®) L T TrueCrypt > 7
v 74— K 2= HT Extract (Install Tl372 < )& RN L T 7ZE 0,

2) [FIRT—=FT 4 27 ZFALT, IR N TRT =T 4 R EED 2200
TrueCrypt % i35,

2FRDEF I DN OPERBRER DY, ZOEDOLIFOH TENHIZOWTHAL £,

HE:R—FTNE— DL XE, FIANEIRERN R BUE(2FY, ET7 7V r—va v
ERY a— BT 4 F— FBAL B, w72 h&EX7- TrueCrypt AR U = — L7372V RAEIZ 72
STl &), AFV—20RESNET, LML, TrueCrypt NAR—% 7 /LE— R TEIWVTWND &
EUZ, TrueCrypt AR U = — ANGRGIICT o~ hanubd & T LTH TrueCrypt K7 A
—IBREEINFEFREA, (VAT LEEIETHNY AZ— T HHEAEOH, BRESNET) 2
Windows D72 Ko THER I SNDNANWARBE(TZ L 21X, To~vr hanlehl o —
LEffioTNDT 7Y r—arnd b E TrueCrypt 2 BB TX 720 2B L E9,
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Y= > hIRG—F 4RI DLy b T v

Bepl7e T R_RT—F 0 A7 &/E0 Z Z /5 TrueCrypt Z B3 572912, ZOfEEZ R T £
7, TrueCrypt A 7 X7 —7 ¢ X 27X TrueCrypt RV = — A TIER B ENTH W W Lz
HEELTLES, FTIRT—FT 4 A7 L TrueCrypt E177 7 A VAT ar b LT

‘autorun.inf 2 B HET, ( [ HEIETRE) #5R) [>—n | > [P IXRT—F 1 X270t
T w7 BERTLE, [P IXRT—FT X2y hT o7 AT TRERINET, £
ZTRETEDWVWL ODOREHEBIZOWTL, ZhrbaiBLE T,

TrueCrypt ;K = —AfERRD 4 V'— FEZ505

RN TRT—F 4 A7 06 s L7z TrueCrypt &> TH LU TrueCrypt R U = — L &1EY 7272 6 |
I TF =yl ANTLESY, ZOFTvaraF=y 7 LTI FIXRT—F 1 27
DEBOHFNIR Y T,

HB)ELT 7 7 4 /U (autorun.inf) DFE

ZOHEHAT, FIRT—T 4 A7 BHAIND & HEWIIZ TrueCrypt ZEEH L 7=V . HEIIICHE
FEDTrueCrypt RV =2— A&~V FTHEIHICHRETEET, ZHUE, FIRT—T 4 R7|Z
autorun.inf L WS KRNI A7 U T N7 7 A NVEED Z ETRIEBIZARVET, ZOT77AMIE T
RTG—F 4 AT PFFAESNLHDE0SICL > THEBIFEITENET,

7272 L, ZAULCDIDVD DL 972V A= "TNN AT 4 T OIHT, T O PEEERTRE/R G DA

EELET, (USB AEY AT 4 v 7 TZOMREZ M 9 121X, Windows XP SP2 7> Windows Vista
LARE DS BT )

OS DFEEIZL - T, CDIDVD D L 5 REIARA AT 4 7T CORBE~D >~ HEVEITHAAEE/
BAEMNHY 9, (ZUE TrueCrypt D37 Tl 72 < Windows D ifill R T97)

F7-. ZOMREEZ AT HT-DIL. autorun.inf 7 7 A WIIREBILENTWRWT 4 27 DjL—

Fr g L7 BUICEDPNRLS TUI bR N LIZERELTEZN, (e 2IX, GY, XY, Y:¥
72 ETY)

82



TrueCrypt ZEHE MR L THES

Windows TIZEHEHERN 22— —TH TrueCrypt 25 Z T 9, LinL, EFHE
WY AT BT TrueCrypt A A M= LIcd LIZ[RY £9, EOEMIL, TrueCrypt RlIKF B Bhirs
FACHE S DT NA A RTANELEEE L, FEEHERN 720 & Windows 127 /31 A KT A %A
VAR TERONDL T,

VAT DEHED TrueCrypt A A b —/L LT &%, BHEHERN N2 —Y—T
TrueCrypt Z fLE) L & ARFIHD TrueCrypt R Y = — A THL~TU U NT U~ M T D2 ENTE,
F—H X IR A LN TE . 7 7 A A TrueCrypt R U =2 — 2 OEKR S T £4, Lo
L., BHEHERNS 22— — 3 —T ¢ v a VERB{L/ 7 4 —~ v FL7ZY NTFSHR Y = — A
O DI LiFTEEHAL, TrueCrypt A VA M —U[T A VA =L TEEHA, £,
TNA AR Y 22— LD/ AYT — R[F—7T 7 A )VIEFER TrueCrypt & 48— & 7 /LE— R THEiT
ZEHTEERA,

FERE: 7 7AN—=IZBHLTTTR, Z2LOHERICHPEHEMRZFFZRNT 2T L TH
BT —H 5D T EIFRETESH Y A, BERL, BHFII AT - FRF—2 A0 E
KT — S R LERT L2 e N TE o006 TY,
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TrueCrypt O E:

AA > TrueCrypt 7 ¢ > RUMH L TH, TrueCrypt I3 EELLL F OREER F4T L £9°,

1. &y bF—

2. ABT o~ Uy M A TR, AMEBERT A ZAOWMY SN LEE, 2 A LT U MR LY)
3. WHIAYE—Y RBLAY 2—LDMWHENPIE Sz & F)

4. FRT ML AT A3

A TrueCrypt 23 5E L CU 9 TrueCrypt H BNV TR T AU, EREORERRIZ NI 22 0 £ 7,

TrueCrypt D FEEIZFERIZIL, TrueCrypt A A U 4 FUZPALTH RNy 7 7T 0 RTHEIE D

SUF T3 TrueCrypt.exe D H DT, TNBEEHT THLNE I ML, # A7 LA THHIT
%9, TrueCrypt 71 2 B HIUE, TrueCrypt IZHEEL TCWHEWH Z LT, TAarw/

Uy Z LT, TrueCrypt A4 > 7 4 RUZBS ZENTEES, 742267 v 7 3HUE,

WA WA TrueCrypt BIERSEED AR v 77 v A = a — & £ 7,

WEHIZ A7 B A D TrueCrypt 74 2> %4527 U v 7 LT, [#T) 28T 52 L TEIET

 £9, TrueCrypt O FELEZ 2 RITKBGHINCIED T2 6, [RE -> FHEHRTE ] 2EN, [5#
RE) XA T a7 D [TrueCrypt DhEl O [iEET 5] OF = 7 24 LT TEEWN,
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S8y 7L TrueCrypt 21— —A L X — T 2 —ZADT F A FDOFE=FZDHREEHET, V<

= R

DINDERE Ny 71X TrueCrypt 2 —H—XH A ROFRLEAE T, SiE v 71X, BEOLZ

=]

% TrueCrypt @ Windows RO A THR— I TWNDH Z LIZHE LTI,

A VR I—)
SR IJIIUTOFETA VA =L L TLEEN,

o BBy r &KX 7 . u— 75 http://www.truecrypt.org/localizations

= A

TrueCrypt Z (Bl ChUXE 73 %,
SNy 7 % TrueCrypt & A > A h—/)L L7=7 4 /L% —(TrueCrypt.exe N1F(ET D 7 + /L

K —. 7= & 2% C:¥Program Files¥TrueCrypt & 7> C:¥Program Files (X86)¥TrueCrypt 72
ENZIEBAT 2,

o TrueCrypt Z iL#E) 7T %,

o mm/\yZIZHEMIIHRE S, BBEDEHE NNy 7 L L TRESNE T, ( [RE > F

it 7V LTOWDOTHEREZBRIRTEET)

PEERICH ETITR, TRE > 575 #®AT, English 2%, TOK] %27V v 7 LTLZENY,
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http://www.truecrypt.org/localizations.php

BE(L 7L TY XA

TrueCrypt R U = — AL FOT AT Y R A TH LT 52 LN TEET,

7AEY X WA T | Ve | mee—
AES J. Daemen, V. Rijmen 256 128 XTS
Serpent R. Anderson, E. Biham, L. Knudsen 256 128 XTS
AES-Twofish 256; 256 128 XTS
AES-Twofish-Serpent 256; 256; 256 128 XTS
Serpent-AES 256; 256 128 XTS
Serpent-Twofish-AES 256; 256; 256 128 XTS
Twofish-Serpent 256; 256 128 XTS

XTS £— FIZHOWTOFMITEIEE— FEZR L TIZEW,

AES

Advanced Encryption Standard (% FIPS (GEFE HLEERIR) TR SN 5T LT Y X4
(Rijndael, designed by Joan Daemen and Vincent Rijmen, published in 1998) T&H vV, 7 A U B
IR, B CHEEMEER O TRW)IFR AN S L TRET 22D [BlfEbIL TV E T,
TrueCrypt 1% AES % XTS E— R(@EE— K& BR)T14 T 7> K, 256-bit —(AES-256,
published in 2001) & L T > T\,

2003 4£ 6 H 2. NSA (US National Security Agency)?s AES % /541, i L. U.S. CNSS
(Committee on National Security Systems)iX[2]? H' T AES-256(F5 & 0N AES-192) D 58 4 | 3 iz 1 1%
BN 2D E TOWER N OIERERET DOICR S THDH EHRELE L, ik, Advanced
Encryption Standard (AES)% fifi 9 3l AriATe = & THEFE LY AT AL EFRZEGFRICHEEST S
Information Assurance D ER 2729 L B2 57 A U W BUFEAE)E., S CBRAMREE WD =
& TY, [2]
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Serpent

Ross Anderson, Eli Biham, 35 X U Lars Knudsen |2 L - Ti&aF &40, 1998 ARl F SN E LT,
256-bit +—, 128-bit 7' & v 7 TXTS E— R(ENEE— K& SH)TT, Serpent i AES D g i&fetd
D—>TT, ZiUELRijndael [4]L D BELRLEZEMENRS D L HIICR DL 5T, AES O#f
Bl®iEh £ A T L, BMARICIE, Rindael THZ RIS THHDITH L, Serpent
IXEERZERENTE D LA ZE T, £72. Rijndael 1ZF OB ARG E DNV RSB 6 5 b
DML LR EW S | WL OO EZ T T ET, [4]

[BliCEBV T, Twofish F— L34 AES Fci& i 02 225D FEE R L COVET, ZeREuT. =
BT T DT U FHET TIEONIZRROT 7 R TR b DO TERSNET, 72
Mo BN S IR ORE 1 L) Z L2/ £9, Serpent (% AES Fc#&fEmio ¢, (7
RTCOYPR—=FENTZXF—H A X T)h o & HEmWELRE3.56 #FH £ 9, Rijndael-256 D724
%5013 1.56 TH Y . Rijndael-256 (L7225 1.56 T,

INHOFEREILPOL T, Rijndael 1TZ224ME, HE, R, BEO LT IM4], Fikik:e &
DNT U ADEET, AESOHPTHUIZBIRTH L LB LN TWET, FifhD AES i T,

Rijndael (% 86 ZZ, Serpent (%59 Z£, Twofish |3 312, RC6 1323 2, MARS (X 13T L7, [18,
19]'

Twofish

Bruce Schneier, David Wagner, John Kelsey, Niels Ferguson, Doug Whiting, Chris Hall {Z & - Tix
FhEdu, 1998 fFICRFE SN E L7z, 256-bit ¥ —, 128-bit 7 7 v 7 TXTS E— N(ENEE— &%
FR)TE X £, Twofish 1 AES OIEEEMO > TF, ZOREIE, F—75Mr Lz SRy 7
A& NE T, Twofish 1%, 282 128 /) D F 72 ST 5 A7 L DOEFE VITHR %2, 256-bit F—
MHEH XD 128bits NEDEFTV OFNL ORIV AT LAO®EREZa Y ba—/L LET, [4]
[13]DH T, Twofish F— AL, =ML L7 SR v 7 ARKMOUEE x4 5 2225
HEERLTWET, [4]

AES-Twofish

2 ODK; 5 HXMN XTS £— REMEE— REZM)TH A r— R(ZELEL[15, 16] SvE T, £
ZFo128-bit 7' 1 v 7%, 9 XTS E— F Twofish (256-bit 3 —) T Bk &L, S X2 XTS
E— KD AES (256-bit &+ —)TH; b Ed, W AT — RO ZFOZNEE., T HEHE DX —
ZEWET, TNENOXF—|THAIHMYL L TWET, (e ~v ¥ —F =T —oOD/RAT— K
NHEHMINDHOD, RIS L TWET, [~ —F—EH] b, L OKER
) #BR) AT — ROZNENORE SR HOWTIE, ERRoEfiE 2SR L T 7EE0,

AES-Twofish-Serpent

3 DD 5 A [15,16]73 XTS & — F(EMEE— RE S M) TH A7 — F(EZEOHE) I vE T, 128-bit
7v vy 7%, £9 XTS E— RO Serpent (256-bit & —, 128-bit 7' & v 7 ) ThF 5k 41, KIZ XTS

TINEREENRETYT, EENRENLETERELZSIK &, ROMIE L7220 £9, Rijndael: 76 =, Serpent: 52 &,
Twofish: 10 Z£, RC6: -14 ZZ, MARS: -70 Z£ [19]
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E£— R Twofish (256-bit & —). &% IZ XTS E— R AES (256-bit & —, 128-bit 7' 17 v 7 ) TH; 5
fbEnNEd, WA= RO ZOZEREIL, TRHEFOF—ZHEWET, ZENDF—(IE
HIZHMN L TCWET, (i ~v X —F =3 =D AT =R 6B HENS 00, FEEICM
MLTWET, N~y F—F—0E I VL b BLXOKEREESR) I A7 — ROZNENOR
TR ONTIE, ERROMEIFEHR A SR L T ZE 0,

Serpent-AES

2 SOOI 5 5 [15,16]7 XTS E— F(EMWEE— REZMR)TH R — NEEAB) shET, ThE
LD 128-bit 71 v 7 13, FFXTS E— Ko AES (256-bit key) T L S 4L, S FIZXTS E— |
@ Serpent (256-bit key) T 5L SIVE T, AT — RO ZFOENZEIIL, TNEE DX —%Af
WET, ENEFNROF—IFHAIZMSE L TWET, (fid: ~y ¥ —F =T 2D/ AT — )b
BHIND OO, FERIZHNL L THWET, ~yF—F—0EH YL, BIXORERREZS
) B A — ROZNENOREEHFRIZOWTL, ERROMERIEHEZ SR L TN,

Serpent-Twofish-AES

3 SO E{15,16]7% XTS T— R(BIEE— R BIR)TH A& — F(LELI) Sk, 128-bit 7 1
v 7 1%, FFXTS E— Fo AES (256-bit key) CHFE{L S 1. KIZ XTS E— K Twofish (256-bit
F—), f&IC XTS £— KD Serpent (256-bit key) THs Bk SN E 3, T A — FOR5OZNZE
N, THHEIOF—2MWET, ZRENOF—IZHEIHSL L TWET, (|iE: ~v ¥ —F
=IO RAT = R LEHEINLHDOD, [FRRIMN. L TWET, ~y & —F—0iEH, v
V. BROKEREESR) 1 A7 — ROZNENOREZIZOWTIE, EiRo[BIfEa 2 S| L
TLIZaw,

Twofish-Serpent

2 SOIFEHR[15,16]78 XTS T— REIEE— R&BM)TH A7 — R(SGBLAB) SNET, ThE
D 128-bit 7 v v 7%, 9 XTS E— R Serpent (256-bit key) CHf 5L X1, D& IZXTS E—
Ko Twofish (256-bit key) CHf 2L S ET, 7 A7 — ROBEOZAZHIL, ZHHY DX —%
fENET, ZNENOXT—FMHAEIZHML L TWET, (e ~y X —F—T—2D/XAT — )
LEMINLHOO, RN L TWET, ~y X —F—0EH YL, BIORKERELY
ZH) WA — ROZNZENORE S HRUTHOWTIL, ERLO@BIfFE 2 S L T 7Z a0,

88



NoTaTnaly XA

RY 2—=LERY 4 P — R RT— REEX ATl 4 Ry, =T 7 A NVERFA T 1
T4 RURET, Ny vaT )3 ALERINTEEST, 2—PF—RERIRLIZ Ny 2T L
=Y X 5L TrueCrypt SLECE A CRELLELENRE A B Clibi, ~» ¥ — X —EHE#(PKCS
#5V2.0 THESNTWS LBV HMAC Ny v 2 703 ) ZLITEAE L £97) TEEIELE S L
THbNET, FLOARY 2 —2E2ERT D & &, SLERERE T~ A X —IEB{b¥—, FH %
—(XTSE—FR), YV EARLET, FFMITILBRERE L ~y X —F—DEH, YL B
X ORIE R DI A S HR)

RIPEMD-160

RIPEMD-160 (% 1996 “F |2 %3 =41, Hans Dobbertin, Antoon Bosselaers, & Bart Preneel (Z & -
THA—T VRN a I 2 =7 ¢ TEt S E L7z, RIPEMD-160 @ H 7144 X% 160bits T3,

RIPEMD-160 %, EU @ RIPE(RACE Integrity Primitives Evaluation)”' =~ = 7 (1988-1992) Cf#
FINTZRIPEMD Ny 2703 Y X AO58{LIRTT,

RIPEMD-160 & [HEE#( kf#(1SO) & IEC in the ISO/IEC 10118-3:2004 o [E B2\ A L
TWVWET,

SHA-512

SHA-5121INSAASZE# L20024E 12 (3 41 OB 1320014 12 )FIPS PUB 180-2[14] TNISTIC X = T¥
KENE L, ZOTATY XAOHAY A RiE512bits T,

Whirlpool

Whirlpool 7~ 3 = 7 /L= Y X A3 Vincent Rijmen (AES K 5t 7 v = U X ADHAEE)E Paulo S.
L. M. Barreto |2 L 58%E+ T, 27TV XLDHIH A X3 512bits T, Whirlpool-0 &
FEIEN D X 91272 5 7= Whirlpool DA D/ N— 2 132000 411 HIcEFSNE LT,
Whirlpool-T & FEIZID K 91272 > 725 —hiiiZ NESSIE (New European Schemes for Signatures,
Integrity and Encryption) D 5 & BE(AES ik IcBl7=, I —n v/ SEAIC L » TiEfkSh =7y
=7 MIZEIRSVE L7, TrueCrypt (%, International Organization for Standardization (ISO) <°
ISO/IEC 10118-3:2004 international standard [21] ® IEC {Z£-4R & 4172 Whirlpool D55 = hlt (fc #& i)
FERALTOET, DA EREEERE(1SO) L 1EC in the ISO/IEC 10118-3:2004 o [E K Hiks
[R1\5E S LTV ET,
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x5 08

TrueCrypt (3% OS THE L £,

«  Windows 7

* Windows 7 x64 (64-bit) Edition

¢« Windows Vista

*  Windows Vista x64 (64-bit) Edition
*  Windows XP

*  Windows XP x64 (64-bit) Edition

¢ Windows Server 2008

¢ Windows Server 2008 x64 (64-bit)
* Windows Server 2003

¢ Windows Server 2003 x64 (64-bit)
¢ Windows 2000 SP4

¢ Mac OS X 10.6 Snow Leopard (32-bit)
e Mac OS X 10.5 Leopard
+ Mac OS X 10.4 Tiger

e Linux (kernel 2.4, 2.6 or compatible)

R kD OS ITHAR— I TWEE A Windows 2003 1A-64, Windows 2008 |A-64, Windows XP
IA-64, Windows 95/98/ME/NT.

VAT A ESLIATED 0S bR L TS ZE N,
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Ay K74 v DENT

Z OFilE Windows it TrueCrypt Zx%t5: & L £9, Linux & MacOS X ThO <> KT A D
FIZOWTIE truecrypt -h & LTL X0,

/help or /?

/volume or /v

/letter or /I

/explore or /e

/beep or /b

/auto or /a

/dismount or /d

/force or /f

av L RIA v~V T ERRLUET,

<~ TS TrueCrypt R =2— LD 7 7 A )L ENZADLATENT v~ 7~
MEFIZIZE D RN &), N—RT A AT DNRX—T v are~U Ly T
LA OBNL Iv ¥DeviceYHarddiskl¥Partition3(/S—7 4 L 3 DA
D DHITIE, TrueCrypt ZiEE L C [ FNs XD#IR) 27 ) v 7 L
TLESW), XR=T 42 a ¥ AT IvI/ AR a—LE~UL T D
DIZZEDRY 2 — 24728 21X /v \\?\Volume{5ccebl96-48bf-

46ab-ad00-70965512253a}\) Zfio 2L b TEE T, AY 2—24
A E mountvol .exe WEZXE T, T35 AD /SR TRILTF/NL
FARXBILET,

R a—L&v T T D RIATVE—, /1 PERIH /a BHEE
SNTVLEBITITRADZEE R4 T LV F =& ET,

R a—bBvrr bEndL, ZORY 2—20T 4 v RUEZRE Z
‘/9‘40

RNY 2= LNEFIIYU Y NERIT v FERb =T 2D
LET,

NRIA=ZRRESNTHRITUE, N 2a—2sxHE~Y - FLET,
devices 73/3F A —4% L L THRE(/a devices)INTWHUL, TXTD
HHTATRE/R T S A A 8—F 43 a LA TrueCrypt R U = — L& HE~ ¥
YhILET, RNTA—=FL LT favorites BEEINLTWIIR, B
SUZADARY a—LZ B~V M LET, /quit & /volume M35
ESDE Jauto BIFRRD O HLIZHESINZZ LIZRD T LITERL
TLEEW,

RIA4 T VLA —THRESNTZRY) a—2&Tr~y 2 FLET, (Bl /d
x) R 2— AR fRESN TV anE | BIfE~U sy hERTWHETRTO
TrueCrypt RV =2 —L%7 o~ FLET,

BRI (ZF DR Y 2 — LD T 7 A NN AT DINT T r—=3 g9 ol

DILTWTH) T~ rr MEFETL, v Uy AT — NS
RULNCLET,

91



/keyfile or /k

/tokenlib

/cache or /c

/history or /h

/wipecache or /w

/password or /p

/quit or /q

/silent or /s

F—T A NINF—T T ANRBRARAZTRELET, BHOF—7 7 4
ILVOFEEIL /K c:Ykeyfilel.dat /k d:¥KeyfileFolder /k c:¥keyfile2

DEHrCLET,
X2 VT4 PR — M — NIRIEES N X —T 7 A V245

ETDITIE, ROLEE >TSS,
token://slot/SLOT NUMBER/file/FILE NAME

X2 VT b= A~ — M — NHIZRED PKCS#11 74 75
VEHEELET,

Yy ELIFINRTA=FRLOBEIL, SRV — FREBEE2 AN LET,
B (len)iZ/sA Y — Rt a2 o LET, AT — REtE %ﬂfﬂ
LCHEE L bOENET DT Clid 0 A, (HET S0 W
o> T 7ZEW)

y FRINRNT A= L - v LAY 2 — LD ERAE, ni v
7 MLTeARY 2 — LDRBREEZRAF LRV, (Bl /h n)

RIANCEBLIEANAY — FETXTHEE

R 2—LO/NAT— R, RATU— RIZEHE ST 035 A T
foeZ & (# /p "My Password”). 28,320 — R&ZFTITIL Ip” & LTL

7ZEW,

i ZOHETRY 2= AT —REANTDZ L, BEibsh
TWihna~vy R7Fa 7 NOBEPEE SISV TORNT 4 A7 1Tk
FENDHEIC, BERIIMEIS L0 LvEYA, DbV IZ /g &6k
I EEBRETLTLSIEEN,

FORESNTEMEZEIT L, T LET, (TrueCrypt A A4 > 7 4> DX
FRINEHA) preferences NIER I TWIUX( /g
preferences) 7' 1 7 T ARENTOAMRESNET,

/q background (% TrueCrypt EE (N LA 7 A 22 B L £,
/qiEarTrFRue—ha—F—LFIZER T LNT 7 B XA TERWGE
(Fy NU—=2 RV 2 —2) TR 72 < TrueCrypt IZAR Y = — 208
T FENTEHDOHRET LET,

Iq BHEE SN TOVIUE, 2—F—~D A v E—(Frr T b, =F—%
=Y BE )RR LEEA,
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/mountoption or /m

ro £ 721% readonly: FElEH T~ 2 k
rm £721% removable: ) A— TN AFT 4T L L TCvU 2 b
ts F721% timestamp: RV 2 —A/F—T 7 ANVDH A LAX T HER

sm % 72ld system: EENFGRREA BT AT A SO F—0F 50 7a8

~%4v5y%vﬁyhbiﬂ(k&iﬁ\ﬁﬁ$fm&wﬁ5@os
DAL AT A RTA TIZHDH/3—T 43 V)

HE Ip DFlEE LTARTY — REZFLIRT D551, 7 6T US

F—AR—KLAT7 T FTAHLTLLESN, (REMIC, GUI TIXHEN

CIREMEICLET)

bk % 72 id headerbak: ff &7z Ny 7T v T~y X —%ffiosTHY =
— L%z~ b LET, TrueCrypt 6.0 IETIER SN2 _XTORY =
—AFARN I T TNy X—=nIMENTHET, (R 2—LDKREZIZ
N L ET)

recover: KU = — L~y X —ZEFEINTWET = v 7 LE iR L7
WTL &N, ZOF Ty a IR a—b~y X —2HE L
headerbak = ~7'> a2 CHAR Y 22— &2~ T h TERWIEAEDRIAH
I RETY,

il imro BEO~T AT a v EEETAEASIE. Inm /mts
v o)

TrueCrypt Format.exe (TrueCrypt R Y = — AERRY 4 H— R):

/noisocheck or /n

TrueCrypt L A% 2 —F 4 A7 NIE LB SN2 2 & TR L7V,
ZHITREOEREM /2 ST, CDRDVD TIRE LT L DE AL T F
VATHEDHISOA A=V THRET DI NEERGE R EICAEHT
I, & LIRTICHE-> 72 TrueCrypt L A% 2 —F 4 A7 ZFHAIHT 572
WIZ, TOF TV a v E2HE)DOREETT, YATLANR—=T 4 a R
TA T EME LT 5oL, WU AT—RE#fis7-& LTH TrueCrypt
VAX 2—T 4 27 5L 2L bR TERLRNZ SIZER L TL
722, HOTrueCrypt VA o —F 4 AT %) L RIp D~ A X —F
—ZARLTLEI>OT, BRHALTEWTEREA,
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Xk

TrueCrypt.exe [/a [devices|favorites]] [/b] [/c [yIn]l] [/d [driveletter]] [/e] [/f]
[/h [yInl]l [/k keyfile or search path] [/1 driveletter] [/m {bk|rm|recovery|ro|lsm|ts}] [/p
password] [/q [background|preferences]] [/s] [/tokenlib path]l [/v volume] [/w]
"TrueCrypt Format.exe" [/n]

7y a v EREBRTAIEFITEETIIH Y HA,

2 B

d:¥myvolume &\ ZRIDRY 2 — LB RPDEEZ RTIA T L X —IZEHVYTTvU L b, RRAY
— R TP NegRAA Tl T LT 0 RUEFERRLRWY)
truecrypt /q /v d:¥myvolume

RIATXELTEU L FESNTWEHRY a—LETr~v0U 2 T 5,
truecrypt /g /dx

myvolume.tc &\ H £ HTORY 22— A% MyPassword &9 /XA T — KT, RIA47 X|I~VU
V)
TrueCryptiZ” 4 > R ZB&, E—7%B5 L, HEITYY 2 FLET,

truecrypt /v myvolume.tc /1x /a /p MyPassword /e /b
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Xy hU—7BoiF
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Ty,

XHRR:

TrueCrypt N =2 — L DT 7 ANV AT L ZBETDHEDICOSBHEL TS 7 A VT AT A
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BEY — Va5 Z LN T&EF, Windows Tl chkdsk T9, TrueCryptixZ Y —/L %
TrueCrypt AN U = — AT 72 FikZ B L TWE T, (chkdsk X7 7 A VU AT A&EEET
LAREMEDS B B 72 0) Ix I TrueCrypt R Y =2 — LDy 7T v Fabt —& L o Thd, FORY
2—bE~<T L FLTLEZE, TrueCrypt A4 > T 4V RUD(RTA TV ART)vU v bER
TR a—b&257 0 v 7 LTLKEEN, ZLT, RRINDA=a =00 [T ALV AT A
DIEWE ] ZRINL T S0,

FEIRE:

LAY 2—L51EA5E L7256, (ERATRER IR A YA X3 RSN N0y (SR T 2 — A2
1T T oE KENGEEFEEND S D TI D)

BEINBHFRA:
T ANDWRA(T T T AT —a )
s

JIGABY A ZAPINETEDL L AL, AR 2a—L2DNL—b T 4 L7 FUIZEWZT 3V
— R T FANNETELL NI ZENEZLNET,

*HRR:
HE: TRlOfRRIZFAT A Y 2 —AIER LR LAY 2 —AICoB@EH I ET,

ERY) 2= DT 77 T NTd, (UL Carvta—FEhiivlarEa—4DZxD
RIALTVHE—Z%HI Vo, Taxs &7 )y s, V—)L ZT7EEIN, KEkT 5] %
IV 7) R a—2DT 77 TR KboTeb, ) —ERLAY 2 —2MEREZRL T ZE0,

ZIVTRHHEN TR, SRR Y 2— 2D T RTD 7 7 A )V & 7 /L% —% Shift+Delete % 9
ZETHIRLTLEEW, 74—~y FTHLTUIWTERA, @FERiC 1248 & VAT A
DL ZHINTH L2 ENRNTLEEN) £ LT, BRIZEIZRSTENRA Y 2 — Al
LAY 2—AZERLTAHATLESY, (TAMEWHETTT) 2N THRELARY 2— L0 7 fE
RERT A AN ED LT, MEITEEL— T L7 FVIZHVZEH>TT, b L(V 4 P—
ROBEAT » T TV TAZY A REPEEHDOEFIC Lotz b, ZAEIEIZ TAZY A X
EHEEMHOFEFICLTHERRY 2a—2E2 74—~y FLARBLTLLEEN,

SIHIZINTHEDRL, WA a—LZ2 B 74—~y FLTHIEIL D D72nT 7 A 07
N —%)— MIEWTL I, ZNTEDRL, 74—~ hL L= DT 7 A N7
FNF—FWOT I EEBVIELTLIEEN, RoToHRNED, R LSS, L REWn
I T ALY A XTHGERY) a—LaH 74—~y hLTLEEN, ZRTHEER LT E, fif
KT HETCHER) 2—L%7 TAZYA XL RESLBDBPOHF 7+ —~y bEHVIRL T
S, D FEE LT, NTFSHRY 22— 2B LAY 2a—2%E2 L0 2L T EE N,

RRE:
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DN R aWiLVIRS sk

TrueCrypt XYV = — Lz~ FTELRY,
«  NTFS TrueCrypt 5V = — 24 ZEL TE 20,

X2, TR —URMA: (Moot THEFFD=, 7ot Xd7 71T
TXTEEETA

BESNDIEA:

o7 7V r—2a BT L TWAAREERH Y £, T TrueCrypt D X7 Tiddh v £
lo OSMULDT F VU r—3 a VRN T 7 B 2D 72T 34 Z& 1 v 7 LTW5% & TrueCrypt ~
WBHILCWET, (7205 TrueCrypt 137 /N1 AT 7B ATE 72\ bl TF)

XHRE:

TWIT BT T r—yarBELERIET VA VA =T B2 LT, @I LES, T
F 7 4 IVART 4 AT IEHY — )L BN OH T,

i5)R
TrueCrypt 7' — h 7 — & —ljji] T, NX U — NAL & DF—AT 21017650 FEA,
eI N3 FK:

USB(PS2 TlE72 < )F—HR— R&ffi-> T\ T, BIOS CHENHID USB ¥ —=K— RAHFMI/2-T
b\fafl,\o

SHFEER:

BIOS THEHIAD USB F—AR— FZ AN L TS 2SS, ZAUZiE, BIFOFIHEZFATL T
SV,

IV a—&—%FEi#) L F2 ¥ 7213 Delete % (BIOS BAAHI I 23K~ S AuiLiL, T <ID) L,
BIOS B E M [AI KR S ND ETHSTLIEE W, BIOSHKEMENARR IR T2DH, FRS
NH>ECarsBa—2—0OFEE & F2 £7-1X Delete ¥ — %242 L 2BV LTI EEV,
BIOS B E M N R A SN B, EEIRTO USB ¥ —A— REAHIC LT EIV, WEHEIX

[ Advanced > 'USB Configuration' > 'Legacy USB Support' (or 'USB Legacy') > Enabled.| % iR
FTAUTNETTT, (‘Legacy' & V5 DIFFAME LT WS HETAY, MS Windows D it D /38—
a COEBFT R —R s MEE— =D ANHRIEIC, ZOF T2 a LV EAMCT HMERD Y
EFT)EDO%, BIOSHEZ(HFILFI0ZH L COYRFL, 2 Ba—F—%2fiEEL T EI0,
HT=a a2 — 2 —DBIOS v P —AR— FOBMEZZTe D, A —— O — M
WAL E TR,
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R RE:

LI D Ensnigg s

fELAY 2 —AEk L, €DNID— FaA)#, (‘Booting...'l )5 A »t—2F 7R L
b EIZ) 2 Ea— 5 — 3N G5,

SR T ABFEEDFRTT R I E B TS RE D NR T — Fa A 7)75 &, (‘Booting... & i
IA =T FERN LD EID) 2 B a— X — N5,

SRTAN=T 27 L N T A T DO—FE L IF EE DL S B GG RO B
ICRTAN=T 1 g F74 7T DIFGE1 G IS /280, EBFGRALD/NZ T —
s AT S5 E, (Booting...'b ) X —22 KR LEdHEIZ) T B — =3
Do

BE SN B FK:

a2 —Z—@OBIOS BRETHD AE Y —/7—X% DHiE,

XHRR:

BIOS%#7 v 77 L—RLTLEEW, (FOHFEIZHOWTIE, 2 Ea2—F—0BIOS X
v PR — FOIFHEL TN, A — D — O R— FEAICRIWE bR TL ZE 0,
B ARBFE T A — D —D<HF—R— FEFo T 7F XU,

RiRE:

SRTAN=T 2 q TN RENgE LIS E, 5~60 4251208 7510~60 7 U — X"
5. (CPU BHB)#723100% 12705 = L b D)

BE SN D FRE:

CPU X~ ¥ —AR— FORE,

XHRE:

1.

BIOS %7 & Windows =t b —/L3x LD [FBFEA TS 9 ] OBEIIFROMEEEZY)
STHATLEE, (Fil7e CPU R IEHERE 2 & T0)

Tutyh—2RObDRIOE, BIDT T R ENIAZHML T IEE W,

Y P=R—=FZHOLDHIOHE, FIDOT T R ENIZHML T ES W,

FiIRE:
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Windows 7/Vista(7=5 A, ZHALUED N—25 2) T, Microsoft Windows Backup tool /37> X 7
LD TrueCrypt A5 Y = — AL TIHHE R F A

BEINFRA:

Windows Backup tool DX,

PIE
1. =2 %Ry 77 v 7 LW TrueCrypt R = — L&~ 95,
2. RVa—bboovixnZ—(FzE ava—%—] TRIA N7V v 7L, 7
Azma—0 HALEX2U T 1] (Vista TiE ) )E2RIRT 5,
ORIEDA—F =T BT N CTFNE—5HTDH L5, AR LD > THEIET 5,
4. Windows Backuptool D7 ¢ > R 7T, RNy U7 v 7 hEZtDET7 4NV T —(Fy T —
Jalr—a VX ANHRET D,
5. Nv o7 v EHMGT D,

w

IRE:

Windows VISTA T/d TrueCrypt 5 Y =2 —AND 7 7 A /L X T AD F NG FEEFTER0,

BEShSRA:

TGN T ANV AT KIEZIADOTIIRL, VLYAR MIZOAREZIAT £V 9D Windows D
T,

XHRR:

ZORMEITY A= LT FENTWRWARY 2 —ATRERELES, 791
EEZTVDEEIZIEIAR) a—2E~0 b TH L&, ~U U bFTvaro TR
2= LEB Y L=NRTNAFT 4T LT M ZEMICLTIEEN, (0% T3
MRE] TIRY2a—LE2 U LA—NR"TNAT 4T ELTYT Y M ZHMIILTEL)

Z ORI Windows GUI TR E SN T A TRAELET, TTHL T LELEF L
72725 label 2~ > REffioTL 7F &0,

RRE:

N=T g a TN RE AL L D& TS L TrueCrypt NV = — A (FRK T 13— RO &
7LD S A =203 T, EITTEET A

SHFEER:
FDONN—=TFT 4 aUNT A RAEMLNOETHES T a7 T Az 21X, 7T U4 NARE)%E

fFilh, 7oAV AR—=ARELTLEIN, ZNTHEDRL, TAZ by 7 Darva—2(F
Teid~Aava—2 T A arahrVy 7 UCERH > G5 > 74 X2 DEHZERALTLIZ
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SV, EITHEFLIEWASA=T a7 Uy L, FIAT7LE—DELET ) v L,
R4 TXFENZIDEEL 7 V7, sz ) v 7 LTOKE LTLIEESW, REICTVAT
L EE LT ZE0,

FiIRE:

BELERY 2— A3 LE S ETBE, U e RPAERY 2 — 250y 7 TERNEFST
CES

BEh3RK:
HNBARY 22— LD T 7 A INEAAIDOT F U r— g oBRENTHET,
xR

RN 2a—LDT 7 ANELEI T TV r—2a T XTHAUTSZEESN, ZERTHIEDR D,
ToFUANAREATIET DT A A =L L, HEHLTHLTIZI,

RiRE:

Sy T —7 TR TS 77 AN o TF 2T 78ALEY2 5L, XY
— AR FRE P —R—=ZA L —=IU~T T EBRATERN] OZT—|Z70 £7,

HEINSHRHA:

Windows L2 X N U DIRP X % > 2 #+4 XDEP/HNEX T X5,

KRR

Windows LA U TIRP X4 > 2 4 X¥—% L, ZOEERE L, VAT A& fET
Do ZOF—NLTAMVIMFIELRTIIE, RO XD ITH/ERR LT ZE 0,

HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

ZLT, ZOEZ16LLEICREL, VAT LAZHESL T ZIV, W TIE T e R
http://support.microsoft.com/kb/285089/ ¥ LT~ http://support.microsoft.com/kb/177078/
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FEHEHM

| FRLDOA Y FA VDI DEORFRESRT 52 2T L £9,
http://www.truecrypt.org/docs/?s=incompatibilities

Adobe Photoshop® ®7 7 7 4 X— 3 VB LU D4tdd FLEXnet Publisher® / SafeCast %
5 Bl

PEE: LR T3 = &1k, TrueCrypt 5.1 LIfE TH U X or— FigH 7 /0T Y IA(DF D AES,
Serpent, Twofish) z{t> TS HENUZIZBIF R D 0 FUA, Fo. EBFRG > X T AMEEEE
D) &> TR DZEIC S BIR D D EH A

Acresso FLEXnet Publisher(IH Macromedia SafeCast)7 7 7 4 ~—> a2 > V7 by =7 (% — KX
—T7 48y 7 by =7, 72L& 2iE Adobe Photoshop . DT 7 7 4 _X—3 3 D ILTV D),
T—R % RTATORYD NT v 7IZE AL ET, TrueCrypt TV AT LRX—FT 4 a7 A
TN S LI TS E X, ZnndH D E TrueCrypt 7' — B —F —O—EAMEHE L.

Windows Z B TER< RV ET, ZOXIRGEITIE, AT L~DOT 7B AZEIET L7290
12, TrueCrypt L AX 2 —7F 4 A7 o TS, UTFIC @Y oFEEZ ZRZNLET,

1. 7774 _X—= SN —FRNN—T DY T7 " Ny=2T2F0OFEERFLTEE, &#H
TrueCrypt L 2% 2 —F 4 RV NH VAT L ET— 5, ZHUTHICLAF 2 —F 1 R
7 % CDIDVD RT7A AL, VAFa2—F f AZWEH T/NAT — &2 AL T,

2. f#[lTrueCrypt L AF¥ o —F 4 AT # ANLD DN/ 5, TrueCrypt 7 — b — X — %18
HT252ZLHTEET, ZOEHITIE, VAFa—T A7 HHE T [Repair Options >
Restore TrueCrypt Boot Loader (15184725 >~ -> TrueCrypt 7 — r 2 — X" —D{EH)| %
BRLTLEESWY, LML, 29958 —FNN—=TFT 4 YT NV =T DT 7T 4 X—3
VEENZILTLEITLL D,

TrueCrypt L A% = —F 4 27 ODEWFIZTOWTIE, TrueCrypt L AX o —F 4 A7 5L TL
ZE,

SERIRILTEZ D 7R %E 1 TrueCrypt 5.1 LIICT v 77 L— R L, VAT L—T v a v/ RT
AT x5BE L, AT — REFSET VTV X A(DFE D, AES, Serpent, Twofish) T 53 5,

ZAUE TrueCrypt O NN T TiE WD T 77 4 _X—2 a3 > V7 NOREYIRERFIC LI TR Z %
METHDH)Z L E2HM-> TRBWNTL &N,

"ZOEMIL, TrueCrypt 7 — b —Z — 35 H 2 r— REEDRWEEDIZ I N LV /NS, ZO7=H, TrueCrypt
T b= =Dy Ty T e RETDOOFTDIRERE FTA TORYNOL ) X —ITHERTELE NI LT
9. E72, TrueCrypt 7 — b r— ¥ = HHETIUTO O THHEINICED ANy 7 7 v Fa =R E L THRRRELE T,
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BEA DR & il R

TRTIOEDOF L TA L ORFIREZRT 52 L AmHREL £,
http://www.truecrypt.org/docs/?s=issues-and-limitations

BEAn DRIE

(ZOLEZEER LR AT, SN EMERITIH Y £HEA)

i[53

o [EE: ZOIHHIX Windows Vista LARRIZIZEH SV EHA]

Wlndows XP/2003 T TrueCrypt IZIEIEGREE) S—T 4 > a VEFFOV AT LA R T A 7£le§0>
S (A %waiﬁh %Kﬂ—74/a/@ﬁ%ah/xTAk747£m®a
{BIZFRE T, H oM 5 WIEEEMICKE St T2 v A7 A T A TITHERGRER) S—T 1 &~

g x{ER LT ib\ FEEA, (%Q/\—74 T a VOBPMERTEET)

RN —T 4 a B RIA TREE S b LW b, VAT L—T 133
BEb L, BIME LTCRIA T DIV AT LX—F (33 /28— TF 4 3 3 U TrueCrypt

RIA THEAERKT HZ LN TEET, 2 VIZ, Windows % Vista LIEDO & DIZT v 77 L —

RTHZEHBELTIEINY,

o TrueCrypt |l ZBUED L Z A, XA T I v I T 4 ATIZEMINTZV AT L KT A 7Ol 1kix
TAR—=FLTHEEA,

e TrueCrypt R U 2 —L/XRAT— RNEFV U ZTNRASCIH ¥+ T 7 X —THR]TUIWITEREA,
NRAT—RIZASCH F ¥ 77 X —DNEfi> Z LiZAR— L CWEHA L, MEEEZEZTZ
ELHVET, (R a—2a~v U FTERNRY)

»  Windows XP [ZB§ LT TF 2%, TrueCrypt 7 — h B — X —([XHIZZNBA A h—)L STk
DOS D=V a VNIEDLETHRESNDEWVWIEDRH Y £, VAT LDON—=Va UL
(72 & 21X Windows Vista TA > 2 h—/L 341, & & T Windows XP ZEEI§ 5 &5 L9
)R BHDE, WANARBEE® 5 \WIERMORMEGT & 21X, 5/ — k PC Tl Windows
XP Dwv 74 v EEDOERFIKRHT D)BEE L0 LLEFA, ZHEwLVTF 7 — MRES
TrueCrypt L AF 2 —F 4 A7 | ME7ZITFEL OSICHET 5 Z LIZER L TIEEN, (2t
ZIXFE L OS 2% Windows XP 72 5[] OS ¢ Windows XP T2 < TR LRV EWH Z & TT)

o EHERFEELZ -2 VWY AT AR SO F—FHICH 5/ 3—T 1 > a (o e 21X, FEEETF
DD OS DK HFALT AT A RTA TIZHDH/N—T 43 )e VAT A > EERGRREZ E
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TN T b TRUL NTELDE, BEAN—TFT 4 a7 TT, (VEEGmE N—T 1 &
a Vi, TOFETE~YT Y hTEEHA)

Windows2000 O illfE D 7= &, TrueCrypt 1% Windows2000 T® Windows ¥~ 7 > b~ 3R — T ¥

EYHR—FLTWEFTA, LA T, Windows2000 DU DOREHEY — (7= & 2125 «
A7« T 7F7)NE TrueCrypt RV = — AZxt L CIIMERE L ¥ A, S 51T, Windows2000 &
YUV IRV EMHI LB TEERA, L XIET T MARA M TrueCrypt A Y =
— LEED Y TH(TrueCrypt R U 2— L& 7 4 A —L LTEHEID Y TH)EWH Z L ETT,

Windows R Y =2 — Ay R—a b —H—E R IBUED & Z AT AT AR BALOFEFAN D /—
T4 v a (2 & 21X TrueCrypt THE AL SN To v AT LX—TF ¢ L 3 > £ 721d TrueCrypt THF
FALENTZV AT AR TA T LD AT 2= F 42 a ) DRHEZYR—F LT, RY
2= AOMOBTIIARY 2—A¥y F—ab—#—E A FHFR— I TWEEA, T,
VERAP LIZOWTOEERNR~A 707 v LIEABREWV I FHETLMATTE RS
T4, (TrueCrypt T4 —F >V —R72DT, ZOFRNETFDHZENTEEEA)

VAT ANEFNHENA VA R —ILENT =T 4 a o bEEI LTV E . Windows
DOEEFFRTEIIEZ L OSSO LEHE T FH A,

Wb S =T 4 v a v DY A AEFEFITEERA, LEL, 2RSS SNV AT ART
A TNHDH/N—T 4 v a a3 b OS REENFIIY A ALET 52 ik £9,

VAT IAN=T 4 a I RTATRFEFLEN TS & AT AF(Windows XP 726
Windows Vista & %5 X 512)7 v 727 L— R L7V, Windows - >» A ~—/L CD/DVD T OS
7 — MHIOBRE TOBEIITE LA, TOX I RGAITIE. RUICV AT LNR—=T 1 a
IRTGATHEETHRNENDY T, HE VAT LN—=T 42 a3y R4 THREFILINT
WTh, YATADT v I TF— X )T 4y FROoP— 2y 7 22 E)NIAHETT,

OS NI F{b ST % & Windows DL ENRTEIEHERE 3@ = £ A,

J— K PCOFEMMNDINE Windows [T B oa—20RNEEBEHE— RICAB EXC, #@ifgtd
DT TV r—a ATHEYIRA v E—VERELRVLB LNVEY A, LTEERST, ZOXH7%
BAIZIE TrueCrypt IZAEN 7 o~ > MK L £,

Windows OHlIRED 7=, Fry hU—7 THEHEL WD E—K"TZ 7 A NV AT AL, VAT
LABRICAD E LT b LT TEERA, (LL, 22— —Na 4 Kz, @
WOV AT LOBKIZAV AR 2— L LTy M A LIETEET)

TrAMIZE IR, arTIRF—T s AN)DEA LAZ T EER LN E WD Z LT,
WERICFITEIND Z LRGeS nEYA, (TREXIE, Z7ANVAT LAY XY —F I, 774
IWEMEDZ A LAZ T OS ORI E, SESERBEEPHVET) 77 ANVRBE LAY o
—LCEFERAETDHE, FALRZUTPERINDLND LARWI SITHERELTLEEN, 2
TUIAHER Y 22— L DNRAT = REETLEZNHEE, bot bbb LWHHEZTHZ ENTE
£7.

'DiskDrive' 7 7 A (GUID % 4D36E967-E325-11CE-BFC1-08002BE10318) K 7 1 /N\—Z 1T[H]
LCT A AT =2 5EIRRIR Y 7 MAExE, a—Lbb « T4 R 2T 4 =)k~
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v hENTTrueCrypt R Y 2 — L& ETIET AT A R T A TR 5T — X 2 EZIAT
ENTEET, /2, T T4 TRV AT A SO —®ANOK S/ 8—TF 4 >3 V[ R
TATICHLEZALZ ENTEET, (TrueCrypt 1XZ2 D X 9 R EADT — 2 IR 5L L £8
) [AIEEIZ'Storage Volume'~Z Z A (GUID (% 71A27CDD-812A-11D0-BEC7-08002BE2092F) ™
RIAN—2FH L TT 4 A7 T —F 2 EZALY 7 ME TrueCrypt /X —7 ¢ &3 IR Y
2= AT P ENTWTh)ER LT — 2 2 EZADL Z LN TEET,

e EOFENS, [EL OSBEEITIZIE TrueCrypt X2 DY AT ADIERGSALT 7 A VT AT
L& TrueCrypt IR LAY a2 — 2 &AM LHEHICLES, LML, Z0Z &L CD/DVD O
T 7 ANV AT AREE TR IIIERERER) T NA R AT ¢ T (7= & 21X, Windows D7 /31 A
77 A3 Storage Volume” CiX7z\\ 0y, =D 7 Z A(GUID (£ 71A27CDD-812A-11D0-BEC7-
08002BE2092F)|ZiiE & LW T XRT DT NA A AT 4 TNITHEH S EH A,

TrueCrypt THf St EN/c7ny B —F 4 A7 7uy =7 4 A7 B ST + 27
RHASIS L. TIBEN D FENZY LTF— X BT 506 LILE®A, ZhUE
Ty =T Y AT EEHTER) a— Ll LTHROIGAT, 7yt =74 X7 EOT 7 A
MBR T LT F OBETIEDH D L)
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E<HHEM(FAQ) L E X

TrueCrypt FAQ D¢ il I http://www.truecrypt.org/fag.php TAF TE £9, (FFEIR)

(A I RZ—FHA Rl DX RPLEROBAITD Y L322

TV, FB1ED [WILEDOTZDDOF 22— Y 7] N TrueCrypt R Y =2 — L DERL, ~ 7> b, ff
HIZOWTATZ Y=gy MREM A B iffi 2 itil L T\ ET,

TrueCrypt X Windows 2814 ' 2 h— LV ENT=A—F 4 ¥ a VIR FA TEEELTE ET03?

T, (VAT LR ELOEEZSR)

TrueCrypt R U = — AIBRFEE N2 BT 2 (.avi, .mpg, etc.) ZEHEFATE ET,1n?

I3V, TrueCrypt ORESALAR Y =2 — MTWHF DT 4 A7 LRI TT, ELWIRAT— X —7 7
ANTTrueCrypt N o — L%~y MA—T L)L TLKESWN, ETA T 7 ANELT 77y
3L, OSHEDT7 7 A NEA TIZEHESITF LN TWET 7Y r—a A @FITHEY 7 1)
ZEBLES, HEY 7 MIET AT 7 A NADBRAID I 55y % TrueCrypt DRESLAR U = — 4
MNH RAM IZFEARIAFE T, E DG NIHAAENTWD HWE, TrueCrypt (X RAM (T — % %
B\BELET, ZLT, HEENTERAMHFOT —XRNHAY 7 ML THESND EWVH Z LI
R0 ET, ENRFHESNTODHWEIZ, BEY 7 MIRO—EHRS5y % TrueCrypt ORF AL A
Uaz—205 RAMIZHiAIAIR, ZDO7avANRN Uz ESNAZ L2 £9,
FUZENFBTHRBIRbET, T4 77 A LDO—HTH TrueCrypt RNV = — A IZE XA
FENDHENT, TrueCrypt IZRAM HCTENERE AL LT 4 AZICEZAARET, 2o av A XA
5 [ BT 5{k/15 5 on-the-fly encryption/decryption ) & FEIZHIL, B 547 7 A L7200 TlidZe < 47
TOT 7 ANIATIZHAINET,

TrueCrypt iIT 2 ¢ ZDEEA—T VY —RTT7 Y —RDOTTH)H?

TV, 9 TE, BEEMRITEHEL TCOWERAL, 29025680 TLE Y, FAEbidtA—7 Y
—AT7 V=X VT4 V7 b =T ICEEHEBONTVET,

TrueCrypt 7’0 = 7 MIHFEFTEETH?

WXV, FERIZ DWW T http://www.truecrypt.org/donations/ % Z 8 L T < 72 &\,

NRAY—FEENTLENELE, TrueCrypt R U 2 —2NL 7 7 A NVERIBTHZ LIITEE
T 9?
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TrueCrypt (37 — % OB SALIZHE 5 72 IE LW AT — R X% —2 LT b L7=T — 2 0—dH 5
W RIERZEIHT 23R > TWERA, ME—DHIEIFT AT — RRXF—%2 5 2 & TN,
VT MoN—ROMRE, NAT—=RHLNEF—T7 7 A VOB L EIICE > TETENDEE TE
MNAHTL X D,

T 7 ANGRT ANV —LbEBILINEDTTN?

TV, £9TY, TrueCrypt R =2 —2DOF DT 7 A NV AT LEBIR(T 7 A NL, T AT —4,
T ANVOARRELER)REFLINET, ZUET 7 A2 7 F (A TrueCrypt 7 ¢ A
7)) & TrueCrypt K5 5L/ X—F 4 v a VT A ADWFIZHO W THEA SN E T,

USB7 7 v va RIALTTEDEHITLTTrueCrypt 285 Z E N TEXETH?

ZODHENRHY £T
1) USB7 7 vy a RIA T Eksib+ 5, Lo, ZTOFHETIE TrueCrypt 2 USB 7
T a RTATPLEESTHZEIITEERA,
HEE: Windows CTIZUSB 7 7 v v a RIA T7DEEN—T 4 aEHAR—FLTWVEY

Ao
mtBB7?yy;P?%fmewwm774wny%+%¢é(Wbﬁ:omfimb%
DD F 2— R TNLESHBYUSB 77 v v a RTA TR RZEEFERN HIVUE(E D

725 X 912 TrueCrypt =2 > 7 T O R E X 2R DHiIX), TrueCrypt % USB7 7 v+ = R7A
TOR(arTFoR TR, arTHEFELOKM L, TrueCrypt 2 USB 7 7 v
Va RIATMHOEIMTHIENTEDLTLL I, GEMITE— FZHR)
TrueCrypt [ZATEIER L ¥ 920>?
X0, B EAE S OEE IS > CWnWbdar Ba—F—na7 /7ot v oIl L ChESh
£75 nfn%EH T DHATENE) OFEZZSHLTEIN,
EBERY 2—AIFF A4 T~DOFRAEZIL, L FTFIATLEELL DWVICRND T N?
1L\, TrueCrypt IZATEME L A 7T A4 VEMELZ T 5720 TT, FEMIT A 7T A EfE & AT
HEOEELSHRL TN,
TrueCrypt B LAY =2 —AIZA A b—/L L7z Windows 2> 5 2B) T & E 327

TrueCrypt 6.0 225 ARE T, FEMITFEL OS S ML TS 72 &Y,
FLO TrueCrypt RY 2 —A(2 T H)E2EDI VB2 —FITTHYU Y N TEETH?
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W5 b 2 fRER T 21T 2SR L T ZE 0y,

KY 2—b&Y A=ATARFATELTe IV M5 L, [AREDBDTTH?

7= & z.1F Windows 7% H #1912 TrueCrypt 78 U = — A 1Z Recycled <=° System Volume Information
ENDTZ T F N E—(ZNOIRTHFHRL Y AT LOETTHEREDT-DITEONET)21ED Z & 2Pk
LW b, 20T v ailFoy 72 ANTLESY, L, ZHCEARIZRELH Y F
9, 72& z1E, Windows Vista LRI CZ DA T a v 2FNCT D&, avta—FFizii~v A o
VE2—XDOU R NTIERHEXEKEF R LET A, (21X TrueCrypt © /37 Ci72 <, Windows
DR TT)

TrueCrypt ANV =2 — ADZE X FIHKEZELAIBRTHRETLE I 0?
W BRIk E X, BREICHETHI L, HuEARARER LI ITHET — 4% EEXTLHZ L
BRENRY 2a— L5 EHETEXH LR (T2 2R, NAY—REWNT Z L2l IND &)

5. NIwv) T, 25 TRITNEIVED Y FHEA, EWVI DL, R 2— 22k RBIEF{hah
TWDHNHTY,

TrueCrypt ZIED LS IZL T, T—FERHLEZTATY XL EHBIFT 5D TTH?
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BT OB 5L DA A Z S L T2 &V,
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B L& MR 5I1TiX

TrueCrypt (T AT L/N—FT 4 2 a VETIITV AT AR TA TIZONWTDORHR, TDOEEDIRETD
(T AT H > VAT LINN=T 4 a s/ NTA4 7O oAb 2BR)NTEE7d, L,
B 5L M T 7o T, B L EBRE L2V S, TR RIEIC LR > T ZEW,

hoODN =

TrueCrypt R U = — 2%~ b9 5,

TrueCrypt R U = — ANDTXTD T 7 A /L% TrueCrypt S ~BEIT 5,

TrueCrypt R = — L% T o~ v b5,

TrueCrypt R Y =2 — 2R 7 7 A NRIDFEIZIT, HO—D 7 7 A )V ERIEROBIETZE D
Ty A M2 T EEIRT S,

RY 2a—AR =T 4 a AUSB 7 T vy a RIA47HEL)DHAICIT EiL 1-3 12#8

WC,

TROFIMEIZL D,

a. FAI RNy FPAL—hA=ma—0 (AL Ea—F | ) (wfarEa—F] &2f

7V L B 2RSS, Tarta—20FH] U FUNKRRSND,

(2 Ea—FOER|] Y4 RYOEDY A O (38 OFD [F 4 27%
Bl A9 5,
HELiwWR—=T42arz2hG7 )y 7 LT T RIATLFENRAOER | 21381,

[RIATLFENRADER ] 74 RUTRIA TXFENRERRINL2TUT B
my . ERLSMT TRy V) 27U v T D,

BB 2270 v 27 LEBRAIT TRIA T CFERITNZADBEN] BREREINLHD
T, BIVYTTEWRTIA T X TFEHRBATOKEZZ Y v 7T 5,

(2 Ea—XDOEH] V4 RUTESLEWS—Tyvaa@mEs ) v o7
5, LT, [Zx—<v b ZERNTLHELE [Tr—~v b U4y RURKRS
ns,

(T4 =~y N UV RUTOKEZ Y v 755, 74—~ RET TR,
ZDR—T 4 ¥ a NI EEX DD TrueCrypt T~ 7 2 M 25408720,

RY 2a—LRBTNRARB(SOED | TAAL ZARKEIZDT LN TWRLS T, T80 ANED
TER SN TWVD)DEAITIT ERE1-3 1Tk T, FRROFIEIZ L 5,

a.

TAY Ry TMAF— R A =ma—0 [avEa—F] hi~vfarsEa—H4] 24
7w L ) 28RNT%, 2 0Ea—20OEM 700 RUREKEREINS,

([ Ea—2DEMR] T4 RUDOEDY Ao (& OTFo 54027
Bl 2T 2,

Wb T A A m T iika s 7 ) vy L, DA —T 1 a ) £33 DHl
SUTFNVRY a— A BERT S,

B RS 2 A RIS, BHIDOT AL AETBATOAENE I DEERL TS
W, £ ThRNE, ZZICRHFEINTZTRTOT 7 ANABKONDZ L2720 £7,
Do AN—T a0 =R » HHV TR 2a—L 0 0 — R BE
IREINDDT, FRN—T 4> a VEAERT HT2OICT 4 F— ROFERIZLIZD D
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Zl, N=TavaryMMERShNIE. EONR—=T 4 v a VIERAEEZ DD
TrueCrypt T~ 7 > N T 2B E 720,

TrueCrypt D7 A4 VX h—)b

TrueCrypt 27 > A > A h—/LF 521X, Windows Xp Cid A ¥ — h->z2 > fr— /L3 )L->7
077 AOEMEHIER] ->TrueCrypy->£ 8 L HIFR) LA T Z IV, Windows Vista LARE Tl

(A —h->a ha—A/\RxA->7a T L 7ar T AO|FR->TrueCrypt-> 28 L HIER) &
HEALT TSN,

TrueCrypt #7 > A > A h—/L L T% TrueCrypt ARV = — A ZHIBR S v EH A, TrueCrypt &1 >

A RN—=NTFTHNR—F 7 /E— RTERETX, ZDOTrueCrypt R = — Lz F/o~vU L N TE
£
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TrueCrypt VAT AT 7 ANET IV r— a5y —4H
HE: swindirs (Zwindows Z A A h—/L L7 EE N Z(GEF X C: YWINDOWS)D Z & T,

TrueCrypt K7 A4 N

$windir%\SYSTEM32\DRIVERS\truecrypt.sys (32-bit Windows)

F720E

$windir%$\SysWOWe4\drivers\truecrypt.sys (64-bit Windows)
EE D TrueCrypt NN —Z 7 LE— RTEIK 2D, ZO7 7 A NMVIHFEELEE A,
TrueCrypt RE LT AV r—vavrsr—4:

e TrueCrypt 1X Z ﬂ?)@??%ﬂ/%ﬂ L EHA(TrueCrypt TV AT LRX—F 43 KT
A T W LT D5 A 2 R<),

WKDT 7 ANNT TN Ir— a5 —2N7 45— $SAPPDATA%\TrueCrypt\ ([ZIRIFESNE
T, R—FXTNLE—FRTIE, ZNbHD7 7 A /ViLTrueCryptexe ZEZEN T2 7 4 /L F—
(TrueCrypt.exe WIFET 5 7 A /A —)NRFSNE T,

Configuration.xml (FEFRKEZ 7 A /L)

System Encryption.xml (3 AT L/8—F (¥ a vV KT A4 7 &% O T 5b/E 53 2 0IHEfE T
DEGIE 7 7 A V)

Default Keyfiles.xml
TEE TrueCrypt OF%YS T 2WREZ > TWRITNIE, 207 7 A MFIAFAEL RS LIVER A,

Favorite Volumes.xml
HRE TrueCrypt DY T DHEREZ > TV RITHUE, TO7 7 A NVIEFHFELRVDLE LIVER A,

History.xml (TrueCrypt ARV =—A & LTHEHIEDO~ Y NRITHH > 727> TrueCrypt IR A K &
LTEDLDNTE T 7 ANRT N, AREIT 200U A by ZOKRERITENCTHZ ENTEET,

JEIE 2 RAF L 72\ D IE 2 2[R
R TrueCrypt OFZE T HHERELR i TR NIE, ZO7 7 A MIGFEELBRVDIS LILER A,

In-Place Encryption
In-Place Encryption Wipe Algo

FET AT LAY a— L% 2O TR 5LIE ST 2 ¥R TORERRYE 7 7 1 V)

Post-Install Task - Tutorial
Post-Install Task - Release Notes

(TrueCrypt DA > A b =07 » 77 L— Rl Tl SRR E 7 7 A V)

138



WD 7 7 A NWIL7 /% — $ALLUSERSPROFILE$\TrueCrypt\ (ZIRFEIILET,

Original System Loader (K7 1 7 O&EHID k7 > 7 @ TrueCrypt 7' — b v — X —FEIALHDITLT
—Z DNy T )

W VAT LR=T 4 a U R T TREFALEINTORITIUE, 207 7 A MITFELEEA,

DT 7 A MIT7 4 /VH— Swindirs\system32 (32-bit systems) £721% 2windir
%\ SysWOW64 (64-bit systems)IZIR7FE SN E T,

TrueCrypt System Favorite Volumes.xml
HE: TrueCrypt OXHGT 2HRE 2D ITIUE, ZO7 7 A VIIFELRZWI D LLER A,
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BT AR

KALiE

C WeETXARNTavr

Dk() A8 5¥— KEEHITEET LT XA

Ex() S b/ s — KE[ES KL T LT Y X4

H() Ny v B

i nbit 7y 7 OT Ay 7 ATy 7 A p iR X D

K 5% —

P L= TFRANT s

A BEMAOFREEF (XOR)

® IELT 20 CHSTRY, n BEOFRT U REFEROE Y b A X, (EDOF
TV RN I-btfET, HEDOALT L RN 2-bitfEDHA:100=1; 101=0; 102=
1,103=0; 000=0; 001=1; 002=0; 003=1)

O 2OD2EE M 52 HEA GFQEIROEFEY = —/L

X" +x"+x*+x+1 (GF (XA = 7D Z &)

I T
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5B DAL A

TrueCrypt RV 2 —L%Z~ T b THLEEXONAT—R/F—T 7 A LRRBSN TR EEL
). EITEBRGERRETIS, ROAT v TRFITINET,

1.

RN 2 —LDOFMD 512 34 NEFHER Y 22— LD~y X )P RAM IZHAAENET, £
DD 64 ¥ BNV FTT, ( [TrueCrypt R =— A7 3 —~ v MK 250R) &
AT DAL (AT DR SAE B IZHOWTIE, BOIOREE R T4 7 b T v 7 OxkO
51234 R RAM ([Tt iAE N E T, (TrueCrypt 7 — b a2 —X — (I AT LA KT A4 7T Dk
WD RT7 v 7 EBEXOTrueCrypt VAT 2 —F 4 A7 IZH £79)

NY 22— LD 65536-66047 /34 F 73 RAM IZHEARAENE T, (TrueCrypt R Y 22— L7 +—
~ v MEIEREZR) VAT A SLOEEIL, BB N—T 4 v a VOEBZEONN—T 4T a v
D 65536-66047 /NA FBFAIAENE T, 'EORY a—A(FFRLENS—FT 1 a3 v OE
BONR—=T 4 aNIFEZLARY 2a—AR3HIUL, ZORRTED Ny X —EHHRAATE D
TR FET, 0 ThRITFIUR, BICEERR T VX AT —H BHHRANTETIET WS T
EIZR0FET, BLARY 2a—203BL50720E, ZOT7—XEESFTEXL0EH TR
FOET, FEMIIERLARY 2 —LADIHEEZ M)

TrueCrypt [ L(1) TR AIAATREHER Y o — b~y X —% @5 L Lo L LET, HEOmE

TNV AR INZY LizT — XX RAM IZRFF SN E T, (TrueCrypt iTZ 5 %1 -
LTCT A AT IBRIELERA) RO/RT A —=Z [ IRIPT, TR TREL TV E T,

L TFOREERAEDLEET X TR LUED)

a. N~y A —X%—EHITfiiL D PRE(PKCS #5 V2.0 ICHE, ~v X —F—DEH, vV
Vh, BXOKREREZZR) ZUELUTO ENNIe Y £9:
HMAC-SHA-512, HMAC-RIPEMD-160, HMAC-Whirlpool.
=P =N AN LTo/RAT— R(—2ULEOF—T7 7 A L bEHI NS L
W - F =T 7 A NLDHI RSB & () THtAAENT YV MI~y & —F— 5K
~NESH, CHOE Y X —F—0¥H, Vb, BLOKERKESR)BED
nNET, L TENNDL, N~y X —IEF b= ER I, FH o~y X —F—(XTS
E— RIS 6NET, (INLDOXF—FRY 2 — L~y X —DRE LIz o>0b
nEY)

b. W5 b7 L3 U X A AES-256, Serpent, Twofish, AES-Serpent, AES-Twofish-Serpent 72
r

c. EfEE— F:XTS, LRW(IHTHE D720, CBCIHA T DAL 7e ),

VEE) =T 4 3 U3 256MB R THIUE, T—FIFRENS—T 4 a v DHRD2FBDONN—T 4 v a M bhaEN
F9, (Windows 7 LI TIZWIHIREL LT, A VA F— A ENTA—F 1 g LS BEE L ET)
TINLONRT A= X, WBEOREHEX Zi8{b9 57 OICEIC SN TWADO TR <, TrueCrypt R Y = — A TH D0
EIOMEFRNCHMD Z ENTERLSTDHEOTT, (HRdDT U LT —% EXBIBRONRN) FERE LAY 22—
AN H—ILINDEDRT A—FEEHL TR E, ZEHLWTL L S, £, VAT AREBALICIED 27— KI5
(7N TY ZEIMEDNTND L, TATY RADPMABRS > TLEVET, (RUOHRERTIATDRT v 7 )
TrueCrypt L A ¥ = —F 4 A7\ D IERFEAL TrueCrypt 7 — b a — X —Zf@ir4 25 2 L T, IREIND)
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d. F—HA X

4. BET—HXDOERYID 434 R TRUE”E W9 ASCIL LFHITH Y | BE ST —H (R
U 2=y X =)D D 256 734 RO CRC-32 F = v 7 B ABREFT — 2 D 8FH DA
A FOEE —E LR, BEDPHRII LI EHBLET, (ZOEIIFES (SN TNDLDOT,
MO 121220 £ A, TrueCrypt R Y = — A7 4 —=~ v MIEEEZSBIR) Z ORI -
ENRTHUE. TrEATOWTE S TR L £9,
LrL, BEIZ()THRALET —Z OB VICQ)THATLT —2FELAY 2—2DRY =
— Loy X—DREM)EMNE T, TATHLEMFICADRTIE, ~ 7 NEIEIRT L
9, (MEST/RATY—R, AU 2— L0, £7203 TrueCrypt A Y = — A TERNE
WO Z &I D)

5. TN TIELWASZRT— R, @RS T L3 XA, B— R, F—H A X, ELWV~y
H— =T LT XEBDNST2(5H D WVIIEFITEHWAREME Th o7 EETX
DY Lz ET, F2, Q TmALET — X 2HE5TEhb, BLA) a—LE~vT Y
FLEIELTWDBLEINWZ LR, ZOH A XTQ)THAIAA TR)THE S SNk
B ELZEnTEET,

6. BEFLA—F VB ENIRY 2= by H—(TrueCrypt R U = — 57 4 —~ v MK
BB OB A Y —F— L5 X —TEHAIMLXTS £— F - Biffe— F5H)
SnET., ZOF—FRY a— by F—fE(EIL. VAT LS LOTDDOF—F
— X EDEL, RY a—bDEDR I X —THLESTTLOIMES ZenTEEd, =
NTHRY 2—nFvvr hERELE,

BEE— R, ~v X —F%—0FH, YL, BIXOKERKLBHR LTI EIN,

BfEE—F

TrueCrypt 3/N—7 4 v a ¥, RI7A4 7 AR Y = — L ZK5{bd 5 DI 5 BifEE— RiX XTS
<9,

XTS E— RIZ2003 27 4 U w7« v T U = A DEKEF L7 XEXE— F[12]TH Y £95, Mo
{EE(XEX

DX —%2 2 >ORAR D AITHEWE TR, XTS IZZNENHIDF—Z# Vv F97) 2007 4F 12
AIZXTS £— NiZ7 v v 7 BIGHEEE O 5{LIRFE I DUV T D IEEE 1619 Bk THRGRINE LT,

XTS & — RO
C,' = EKI (P, A (EK2 (l’l) O ai)) A (E[(z (l’l) O ai)

Z Z Tl
0 250 2EZ Mz 5 ZHAXTOQ)FIA DK 2~ T x4 +xt+x+1

T 2AF—=F =1 IR 2 —AMERD & FIEREN, HETEFTHZ LT TEEFA, R 2—LDO/AT— REH
. HLWARRT =R 8HINIH LAY X —F—TRY a—b~y X —2EHES(TD 2L TEINET,
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K1 1ZR5 51— (& K55 AES, Serpent, Twofish (Z DWW TCZEIZEH 256 E > M)

K2 135 % —(%H5 5 AES, Serpent, Twofish [Z DWW TENEIL256 E > 1)

i 37 —F 2=y NNOKET oy DA T v 7 A, RPOKZ7Tay 7% i=0 &7
2,

n WEKIMBRET—Fa2=y bOA T v I A, RPIOT—F 2=y NI n=0 LD,
o X TIROFMEBMERTHY . ZHA x(DFED )IT—HT 5,

TRENOT =5 2=y FOYA RLEH S12/34 M(E7 5 —H A AEWEL O Th 5.

XTS E— RIZOWTOFEMIL[12]% B,
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~y HF—F—DHEMH, Y, BRORERK

Ny A —F— v AY —F— DT — % ZFFD TrueCrypt R U = — b~y X —( AT AEELT
% —7 — Z k) O R Sk E B 5k, BT b0IcEbivES, skt L
TrueCrypt N U = — A7 4 —~ v MEEEZ S M) TrueCrypt 5.0 LA TIERC S 72 R Y 22— A(B LD
VAT LR SAR) TR, 2 OfEEIE XTS £— FEEE— FEZ22B) TR B ST E 9,
TrueCrypt ™~ & —F— L 5 % —(XTS T— )& LT 555X PBKDF2 T&h b . PKCS #5 v2.0
ICHESHTWET, [7125 M, (PKCS #5 v2.0 SCEIL RSA WF5Efr D ZIEEIC LV
http://www.truecrypt.org/docs/pkcs5v2-0.pdf T A F A HE

512-bit YV MR Y 2 — 2ERR T 7 & A TRAIA LD ELEFE A CAER I D 7 ¥ LE)IMED
NET, EW0HZEiE, TNENO/RAT = RIZOWVWT22QOSRE)YDF—RHDHENH T &

TY, ZhUF, A7 T4 UEEERBICKHT AT A RE D S E T, (Y hMEbRS &
FHNZTRTOF—% 3L Ea—F THARGDE TR T — REEEEZED L0 D 2 EiF, FEFIC
L2 E9)[7] YV ML TrueCrypt AR VU = — AVERGIEFE THELBCS B IZ X > THERKR SN D
EEN SRR £9, ~y X —F—EHEEIE, HMAC-SHA-512 , HMAC-RIPEMD-160, & 7213

HMAC-Whirlpool( [8, 9, 20, 22] % ZR) ICHESNWTEY | a—HF— I a@R T £4, BEHE
NHxXx—0RIE, EHEE Ry P aBHEROB DA XTHIRSNET A, 72 & 21X, HMAC-
RIPEMD-160 Zffi 572 & L T#%, AES-256 D~ X —F — LDl 256 £ M R(XTS E— RTiE,
256 B R sy X —F =B &, fERE L TAES-256 TiX256 £ hF—2 " offibih

2)TY, FEMIE[7IZZR LT EE N, ~y X —F—%E T 2121 — 5 HBIEE 1000 [H]

(HMAC-RIPEMD -160 % Jf# & LT 58413 2000 [E)igh 0 K S 722 < THEWT £ A, ZHUHRUE
L7o/SA T — RERER (R Y720 W) ICE T H IR A RS E T, [7]

A — ROl % DR ZE S~y X —F—([EZFE U XAV = R(F—T 7 AV bEHINDNE L
N2V BEM S VET 2, AL TWET, 72 & 21X, AES-Twofish-Serpent TiX, ~v
K — AT XA T — R 5 768-bit F—%(XTS T— R TIZBEME LTT768 By hDH -~
v =X — b)Y BT 5 LI REZITET, ARSI 768 By b F—(X =D 256-bit F—IC
DEISIUXTS B— RTIEH - F—5H =om256 By hF—IThE &S, hAr— Reks LT
6D 256 £ ¥ —%fE5), HMDH DN Serpent T, & H D EH D) Twofish, —=FHDH D
23 AES T(XTS &— R CTIXERAIDOH —. % —25 Serpent, KD % —7 Twofish, HfkDH ¥ —N»n
AES CYff b E 3, F—DNEHIND LT/ -T2/ XA T — RERD D HIEFXEFIVRAT — R~D
M7= 0 WA RN RVD T, BRERF—D 2% o722 LTh, TN bihoF—%i
M2 L TEEdA,
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ALEE R

TrueCrypt FLECE AHERERNG) X RAM(A E V)2, v~ A X —E5{b¥—, & _F—XTSET— F),
YVEBIOX—T 7 A NEAEKRT D EITEDNET, 7 —1E640 N1 FET, LD
AT LT —ZTilil-SnEd,

~ 7 ADENE

F—Abr—7!

Mac OS X, Linux: P& RNG(/dev/random & /dev/urandom O i /7)7> & A Al S 4L 5 E
Windows ® Zx: MS Windows 55 API (500-ms [#F& CEHIAIZUNEE S D)

Windows DFx: X U —27 A X —7 = — A FH(NETAPI32)

Windows D7 : & F &F 72 Win32 > Kb, BEREIZER 517 2 #(500-ms = & 12IEE)

ERROY =2 ENPNLHELNTEIX S — VI EZAEN, xR NMIoBElEnET, (-
& ZIE, 32-bit fEIF 4 31 MIpEIENET) 2D DA MEE A IZ modulo 2° addition JEEL & L
THR—=T 7 ANT = ND(T—=/VOHWMED LEZTER)T == VONEICEZIAENE
T, N MR EZIAENTZL, T B =Y MT 1A bER, #&iiE T D &7 — /L DSEEEIC
NMESTONET, T 163 FEZAD T LI, P—WMERABEEN 7 — L 2RICER SN
£9, (TRLZH)

7 — I RA B

OO BRNIIEE T, LT A28 T, ilxd THED] ANEy FOREEZ TE 512N
FET, ZHTHEBEEZETZ LI26 RV T, 77—l 16 S FaEHEZAL T LI, 7—
JWRA B 7 — VBRI EH S v E T,

T — R EBEBOFHIILL TO LB

R ZEBT— T 5,

H % 2—H =38R L7z o = BIE(SHA-512, RIPEMD-160 % 7213 Whirlpool) & 9%,

4. 1=y 2B HOWONA bR, (DF Y, H?JS RIPEMD-160 725, [=20; H 3
SHA-512 725 [=64)

5. z=TF U HENT—)L RDONNA MR (640 /31 )

6. g=z/I1-1 (H» Whirlpool 725 g=4)

7. R&EINA ST a7 B.B, (Z5E

M 0<isq(&T7 vy 7 BITEID) THLHOHWE, LLFTDOAT v 7% F1T:

W

a. M=H@B| B/ |.||B) [F>FLT— NI Nnva MEEDL Ny 2B HT

M EN D]
b. B,‘:Bi/\M

8. R=By||Bi|..| B,

'Linux T3~ U ABERRWVGEIZOHR, F—X b —7 BiRHAMONET,
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e ziX, q=1 2B, ZUyHX LT —VTRO XD IZRA S S:
(Bo || B) =R
B():BOAH(BQHBl)
BlzBl/\H(B()HBl)
R:B()HB]

BLECE AR ORRGT & RIRIT T RO T HES <

*  Software Generation of Practically Strong Random Numbers by Peter Gutmann [10]
*  Cryptographic Random Numbers by Carl Ellison [11]
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X*—77A

TrueCrypt ¥ —7 7 A /Wi, TONENNAT — REFORDTONLT7 7 ANV TT, F—T 71/
DHNEIZHDOWT, FeillOFIRIZH V £H A, —H —IL TrueCrypt RNG IZ L 5 TT & L7RINE
D7 7 ANEERT DIPIAH DX —T 7 A NVERRBERREZFE > T, =7 7 ANVEERTHZ L
HTEE T, (TrueCrypt RNG (2O T D EEMILELIORE LBk 2 B 1R)

F—7 7 A NDOEFKRYA RIZHIRIZH 0 FH A, JEHHD 1,048,576 bytes (1 MB)72 1) 23 LEL % 52 &
0 ET, (BERBRT 7 ANVELIT 201085 Mg EOREEN D, 7% O I EHE s E D)
=P TERDOF—T 7 ANEMEI ZENTEET, (F—7 7 A VEITHIRIZH Y £HEL)

X—7 7 A VIFHEELD PIN =— R(PIN /¥ R TrueCrypt GUI C A JJ A BE) THR7#E S 4172 PKCS-11
BUE[23]0EXF 2 VT 4 b= VAT — b I — RIZRETDHZ b TEET,

X —T 7 AT T O HFIETUE L, NAU— RIZ#EHASINET,

Pha—H—NAS LTRAT— FZEnS LILERA)ET 5,
KP%aX—7 57 A NS =T 5,
kpl X% —7 7 A VT —/LKP DA FR(64DFED 512y M LT 5,
pl /N AT— R PONA MREEHIN—Va Tl 0<pl<sed) T 5,
kpl > pl 72 513 (kpl — p) DR E DA NAEIZE ) Z AT — K PIZENT S,
X—7 7 AT =)V KP % kpl A O w1 Tilii=7,
ITNZENDF—T 7 A MTHONWT, PLFDRAT v 7% FELT:
a. ¥—TFANT—=NDH—INNEE T —)LVORIEEICE v 15,
b. Ny 2B HZIHEET 5,
c. ¥F—=T7ANDENA M 1ESor—FR, ZRENIZOWVWTLLFORT v %%
173 %,

i RNy 2 (REE) M 2572018, Ny v az keI y v 2B
%ﬁH?HﬂFéhﬁﬁ4F@A/71%¢5oAyyl@%Tﬂ@ﬁbﬁ
WAREID T2 DI KRB 2 R FFT D),

i. JREE M ZfHx DA MIREIT D, BlE LT, Ny 2D nn4,34
2o (LT L T)=M

iii. (7.c.ii THELNT) 2D DA kA& & 12 modulo 2% addition T A LT ¥
— 77 ANT =D (T —=NOHMED EFEE TIERL) T =T —Y LD
ALEIZEZ AT, N MBREZIAENTEOT =B — VLT 1A MiEde,
=Y NN T =D E T D& MEIL T —/VOSEHICHRE SN D,

X—T 7 ANT = VONEZLLFDOHFIET AT — K PlZEEfd %,

a. NAU—FR P& % D/A N By.By \Z3ET D,

b. F— 774W7~NKP%@ﬁ@A4F(%GWL\%?5

c. For0<i<kpl DFMFTIAICELT B=B0G;

d. P=By| B ...|| Boi || Bu
NRAT— R PII(X—T 7 ANVT— IVONRENEH S NT=H &)~y ¥ —F—EHEEHK
PBKDF2 (PKCS #5 v2) S 4L, NN —F —NBIR L 2L 2y a7 3 XA
(72 & 21X SHA-S12) DG 5 &> T(V /v Moo T —2 & L IO L 97, FEMiT~>
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H—F—pEH V)Lb, BXOKEREZSHL T EZEN,

RE%% H ORENIEIHEEAY HAYTI[26], CRC-32 13Ny v = B8%% H T E 3, CRC-32 D
INEODBTF TR/ Ny 2T VT Y LD S TUHEENET, F—T7 7 A VT —/LONEIZ
(CRC-32 Ty ¥ a2 &NEDITMZ), NAU—RIZEHASHET, T~y ¥ —F—E5HEHK
PBKDF2 (PKCS #5 v2)~JE S 41, TN —HF—N@RIR L2 L2y a7 3 A h(T2E
X SHA-S12) DG 5 &> C(V /W MM OT—2 & L IO L 97, fiRE L THLALEN
Ny B —F— L Ay A —F—(XTS T— F) & L b E T,
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TrueCrypt R Y = — A7 +—~< v ML

Offset Size Encryption
(bytes) (bytes) Status' Description
0 64 | Unencrypted® | Y /V I
64 4 | Encrypted T AF—3FF “TRUE”
68 2 | Encrypted R a—b~y F—T p—<y hX—=T g
70 2 | Encrypted RV 2—2L%5RL 07T LORNN—=T 3
72 4 | Encrypted (185 & 72) 256-511 /34 R D CRC-32 F = v 7 ¥ A
76 16 | Encrypted THRIO ZE > )
92 8 | Encrypted BRLAY 2a—20H A X@EFERY 2—L726 0%ty
100 8 | Encrypted ~)
108 8 | Encrypted AU 2—LDH A X
116 8 | Encrypted VAL —F—DFMES 7'y b
124 4 | Encrypted ~ AL —F —NORE LIS A X
128 124 | Encrypted 777w b (bit0set: ¥ AT ARFEAL; bits 1-31 1 X TFH9)
252 4 | Encrypted FRIO ZE > )
256 Var. | Encrypted (5 & 72)64-251 /XA D CRC-32F = v 7 ¥ A
512 | 65024 | Encrypted RSN HE— F o~ AT —F—*
TR (AT L FALTIE Z O H IXBRSS 149)
65536 | 65536 | Encrypted/
Unencrypted] | FALAR Y 2 —2b~y X —fHIB(Z DR Y 22— LI LAY
49 22— ANRRTIIE, ZOEEIET X LT — 2%, v
AT KB AL TIE Z OB 13RI, 0-65535 31 h &S
131072 Var. e
Encrypted
(FALZ—=F—DAa—F 2L D) T — X, AT L
$-131072% | 65536 A AL TII( AT LRX—=T 4 a DA 7y MZko
Encrypted / A7ty MIRRD,
Unencrypted1
49 Ny T T~y L —(Fie D Vv b HEH IR
5-65536 | 65536 L~y B —F—|Z Lo THEE{k), ¥ AT AREF{ETIHZ
DOIF B IZERSS 149, 0-65535 /34 K& 5H4
Encrypted /
Unencryptedl | FALARY =2—2DNRy I T v T~y X —Fipn D V0 h
49 HEHINTR LD~y X —%—Z o> T, =

TRV 22— LD AL T~y X —F —(BLOXTS T— R TIRE -~y X —F )T b S E9, FEMITRS{kbo

AL~y X —F—DEM VL, BIOKERKEZSRL T ZEN,

WA Y 2 — LD A XA MEBERLET,

SV MIRBEICT DRLEN RN TZD[TIES LI TOEE A, (Y4 ME—HO T & L7l TT)
RY 22— AR A — R TR L SN B AT IER O~ 2 ¥ —F —(XTS E— R TIEH v A ¥ —F— 1) A
SNTZZIREINET,
SR = — MMERRIFIC T o & AMECLe X S 2D B FIEICOW TR Z OfiicEH LTV ET,

6> -
NN,

NE T AT AL LW HE

. BLOSZEDRELARY 2—LExEATHERA,
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DORY 2—AZB LAY 2 —20N R0 X, 2 omEEx
TR LT —H 149, VAT AREEALTIEZ OEH TR
4k 149, 0-65535 /34 h =5

Z DAAEIT TrueCrypt 6.0 A TIER ENT-ARY 2 — AT LD THLZ LITEE L TLES
VW Z7ANURY 2a— LD 7 f—~ v MINN—T 4 a /TN, AR 2 — AL EFRLTT,
(LU, VAT LR=FT 432/ RTALTDORY a—Lb~y X—=0F—T—F I NT7 1 T DA
DB N T v 7 OFAZED 512 734 MRE SHVET) TrueCrypt A Y = — AIZIEEA K ID SLF5 D
EORbDIEHY EFHA, BEFINHIETIE, TXTHRT X LT —ZIILPRZETA,

ZIZEIND TrueCrypt AV =2 — ADZEXZFEIKIIARY =2 —L0MELND EXIZT U X AETHD B
9, TUXLMEFUTOLIICAERINET: TrueCrypt RV =2 — 2D 7 +—~ v NBIHEDHE
T BRI DI Bl 26— L BERF D 3 —(XTS B — R)ASHLZIA 22 D ELECR AL (EL B B e S
By ThREnNEdT, 2—PF—2NBALK (LT LT Y XA FERFS—CoEbsnEzSd, >S50
THE LT U XL, fLARAHRDOELEREME CERINZT L —0 T F A N e Sb L&
T WEBALT AT Y XAXXTS E— R CTEIE 9, @EE— R2) TNIMEV H LK E T %
ARNTay PR 2a—LOZEXMENEHO 5(LEXTD)DICEbET, F—ILRAM HFIZfE
BEN, 7A—~y "B TTDHELERITFEEINET,

RY 2= SERPICIZ A MO/ L 1 )E L UH256(~ A 4 —F =W BPID 7 4 —/b RICILELEK
ARG AMES IR AR SN T VA MMERDH D £7,

TrueCrypt R V) =2 — ADZEEZFIRICR LAY 2 — A0 H L5 8121F, RLAY 2 —LA0~y X —[d
WA BRRY 2—LO#65536 12D £, (RAMIMERY 2 —L D~y F—THRZX PR Y 22— L4
DA MO KT H Y ET - BELARY 22— LB TrueCrypt K Y 2 — AIFELAR Y 2 — L2870
BAIIE, AU 22— A0 65536-131071 /34 M(OFEVELARY 2 — 20~y X =B hEn 513
DEE)LT X LT — (R Y 2 — LERRIFICZE Z A T 2 4 LT — 2 TH® 2 FIEIC DN TO
LFHROZHEBBFLLARY 2— 2D~y X —D LA T 7 MIELERY =2 — 201D &[] L (0-
65535734 KT,

TrueCrypt NV R — N T D KRV = — LY A X3 8,589,934,592 GB (2% bytes) TJ, LML, &2
FORHA28 Yy T vy YA XEEEE— FROBLEND), FFEINLDHRERNY A XL 1PB
(1,048,576 GB) T4,

MMENTERY I T v TP~y F—
TrueCrypt 6.0 AR CTYERR & 4172 TrueCrypt R U = — AIEAR U =2 — A DORZINE T D (LS )+
MENTMIRAT DNy 7T o Ty B = HET, ~vF ="y 77 v IR a—b~y

H—Davr —7Tliel, Bio Vv EhoEHsn®Biolo~y X —F%—THESbIhE T,
(N X —F—0EH, Vb, BXOKERKESH)
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AN B =R T T FIZONWTOHFHMI, A TalT750 40 ROy — >HKRY 2—h~
A =DV ARTEZRL T EEN,

HEHLARE
TrueCrypt (ZLL F OB, (AR, #EICHERL THET -
e PKCS #5v2.0 [7]

«  PKCS #11v2.20 [23]
« FIPS 197 [3]

«  FIPS 198 [22]

«  FIPS 180-2 [14]

e ISO/IEC 10118-3:2004 [21]
FIEINTRE BT VT Y XLADEMSIL, TA MR X —%AfE 9 (2 — /> T X f X 5 —% i
P> TrueCrypt © YV — A a2 — R&Gf~5 Z & THRAETX £ 7,
J—Ra— K
TrueCrypt (34— Y —AD 7Y —Y 7 N7 =7 T9, TrueCrypt D5E4E72 Y — A3 — R(C, C++
BILOTEHV 77 TEMTOENNIARIADLE2—DDROEZATHHICAFTTE E
EE

http://www.truecrypt.org/
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SBDOBEAXETE

TFROHBICE EFNTWVAEREICOWTIZIU T ZEB LT E &V
http://www.truecrypt.org/future.php

EHENER
A 5

bbb A~OEE HFIEIZONTIE, RO EZAESRLTLEIV
http://www.truecrypt.org/contact

FAEVA

TrueCrypt DABIZSONWT DO T A 2 AL TrueCrypt N4 TV HHNEY — A2 — ROEAFR/ N &7
—JICEEND Licencetxt ICit# SN TWET, £/, ROEZATHLAFTEET:
http://www .truecrypt.org/legal/license

ZVEHEIZ DOV T

ZDOY T b= T OEREEERE:
Copyright © 2009 TrueCrypt Developers Association. All rights reserved.

ZDY T MY T OEGSHIEEME:

Copyright © 2003-2009 TrueCrypt Developers Association. All rights reserved.
Copyright © 1998-2000 Paul Le Roux. All rights reserved.

Copyright © 1998-2008 Brian Gladman, Worcester, UK. All rights reserved.
Copyright © 2002-2004 Mark Adler. All rights reserved.

ALY — A 2= P BT DEAEEFHZZR L TS ESV,

Iz DN T

TrueCrypt |Z[EHE DO FNAYFTA MBS Th 5 A IR T A HEREEI[(World Intellectual Property
Organization, WIPO) 286k SN 7-PEE T, Z OBBITT A U b &R EFFF L4 EH O
2 9B H D £, TTO TrueCrypt 1 IR ERRGHETH Y . [l — TR &b AL

RPN L2 b 0T A U DA REREFEERICRSR S TWET,

R BRI PR 242 2 & T/ < TrueCrypt DA FE 2570 | [6 L % W ITHEEL

DA4LFOFEL G OFAED T2 DITRAET DV R — MO ROREZBG 13 5 729 T3, TrueCrypt
IR SN TWTH, BIELPRL 7V —Y 7 h =7 THY D355 TL & I,
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6.3a

2009411 H 23 H
HEL NTELE:

o MM WEEE, NZEE (Windows, Mac OS X, and Linux)

6.3
2009410 H 12 A

HrHsee:
«  Windows 7 522 R—k,

+ Mac OS X 10.6 Snow Leopard #5242 HR— |,

o BIRLEARY 2—2% [VRATLABRIZAYD | IZRETE D, ZHUL, VAT AR —ERARREZ— T 5,
HoOIWF—Y =R 7 F T LRIy T T ORERS ZIGAICHEATYT, £z, TrueCrypt RY = — A
ICFy b= THET BT 3V E—=0Bb Y AT LAPHEEIT 50 CHEEICHEBMCR v b — 2 3 2
BTHZ EPMEREAICLARTYT, 38 (ATl I8 40 R O [Tl Ihrt=a—] |
HERE~T Y FPORY 2 — LB VAT LABRICAY & LTREEZESE, (Windows)

WELNNTEE:

N=T42arHBLVEFAT Iy IR a—LilHd [BRUTAY | R a—Lid, T4 A7 TALAFS
DOEF(ZNIE. RIA4TRBRESNIZVBINESNEZ L XICRETINEESNRL 2>7-, (Windows)

o ZTOMEL OV ERE, NZEE  (Windows, Mac OS X, and Linux)

A= 3 o COEBEREIT http://www.truecrypt.org/docs/?s=version-history 22 L T 72 &0,
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