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— 7 R — FHOPKCS#1M1Q20LE) Y 7 b =T TA T T V%A LA N—LTHM0ERHY
£7. ZOEIRTAT T VIETAA RAZERIN TN DD, REEE T — =T 1 DY
7Y A B F T —RTELHTL L I,

X2V T 4 =7 AT — I — A TrueCrypt ¥ —7 7 A L& LTHER D7 7 A (T — X
F T B BEoTWRITIR, (T3 AP AR — K LTWiLE)TrueCrypt T h—27 00
WZMSEPDT7 7 ANERFETDHZENTEET, ZHUNZRDOFMEIC LIZA > T EE W,

1. ¥—~T7ANEATa T =277 4 DEN 7V 7,

2. b= 20— KNRPINS/NRAT — RH D WITFERGRIED X 5 7o ik CTiR#E ST
L7 51E, B TRAE(7Z & ZIEPIN Sy RTPIN Z AS) L TL 2 &0,

3. TeFzlVrys p—2F =74 FATRITRERINET, [F—T770% h
— AN =P BV w7 L, h—=7 R — RIRF LTV T 7 A V& ERATL
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7230,

TrueCrypt CAER SINTZ T U X LRNEDBI12 Y NOXF—T 7 A NVERGFTHZEHTEET,
(Y= > F—T 7 AINVERESR)

X2 VT4 b= DT R TOEYyvarywZHLIICE., [Y— > I XNTOEF2 U7 1 b
—rtyral B US] BBRRT L0, Ry bF—%ER( |RE > F> FF— > FTXTD
tFz VT b=ty a B U5 )L TESTLEEN,

F—7 7 A4 NVERE/NR

T ANDPDYVIIR =T 7 ANTAT O T4 RUT( I T4 ZDE0 %7 Yy 7 LT)7
ANE—ZBMTHIET, =T 7 ANVRBARAEZBETEET, TOT7 VX —TROND
T7ANTXTR'F—T7 740 LTHEDILET,

HE: F—T 7 AN T4 —DHED 73N —(E, EDHEDT7 7 A N)ITHEEINET,

X —T 7 ANRBENAL, T2 2R, BHEHRSUSBAEY —AT 4 v 7 IZF%—T 7 A NVERGFET
HEEBE FRZHEHTYT, USBAEY —RAT 4 v I DRIATVLE—%F—7 7 A )LOBEED
REIZEMNTHZEHTEET, 20D [RE > 7740 PF—T 7170 8T
SV, ZLTC, [ZgasmiEN #7 Vv 7 LUSBAEY —RAT 4 w7 IZEVHTHRTIAT
LA =%, OKEZ Y v 7 LTLEE, ZNTRY a—2&E~T 2 T HENI(SAT —

REATaTD [ F—=T7 05 BT =y 7 ZFTOIUX)TrueCrypt 137 4+ /L& —Z i~

TEIWEHDT7ANT R TCEXF—T 7 A /LE L THENET,

BEBLEDF—T 7 A NI X PM(TZ 7 ANATIERS) Z4AE—8ENT B E, NI(TF/AE
—)EVRFEBIN T FANEBITFEEINECTA | 25 Z &I, FDT4AE—IZEHIZT 7
AIBIER L VBIML YT B5E, FDT7FNAE—IZEFEL TNBF—T7 AN IR =
—AMLITRCI D FREIZR D ET, (LS EBMINET 7 A hE 745 —P6/RETH
ITHEIAL FT)

WY 2a—bEvU ML NAV—REEEST L, ZOMAY 2 —b~y F—2 @i 5kd 5 & IR 0o T~
<
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ZBONRAT—REHF—T7 AV

X—T 7 ANEMD LEIZ, NATU—=REFIZENSL LNEYA, £9TDE, =T 7 A LDHD
RV a—L%E~T L NTAHAME—DT AT LI ET, (ZHEHEEINETA) BEEOFT—7 7
ANDBHEESNAY 2—2&k~vU 2y b D EEITEZDRERD, 2T — R AJHEH ORI
TrueCrypt IZE T2ED/NRAT — REBREDF—T7 7 AV Efio T~V FLED ELET, (I
X I NI 2B~ M BRETIIENTT) b LZOHFETY Y T 2R Y 2a—AICv Y
VATV a(HREHATY U REDPRBRLARY 2 — LB RET D LN ERET OILEND L7
5., ary b= (Ct)F—Z2M LN T~ b 27V v 7 (FRE A z2—A] A==
—D RNV 2a—Aad 72 aaFE LR~ M R LTSN, w2 p g7
ar] XA Ta REET,

il 524N

X —T AN EF—T A NRBRALFTLRO HECHEEICERIN X $9,

WA= RANEA T T TxR—T 7 ANKREZ 257y 7 L, A=a—HHO—2%
JE B

BT DT AT AN =X =T 7 ANTAT AT AT— KA AT a7l R
T ITT D,

RY 2—A >RY 2—A~DIF—T 7 A LB

ZOREIIW O DOXF—T 7 A N(SAT— KL, I ) ELEFF—T7 7 A AN L THE
ENTe~y X —l 5 bF—TRY a— b~y ¥—ZHEESLLET, NAT—ROALTT T
FATBEZRAR Y 22— 2%, (VRAT—RIIMZ )X —7 7 A VDR R Y 2 —HIEBRLET, R
Ua—b~y A —3ZDORY) 2— L&k 5{b L TWAE~AX =B {bF—42 G Z LITEELT
FEE, ZORY a— MR GFESINTZT — 2T ZOBEZHE-Th o< Kb iTL &
A,

Flo. ZOBWEBIIARY 2a— 20X —T 7 A NVEEEEETHZ LICblbiET, (W< 20 H
HVNIEHOXF—T 7 AN ERILFT LSO ZTEH T D)

MR Z OREREIINEIICIZ S AU — FEEMRE L [ LT,
R TrueCrypt 3R U = — A~y X — & flG 5L T 256, B DMEAEREBK7)0 6 =

HEESIN~Y F—ZELTERVWEIICT DD, RUIZTKORY 2 — b~y F—% T U Z L
T—=2T256 MmO EEEZEZLET, (REDTLODEM L TR LSMR)

AR z—b >SARY) 2—2EANnDbE2TOXF—7 7 IVEKRE

OB, F—T7 7 AN TIERANRAY = bR IS~y X =l 5 bF—THhR Y 2 — A4
Ny Z =B LET, (F—T7 7 M N EEo DL TIZ, NRAY—FDATYU U SR
X020 FET) RV 2=~y F—FZORY 2—L &5t L TWH~ A Z —iFo b —
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EEteZl CITHEBELTLEZN, FORY a— LR ESINTZT — XX ZOMREZ2 - TH £ o
=< kb= LEHEA,

MR Z OREREIZNEIAICIZ S AT — REFEREL A LT,

HE: TrueCrypt 3R U o — A~y X — %2 H{E 5 LT 2356, o DSMERERREBR[17]226 |
EEINTEAY T —EEILTERWVWEDICT D20, HONITEORY 2 — b~y X —% T A
T—HT256RID EEXZLET, (BEDTODOFEMLEL TR LESR)

V—)b > F—T7ANVER

COWREEH ST, F—T 7 ANELTHEZD T X LBRNED T 7 A VHER) Z AR TE 7,
Z OFEREIT TrueCrypt DELEBFE AN E T, KR E L TERESND 7 7 A VDT A XJLH
1264 34 F5B12Ey N)THY ., ZiUE TrueCrypt D/SA T — RO{RKETHLH Y £7,

WE ST TFALIMF—T 7L

BEEDX—T7 7 ANVETIT NS L LICHF—T 7 A VIRBRAZHET HITIE, ZOREREAZ > T
SFEW, T, 72213, BHLHECUSBRAEY =T 4 v 7 ICxF— T 7 A VERETH L X
el FRCAHTY, RIATLE—%FX—T 7 ANVOREEDOKEISEMNTHZ EHTEET,
OO (F—T7 00 > FEF—T7 A NNK] BTSN, LT, [(WNXDHE
g w7 Vw7 LUSBAEY —RAT 4 w7 IZEVHTHRIATLE—%2D, OKEIZ U v
LTLEEY, ZNTARY 2a—L&2~ U M LW AY—=RREALTuro [ F—=77 11
FES] DNF =y 7 SPTOIUR)TrueCrypt 1T/ A Z TR TCEZICH DT 7 A N T_RTEF—T
7ANELTHENET,

Bl EEDF— T 7 AN Y X M(T 7 ANTIZL) 7405 —58I09 5 E, /N0 REE
ESNT A NBILFEEBINETA | V5 Z &L, FDT4AE—ICFHEIZ T 714 & Bk L7
NEMLEYTEE EDTFAE—IZEFELTHBF—T 7 A NBEIRY 2 —AIFT T~
D MNRENZRDET, (FTLSEMINETZ 7 A Ne 73N —PoRETHITEIALET)

HE: T 7 g N F—T A NRT T g NF—T AN T g NI ERET D E, T AN

R(THgAAE X 417712 Default Keyfiles.xml IZ(R7FE3 5 Z FICHR L TS Z2& 0, #F#0/ Error:
Reference source not found X041 TS 7230,
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X2V T4 FP—F LR —FH—F
TrueCrypt I3 PKCS #11(2.0 L&) 7 1 b 2 /L[23] TT 7 ¥ A T&E 5t ¥ =2 U T 1 (E 113 5HERE

h—r &A= 1= NAY—F I — R —=F )b R—FLET, FFMITIF—T77 M 1LDE
X274 b=V A= I—FRESRL TS,
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R—FTLE—F

TrueCrypt (FW\bO W HHR—F T )LE— RTEIfESH S Z &M TEE9, Tk, TrueCrypt Z 518
THOSIZHLTA AR LA TWNENSZETT, L, RO2EHIFELX TEBWT
<&,

1) TrueCrypt 7R —% 7 )LF— R CTEIDTICITEFLEMERSLE T, (ZOFHBIZHOWTIE
TrueCrypt Z & BREHER 72 L TfE 5 25 M)

TITANR=IZEHLTTTR, < OGAICHPNEREWEREZ -0 AT A
THBET — 2 %2 ) Z L IILETIEH Y TR A, RERS, BHEII IR T — R
= EGDEET X ARG LERT L LR TEE0NHTY,

2) R—AZTNLE—RTEBILEZELTH, LYR M) 77 AL ZBETNIEZ. Windows T
TrueCrypt Z i ~>7-(Z L C, TrueCrypt R =—2L &~ FLT2)E WD Z ERNbnoT
LEIDbLINLERA, )

ZOMBIZRNT HMENH LD, BartPE 29 Z 2370 FE T, £/ L< HHEM(FAQ)
LB 2D [Windows TREf# 76X 7712 TrueCrypt 1 5 = 213 TEFF0?) 2L TIEEN,

TrueCrypt IR — 4% 7 /LE— RZ2fE 5 121X, ZOoDHERH D £7°,

1) TrueCrypt H BB/ N 7 — U Z BB L, (1 A h— /L& T12)EHE TrueCrypt.exe % fLH)
T 5,

HEE: TrueCrypt H RNy 7 — U BT 51Ti%, £z iE) LT TrueCrypt &> 7
v 74— K 2= HT Extract (Install Tl372< )& RN L T 7ZE 0,

2) [FIRT—=FT 4 27 ZFALT, IR N TRT =T 4 R EED 2200
TrueCrypt % i35,

2FRDEF I DN OPERBRER DY, ZOEDOLIFOH TENHIZOWTHAL £,

HE:R—FTNE— DL XE, FIANEIRERN R BUE(2FY, ET7 7V r—va v
ERV 2 —IERRY 4 — RBEA L L, w72 h&3L7z TrueCrypt AR U = — A3 72V RAEEIZ 72
STl &), AFV—20RESNET, LML, TrueCrypt WA —% 7 /LE— R TEIWVTWND &
EZ, TrueCrypt AR U = — ANFGIICT o~ hanubd & T LTH TrueCrypt K7 A
—IBREEINFEFREA, (VAT LEEIETHNY AZ— T HHEAEOH, BRESNET) 2
Windows DN ZINZ Ko THIER I SNDNANWARBE(TZE 21X, To~vr hanehl o —
LEflioTNWDT 7Y r—arnd b E TrueCrypt 2 BB TX 720N ) 2B L E9,

J= > bIRG=FT LRI DY VT VT
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B2 h I _XT—F 4 A7 BVED Z 25 TrueCrypt Z iEEId 572012, ZOfREZFIFH T %
9, TrueCrypt p 7-XZ7—7F ¢ X 27X TrueCrypt R U 2 — A TIER L BB ENTH W ARWNT Lz
HERELTLEEY, NIRRT —FT 4 A7 L TrueCrypt FI77 7 A VAT ar bt LT
‘autorun.inf 2 BB E 7, ( | HEIFETHE) 228) [—n | > [ pIXT—F 1 I7DF
Ty BERTDLE, NIRRT —FT oy Xty N T o7 XATaIRERENET, £
ITRETEDNL DDOFREHBIZOWTIE, 2ol LET,

TrueCrypt ;KU = —AfERRD 4+ F— F2 505

NIRRT —F ¢ 27 )5 EE) L7z TrueCrypt Zffi > THi LU TrueCrypt 7R U 22— L& AED 72072 b |
IR TF v 7B ANTLKEESY, ZOFFvarzF oy LTI, NIRRT —T 4 R7
DEBEDOHIINZ 2D £,

HBIEfT 7 7 4 /U (autorun.inf) DFRE

COHEHET, NIRRT —FT 4 A7 BEAZND & HEFIIZ TrueCrypt Zi2EH L7- 0 . BEIIICHF
EDOTrueCrypt RV 2 — Lz~ M DL CRETEET, ZHuE, hIRT—FT 4 A7 |C
autorun.inf L WO KRR A 7 U T N7 7 A NV EAEDL Z E THREICR D ET, ZOT7 7 AT T
RT—F f AT PEAESNDEDEOSICL > THBFE TSN ET,

7272 L. ZHAULCDIDVD DX D72 ) K= "T NN RAT 4 T DI T, T 5HBHERE e/ G DT

FIELET, (USB AEY X7 4 v 7 CTZOMREZME 5 1213, Windows XP SP2 7> Windows Vista
DIBEMN M HE )

OS DFXEIZL > T, CDIDVD D L 5 RFIARAI AT 4 7 COHRBB~D > N, BEVETHAEER
BAENHY £, (ZHUE TrueCrypt D37 Tl 72 < Windows Dl R T97)

X7, ZOMREZANCT D021, autorun.inf 7 7 A VITEEBALENTWARWT 1 27 D)L

—hT 4 L7 RUICEINRLS TUT RGN Z LIZERLTIEI N, (L& 2IE, 6, XY, V¥
7T
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SNy 71 TrueCrypt 21— —( L A —T =2 —ADTF A MDFHE -"EDOFRZEGHET, W<

= R

DD F /Ny 71X TrueCrypt = — W — X4 FOFER b EAE T, Sit/\v 2713, BfED &L Z

=]

% TrueCrypt @ Windows RO A THR— I TWNDH T LIZHE LTI,

AL VA =)L

STy VLU FOFIECTA VA P—A LT ES,

= AR

SNy 7 Xy r— K95 http://www.truecrypt.org/localizations
o BiB/Nv 7 % TrueCrypt & A A h—)L L7 7 4 /L X —(TrueCrypt.exe N{FET 5 7 4 /v
X —_ 7= & 21X C:¥Program Files¥TrueCrypt & 7> C:¥Program Files (X86)¥TrueCrypt 72
EN J%F'#H‘Z)o
o TrueCrypt Z L84 %,
o IRE->Fik #7V v 7 LT, HEREiEEr®IRLTIES0,

FEEICH &7 [RIE -> St AT, English ZiE0, OKZ 27V v 7 LT EEVY,
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http://www.truecrypt.org/localizations.php

BE(fL 7L TY XA

TrueCrypt R U = — AL FOT AT Y R A THSLT 52 LN TEET,

T X wEH o |7 e | e
AES J. Daemen, V. Rijmen 256 128 XTS
Serpent R. Anderson, E. Biham, L. Knudsen 256 128 XTS
AES-Twofish 256; 256 128 XTS
AES-Twofish-Serpent 256; 256; 256 128 XTS
Serpent-AES 256; 256 128 XTS
Serpent-Twofish-AES 256; 256; 256 128 XTS
Twofish-Serpent 256; 256 128 XTS

XTS £— FIZHOWTOFMITEIEE— FEZRL TIZE W,

AES

Advanced Encryption Standard (% FIPS (GEFRE SHLEERIR) TR SN 5T LT Y X4
(Rijndael, designed by Joan Daemen and Vincent Rijmen, published in 1998) T&H 0V, 7 A U B
IR, SR CHEEMEE RO TRW)FR AN b L TRET 22D Bl T\ E T,
TrueCrypt 1% AES % XTS E— R(@EE— K& BMR)T14 5 7 K, 256-bit —(AES-256,
published in 2001) & L T > TWE 9,

2003 4£ 6 H 2., NSA (US National Security Agency)?s AES % /34, i L. U.S. CNSS
(Committee on National Security Systems)iX[2]? H' T AES-256(F5 L 0N AES-192) D 58 4 | 3 iz 1 1%
BN 2D E TOWER N OIERERET DOICR S THDH EHRELE L, ik, Advanced
Encryption Standard (AES)% fifi 9 )3flAriATe = & TEFELZ 2T AT AL EFRZEGFRICHEEST S
Information Assurance D ER 79 L B2 57 A U W BUFEAE)E., S CRAMREE W) =
& TY, [2]
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Serpent

Ross Anderson, Eli Biham, ¥ X Of Lars Knudsen {Z & » TGk &, 1998 FE 2 F SN LT,
256-bit +—, 128-bit 7' & v 7 TXTS E— R(ENEE— K& SH)TT, Serpent i AES D g i&frtd
D—>TT, ZiUELRijndael [4]LV BELRLZEMERS D L HIICRZDICH0b 5T, AES O#f
BIlOIEInE¥A Lz, BAMIZIE, Rijndael THEEMERIZT THDDIZx L, Serpent
IXEERZERENTEDL L OICAZXET, £7-. Rijndael 13F OBCEAHIREE )N BB 5 L 7
L0 L2 E NS | W ONOHHIZZ T TWET, [4]

[BIZFT, Twofish F— A 34 AES B DL 2RO F 2R L TVET, BT, 5%
BT D7 7 FET TITONTCR RO T 7 R THI-> b D TERSINET, 72
Mo DN S I RARORE 1 Lo Z L2/ £9°, Serpent i% AES im0, (T
RTOPHFE— FENTZF—H A XA T)b o & bR 3.56 2+ H £ 3. Rijndael-256 1174
1%%01.56 T9,

INHOFEREILPOL T, Rijndael 1TZ224ME, HE, R, BEO LT IM], Fikike &
DNT U ADEET, AESOHPTHUIZBIRTH L LB LN TWET, FifhD AES i T,
Rijqdael 1L 86 Z£, Serpent (%59 22, Twofish (£ 3122, RC6 (%232, MARS (X132 T L7z, [18,
19]

Twofish

Bruce Schneier, David Wagner, John Kelsey, Niels Ferguson, Doug Whiting, Chris Hall {Z & - Tix
A, 1998 fFICRFE SN E L7z, 256-bit ¥ —, 128-bit 7 7 v 7 TXTS E— N(ENEE— &%
FR)TE X £, Twofish 1 AES OIEEEMO > TF, ZOREIE, F—75Mr Lz SRy 7
A& NE T, Twofish 1%, 282 p 128 /) D F 72 S TG 5V A7 L DOEFE VITHR %2, 256-bit F—
NHEH XD 128bits NEDEFTV OF PO SV AT LAOEREZa Y bu— /L LET, [4]
[13]DH T, Twofish F— AL, =ML L7 SR v 7 ARKMOUEE x4 5 2225
HEERLTWET, [4]

AES-Twofish

2 ODK; 5 HRXMN XTS £— REMEE— FEZM)TH A r— R(ZEALEL[15, 16] S1vE T, £
Zo128-bit 7 1 v 7%, 9 XTS E— F Twofish (256-bit 2 —) T Sk &4, S X2 XTS
E— KD AES (256-bit &+ —) T b E T, W AT — RO ZFOZNEE., THLEHF DX —
ZEWET, TNENOXF—|THAIHMYL L TWET, (e ~v ¥ —F =T —oOD/RAT— K
NHEHMINDHOD, RIS L TWET, [~ —F—EH] b, L OKER
) #BR) AT — ROZNENORE SR HOWTIE, ERRoEfiE 2SR L T 7EE0,

AES-Twofish-Serpent

3 DD 5 A [15,16]73 XTS & — F(EMEE— &S M) TH A7 — F(EZELHE) I v E T, 128-bit
7v vy 7%, £9 XTS E— R Serpent (256-bit & —, 128-bit 7' & v 7 ) ThF 5k 41, KITXTS
F— o Twofish (256-bit % —). k{412 XTS & — N> AES (256-bit % —, 128-bit 7 1 v 7 ) CThs 5
fbEnET, WAT— RO EOENEIUL., TNAFOXF—Z2ET, ENEho X —I3HH

TINEREENRETYT, EENRENDETEHRELZSIK &, ROMIE L7220 £9, Rijndael: 76 =, Serpent: 52 Z,
Twofish: 10 Z£, RC6: -14 ZZ, MARS: -70 Z£ [19]

82



HITMSELTWET, (Mg ~v X —F—1F—2oD 2T — R bEHENS 00, R
SNLTWET, N~y X —F%—0EH, Vv, BIOKEREEZZR) I A7 — KOZNENOR;
HFHRIZOWTIE, ERROMEBIFEGZ SR L TS0,

Serpent-AES

2 SO 5 X[15,16]23 XTS & — R(@IEE— RE2ZM)TH A7 — REBQIE) SnET, thT
N> 128-bit 7 8w 7 1. 3 XTS E— Ko AES (256-bit key) THE B{L S, X2 XTS £— F
? Serpent (256-bit key) THE S b SVE T, A — FOREZOZRENE, THHEOF—% 1k
WET, ENEFNOF—IFHAICMYL L TWET, (i ~y ¥ —F =L 2D/ AT — R b
BHEND OO, FERICHNYE L THWES, ~y ¥ —F—0FH, Y BIOKERHES
M) 71 2 — RDOZENENDORE S HRIZHONTIE, ERRoMlfFEsi 2 2R LT a0,

Serpent-Twofish-AES

3 DD/ 5[15,16]28 XTS & — K(EMEE— REZM)TH A7y — F(ZEAHE) S ET, 128-bit 7' =
v 7%, £9XTS £— R AES (256-bit key) TH b &AL, &RIZ XTS £ — K ® Twofish (256-bit

¥ —). H®%IC XTS & — KD Serpent (256-bit key) THs 5L SN ET, T A7 — RO EDENTE
iE, ZNHHEOF—%2WET, TNETNOF—FMHAEICHMY L TWET, (e ~y ¥ —F

—E—2DNAT = R LEHINDGHOD, [FERICMNY. L TWET, ~y & —F—0&EH vV

b, BEOKEREEZSR) A — ROZNENDOREFIZHOWTIE, EiLOEfiFER 2 S ML
TLIEE,

Twofish-Serpent

2 SDOKE5 5 [15,16]53 XTS E— R(EMEE— REZBR)TH R Fr— REEAE) snEd, ThE
L 128-bit 7' v 71X, £9°XTS E— K Serpent (256-bit key) T 5L &HL, S X2 XTS £—
R} o Twofish (256-bit key) THE 5k SN ET, B A7 — RO EDOZTNZENIE, ThHEIDOXF—%
fENET, ZNENOF—IIMAEICM L TWET, (i ~v X —F—F—2D /XA T — K
HEHINA LD, FERICMN L TWET, ~y X —F—D&EH, VL BIOXERKEY
B B A — ROZTNENOR oW T, B oz L T ZE0,
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NoyTaTnaly XA

RY 2—=LERY 4 P — R RT— REEX ATl 4 Ry, =T 7 A NVERFA T 1
T4 RURET, Ny vaT )3 ALERINTEEST, 2—PF—RERIRLIZ Ny 2T L
=Y X 5L TrueCrypt SLECE A CRALLELENRE A B Clibd, ~» ¥ — X —EHE#(PKCS
#5V2.0 THESNTWS LBV HMAC Ny > =2 703 U XLITERAE L £97) TEEIELE S L
THbNET, FLOARY 2 —2E2ERT D & &, SLERERE T~ A X —IEB{b¥—, FH %
—(XTSE—F), YV EARLET, FEMIILEEAEME L~y ¥ —F—DEH, YL, BX
O [AIER O IA % 2 ])

RIPEMD-160

RIPEMD-160 I% 1996 4EZ 33 <41, Hans Dobbertin, Antoon Bosselaers, & Bart Preneel |Z L -
THA—T VRN a I 2 =7 ¢ Tt S E L7z, RIPEMD-160 @ H 7144 X% 160bits T3,

RIPEMD-160 %, EU @ RIPE(RACE Integrity Primitives Evaluation)” =~ = 7 (1988-1992) Cf#
FINTZRIPEMD Ny =27 v3 ) X AO58RBIRTT,

RIPEMD-160 & [HEE#( #f#(1SO) & IEC in the ISO/IEC 10118-3:2004 o [E BRI & L
TWVWET,

SHA-512

SHA-5121ZNSAASZE# L20024E 12 (3 41 OB 1320014 12 )FIPS PUB 180-2[14] TNISTIC X = T¥
KENE L, ZOTATY XAOHAY A RiE512bits T,

Whirlpool

Whirlpool 7~ 3 = 7 /L= Y X A3 Vincent Rijmen (AES K 5tk 7 v = U X ADHAEE)E Paulo S.
L. M. Barreto |2 L 58%EFT7, 27T Y XLDHIH A X3 512bits T, Whirlpool-0 &
FEIEN D X 91272 5 7= Whirlpool DA D/ 3— 2 132000 411 HIcEFSNE LT,
Whirlpool-T & FEIZID K 91272 > 725 —hiii% NESSIE (New European Schemes for Signatures,
Integrity and Encryption) D 5 & BE(AES ik IcBl7=, I —1 v/ SEHAIC L » TEfkSh =7y
=7 MIZEIRSVE L7, TrueCrypt (%, International Organization for Standardization (ISO) <°
ISO/IEC 10118-3:2004 international standard [21] ® IEC {Z£-4R & 4172 Whirlpool D55 = it (fc #&hi)
FRALTOET, DA EREECERE(1SO) L 1EC in the ISO/IEC 10118-3:2004 o [E K Hiks
[R1I5E S LTV ET,
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x5 08

HE TrueCrypt O Z D /N—2 2 U INAB S L7214, OS OF/N— 3 U AR S 4u, TrueCrypt
DEMEREEN SN D Z NV £3, L= -> T, TrueCrypt D2 b/ N— a & ffi> T
57261, ZOEORSTEREZ Tl CHERE L TEEN,
http://www.truecrypt.org/docs/?s=supported-operating-systems

ZD/R— 3 D TrueCrypt IFK D OS THE L £,

«  Windows 7

* Windows 7 x64 (64-bit) Edition

¢ Windows Vista

«  Windows Vista x64 (64-bit) Edition
¢« Windows XP

* Windows XP x64 (64-bit) Edition

¢ Windows Server 2008

¢ Windows Server 2008 x64 (64-bit)
*  Windows Server 2003

* Windows Server 2003 x64 (64-bit)
*  Windows 2000 SP4

* Mac OS X 10.6 Snow Leopard (32-bit)
e Mac OS X 10.5 Leopard
e Mac OS X 10.4 Tiger

e Linux (kernel 2.4, 2.6 or compatible)

FE: RO OS T A — F EnTunEHA: Windows 2003 1A-64, Windows 2008 1A-64, Windows XP
IA-64, Windows 95/98/ME/NT.

VAT A SEIATED O0S bR L TS IZE N,
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Ay K74 DENT

Z OFilE Windows it TrueCrypt Z%t5: & L £9, Linux & Mac OS X ThO =~ KT A D
FIZOWTIE truecrypt -h & LTL X0,

/help or /?

/volume or /v

/letter or /I

/explore or /e

/beep or /b

/auto or /a

/dismount or /d

/force or /f

a<vy RIA L~V TEERLET,

<Y T 25 TrueCrypt R Y 2 — LD 7 7 A )L ERADARFN(T v~V v
NERIZIZE DN &), N—RT A AT DONN—T g are~U s T
LA OBNIL IV ¥Device¥Harddiskl¥Partition3(/S—7 4 ¥ 3 DI/ A
ZR HIZI%, TrueCrypt ZEEN LT [ 7S XD 27 Vw7 L
TLIESW), R=T 42 a ¥ AT IvI/ AR a—LbEx~vTU L N5
DIZZEDRY 2 — b4 (72 & 21X /v \\?\Volume{5ccebl96-48bf-

46ab-ad00-70965512253at\) &fli5> Z L b TEET, R 2—24
ZH DI mountvol .exe WMEZ F9, T3, AD/RATIRKLF/NL
FAEXBILET,

R a—LE~T L NTARIATLE—, /1 DEMSIL /a DIEE
SN TWAEBICIERIIDZEE RIA T L X —&ENET,

R a—2Rl~vor h&hbdeE, ZOR) 2—2D0T 4 L& E
ﬁ—‘o

RY 2a—AREFICT Y NEFRIIT o~ FERbH EE—T 2B
Lij—‘o

NRIA=ZRREESATHRTIUE, R a—LsZxH B~V FLET,
devices 73/37 A —% L L THE(/a devices)ZILTWIULX, TXTD
FERRIRER T NA A X—F ¢ v a VT TrueCrypt RV = — A& HEj~ ¥
YhLET, RXTA—=FLLT favorites NFEEINTWIUL, B

SUIZAVRY 2—L&EHE~ Y P LET, /quit & /volume 235

EINDE Jauto BIFERD O BIIEEINTZZ LICRH Z LICHEEL

TLIEEW,

RIALTVLE—THRESNER) 2a—2%2T7 v~ FLET, (B /d
x) AV a—AREEINLTWRNE | BIfEv T FENTNDTRTO
TrueCrypt R =2 — L% 7~ MLET,

BRI (ZF DR Y 22— LD T 7 A NN AT DINT TV r—=3 g ol

PIUTHTE) T o~y REETL, v U2 F &g T — R(HEhHE
LN LET,
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/keyfile or /k

/tokenlib

/cache or /c

/history or /h

/wipecache or /w

/password or /p

/quit or /q

/silent or /s

X =T 7 ANNF—T 7 ANVRBARAZRELE T, BEHOF—T 74
JILOFEEIL /K c:Ykeyfilel.dat /k d:¥KeyfileFolder /k c:¥keyfile2
DEITLET,

X2 VT4 b= AT — M — RITRFENTZF—7 7 A V&4

ETDHITIE, ROLEfH - T ZE,
token: //Slot/SLOT_NUMBER/ file/FILE_NAME

TXa T g4 h—r A~ — M — RICHEED PKCS#IM1 54 7 5
VERELET,

YyEZIINRT A= LOBAIF, XAV —FREEZAEDICLET, nO
BA(len)I AT — FEIEZENIC LET, SAT— FEiEL2EIC
LCHIE L b DEWNETIDIT TS Y THA, WHWETDITIE w
o T EEW)

Yy FTFRTA=FRLOGEIL, v~V N LERY 2 — LDEREZ R
o NOWHII~ T FLTERY 2— L DBEEZEGFELEY A, (B /h
n)

RS A N LAY — RET_CEE

RY 2—=LD/RAT— R, NRRAT— RZZEA %2 G135 5 T
o2 & (B Ip "My Password”). 28X AU — K& F$I121E p™” & LTL
77X,

e ZDOHETRY 22— b2V — REANT5H5Z L, BEfbEh
TWhhwawr R7a 7 FOBREAE LI TWRWT 4 A7 1%
FEINDGEEIC, BRIIBIERS IS LItER A

FORSNTEEZFATL, T LET, (TrueCrypt A A > U 4 RUIZ
FRINFEHA) preferences NIER I TWAUX( /g
preferences) 71 7 T ARENTOAMRF SV, A~ RIA4 U THE
SNTEHEELVELRLET,

/q background (% TrueCrypt FEE (ML AT A a2 2B LET, 7=
L. TRE TEPHR-o TV DLEAEERE ET,

lq BfEEESNTORIE, 2—F—~DRA v —(Frr T b, ©F—%
vE—Y, B R OVERFELEE AL
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/mountoption or /m

ro £721% readonly: fHEEH T~ v b

rm £721% removable: V 5A—ARTNARXTF 4T L LT MY L=
TNAT 4T LLTRUr FSNERY 2— L 25 H)

ts F£721% timestamp: RV =2 —A/F—T 7 A NDH A LAX T HEH

sm F 7oL system: EEFFEEZ T AT AR SO T —RF 372

~74/a/%vﬁxbbiﬁ(tkzﬁ\@@¢fu&wﬁ5@os
BEALY AT D RTA T D/ =T 4 V3 )

/ﬂza Ip D5 E LTARY — REFLRT H5EEI1TIE, 2272 b THEHE US

F—R—RL A7 N TAHLTL I, (RRMIZ, GUI TIXHEN

IINZEMEFEIZLET)

bk & 721X headerbak: fHIN&N7=v 7 T v T~y X —%{Fo>THRY =
— L&~ b LET, TrueCrypt 6.0 IETIER SN2 _RTORY =
— L3N I T TNy F=PHIMESNTWET, (R 2—LDKR%IC
i LET)

recover: h Y = — A~y X —IRFENTWDLT = v 7 L EMRELE
Hh, ZOF T a 3R = —Lb~y X —%E L headerbak 473
3 THRY 2—L&E~ T FTERWEEDOHIME H & TY,

Bl:imro BHO~v L AT a o EBETAESIEL. Imm /mts
29

TrueCrypt Format.exe (TrueCrypt R Y = —AER T 4 ¥ — F):

/noisocheck or /n

TrueCrypt L A = —7 ¢ A7 PNIE L HERR SN2 2 & ZRERE L7euy,
ZHITEEOFEIM /2 T, CDXDVD TRE LI DE AL VT F
YATDHEDHISOA A=V THRET 21F 0 BWHERGER EITAMT
T, & LIETICHE > 72 TrueCrypt L A% = —F 4 27 ZHAIHT 5 7=
WIZ, ZOF T a raflid OITREETY, VAT LNR—=FT 43R
TA T EESLT DL, RERAT— R&fMio7=E LTH TrueCrypt
VAF 2 —TFT 4 A7 52H LD bl TdebenZ lzERE L TL
EEV, HWTrueCrypt L AX o —F 4 AV &ffid L RIp D~ A2 —F
—ZERLTLES>OT, BAHL IV EEA,
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Xk

TrueCrypt.exe [/a [devices|favorites]] [/b] [/c [yIn]l] [/d [driveletter]] [/e] [/f]
[/h [yInl]l [/k keyfile or search path] [/1 driveletter] [/m {bk|rm|recovery|rolsm|ts}] [/p
password] [/q [background|preferences]] [/s] [/tokenlib path]l [/v volume] [/w]
"TrueCrypt Format.exe" [/n]

7y a v EREBRTAIEFITEETIIH Y HA,

C LT

d:¥myvolume &\ ZRIDRY 2 — LB RPDEEZ RTIA T L X —IZEHVYTTvU L b, RRAY
— R TP NegRAA Tl T LT 0 RUEFERRLRWY)
truecrypt /q /v d:¥myvolume

RIATXELTEU L FESNTWEHRY a—LETr~v0U 2 T 5,
truecrypt /g /dx

myvolume.tc &\ 5 £ HTORY =— A% MyPassword &9 /XA T — KT, RI7A47 XII~VU
V)
TrueCryptiZ” 4 > R ZB&, E—7%B5 L, HEITYY 2 FLET,

truecrypt /v myvolume.tc /1x /a /p MyPassword /e /b
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X297 4TV

tF =2 T HEHL DB XA~ TrueCrypt (2T 3 KBt F 2 U 7 o DiganiZ o0 T
WELLEIELTNERE, TALNTFLED TrueCrypt D F = U7 ¢ EF/L 2R L T

RODPE IR L TS &0, &L, COXBEDFHm DTS L THE26, ThbidamC

DIZ/E D EFEHA,

TrueCrypt (X FitZ HE Liza v Ba—X—Y 7 hU =7 TY,

T NT 4 AT ICEZIAENDIHNCLZEIE T LT 5,
F—RINT 4 AT SR ONT-RIC, e LT — 2 25T 5,

TrueCrypt (ZFLL T O L 52 b O TIEH Y £/ A,

RAM(Z2 o BEa—H—DAA 2 AEY )5t L2 Ri#ET 5,

AU a2 —H—|If VA PV ENTZ 0S OEHEMHEREZFSWEE NS, FOarEa
— 2 —IlhH DT — 2 T D,

A= —ITEREDHLY 7 My =T (e 2T, VA4V A FRADKE, ALY
=TV oTe ) WERICWESINZ Y I a2 hr— LAl aneh Lz
7 b7 = 7 (TrueCrypt X° OS O— & E L) D56 DT — Z IRk,

TrueCrypt 3B F 72 BB AN HEBEE NYENICa L Ea—2 =7 78 A LTSS
DT — X LR,

TrueCrypt & T4, L B a— 2 —ITHEH S NTHERMEA T Y —(BUEEEO AT — 25
DYDT —Z PR HHNIIEESINTZ VMO T —2 CEEXEINZY KbV T5H5FETO
WIS, WEENYIHOIZa L Ea—F—IZT 78 A LEGADOT — 2 {7,

TrueCrypt BB H 22 v B o — X — "~ R =27 (72 & 2IXT=H =0 —T )5 D Jicht
W ET 25607 — 2 ik,

BHEMEREZ R VEBEEN~ T P LERY) 2 — LT 7B RATELEA(OEY., 7
TAMT HNE =R 22— LOFFA[REDN ., £ D K D RBEE DITEV AN WIGE) D,
TrueCrypt RN U = — MMIRAF SN TN DT — X2 1R,

BB L EIXERE SN T — X OREECEHEEEZRELIZVRE LI T5,

WE kT —2% %y NT—=U CTEETLIHED NT 7 1 v 7 5t OB,

U7 LR U TRMOWNEENCT — Z DRENELIND T NA AT 7 A VY AT LI
HoHT—20O, FUHEFICOREk, 85, B Sk, HIkR

BRIJIRNAT — RROF—T 7 A )W K Db, 22— —ICfiEF IR 5,
A a— =R B a—F —— R =T DR,

REDTZDDRM & PUIRICRME NI L ED DD L FHRIHE > TR = T
=S —=DT — R,

BEFN O & IR OHIPRIC G S L= B 2l 5 X 9 72354

Windows T3 A HEIR % K 7= 7o\ o — % — % (TrueCrypt & OS OIEHERRETIX) FFED Z &N T
TET,

AT FTOT 7B RAHTANSD T 7 A N TrueCrypt AR Y = — LD~ |,

TZOHi(EX 2V T4 ETA)TIEH, (2 Ea—F—ldbdT—%] LiX, TOarPa—F—IZ8iINT-NETE &
USNEBRFAEES LA T A T (U LA—NTNAT 4 TRy NI =0 RIA T oEFLWHHT — X EBHRLE

ﬁ—o
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N—F v a T34 A TrueCrypt R =— LD~ K,

BREIRTHEREZ FAT LT, BB LY AT LX—T 4 ¥ a VIT A A~DT 7w A%+ 5H(%
L CH; 51k OS ZBRlad %) &,

EENARRAE A EMET D 2 & (ZhUT TRE -> > X T AL -> Esc F—I2 J: S B HTRGFED
RF oy TEFFAE| M TH I ECHIERRE, 7272 L, ZAULEERE O AP AR 2R E TE
2)

TrueCrypt T(TrueCrypt D > R THRARLT 0T 4 #HT), BOn~ry o Lz
TrueCrypt R 2 — L& T o~ U L b2 &8, I2i2L, [VATABRICAVARY 2—
A FREET, ZHUTHER YT R LT b BT, HETHLT vy N TEET,
(2T TRE > S RTFABGUTAD R Y 2 —24 > S RFABGICAVF Y 2 — ADHERB L
Ty NEEBEDRICZRET S AT H I ETHIEREE, E L. ZHUXEEEOH
AN 2 iR ETE D)

RIS 2 7 4 VA —FF AR ENH D2 D, FAT E72ET7 7 A VYV AT LR LD T 7 A VA
TrueCrypt R U = — L% {EKT 5 = &,

BT 7 7 A VHFRAIRENR DB, 77 A VA TrueCrypt R U 22— LD/NAT — ||
X—T 7 AN, ~yF—F—EHT NI ZALEERB LD, ~v X =%y T v L
eVt T5Z &,

EDVAT LA TOMDa—Y =3~ ~L7ZTrueCrypt Y =2 —AND T 7 4 LT AT
BT I78ATHE, (L, Z7AMT7 4 NE—IRY 2 — LOFF R E TP Ik AT6E
NAT—=RHFY v allHDHNAT—REf) 28, (FryradEhiccsEd, M
RE > BHERED [N T— e N7 NDXEVIZGET 5] #58)

BB by 2T ARBE IR B LY AT L8—F 4 v a Y RIA T OREAKRT o /87 ¢ (B
AT DA X it TWH Ny a7 )T ) A LOHER E) e WD,

77 A NVOFFARENRSH Y . TrueCrypt 7 /31 A R 7 A N—3FK#)H 2, TrueCrypt 7 7V
r—a o (TrueCrypt R Y = — LERR Y 4 P — REEZ D) BEI S5 Z &,

Linux T3 HEMER 2 £ 72 72 2 — 5 — (X (TrueCrypt & OS DIEHEIREE TIZ) FRED Z &N TE £

—a‘o

BT 2 7 4 NV FITNA AHTREVR D DO, FAT LI 7 7 ANV AT LR LD T 7
ANAYFT oS4 2 TrueCrypt R U = — L ZA{ERT 5 2 &

BT 25 7 7 A WIT A ZAFRREN S DD, 7 7 A NUT S A 28 TrueCrypt AR Y =
—ADNRAT— R =T 7 A A~y X —F—HHT NIV ZALEET LY, ~v X
—H RNy T T LTEVETTAI L,

ZDYVAT LATOMDZ—Y =N~ kL7 TrueCrypt R U = —LND 7 7 A )L AT
NETF I RATHZ L, (L. 77 AMT 4 Z—[R Y 2— AOFF [ T Ik AThE
77 A NVDOFFRERENHIVX, TrueCrypt 77V -r—2 3 > (TrueCrypt AR U = — AERL D
4 P—=REE)VEBRHIEMH I Z &,

TrueCrypt 7 7V r—2a v 4 RUT, BN~ U Y kL2 TrueCrypt R Y 2 — LD/
ARTUNT 4 RDHT L,

Mac OS X TIZEHHEHEIR 2 £57- 72\ 2 — —(X(TrueCrypt & OS OFEHERAETIX) Tt Z &N
TEET,

T 7 AT S RFFAREDN BT, ALED T 7 A N E TN I N—T 4 > a VT3 2
TrueCrypt R U =— L&k~ N T& D,

TrueCrypt T(TrueCrypt D7  » R T/HRARLT 0T 4 #HT), BN~y Lz
TrueCrypt R 2— L& T o~ b5 2 &,

BE G2 7 A NN —T A ADHFRREN D DD, T 7 ANNETNI =T 4 a7
XA AR TrueCrypt AR Y = — L& AERT D 2 &
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e BBET LT 7 ANIT AL ADFRAIREVRH D20, 77 AN LWNIN—T a7
NA 2 TrueCrypt R Y 2 —LD/NNAT— R F—=T 7 AL ~y X —F—EHT LIV
ALEERBLIZY, ~o X =%y 77y LIV EIETH I L,

o FTDOVATATOMDZ—W—RN~<7 h L7z TrueCrypt R Y = —2ND T 7 A LV AT
DT 7 8ATDHZE, (2L, 77 AMT7 3 NVE—[RY 2— LD A% E CThH1E AT HE

o T ANDOFAERENHIULX, TrueCrypt 7 7V 77— = > (TrueCrypt AR U = — AERL Y
A P—FREGl) 2 BEH IS 2 &,

BINTE & FERNI L EDTZ D DR L PRIRICREB SN TOVET,

92



BEDT-DHDEM L FBE

COETIIBAOMEEHBRBE L OB LAY 2 —A0REICET AL THIE L &b IclctH
DEENEHIRL 2 B a—"—DFT — X OB EHET DHERICONVTHRRET, 7 3TOME
BRPEICOWTHEER T A 2 21X TN b a, TR EE N, BARNLIEFICE L OfFED
fERBZH Y, TRTEMALL ) ETHLEHEVITHRIZRS>TLEI LD TT,

FHE:TrueCrypt ZfEWV 7222 HIX, T OFEICFHRE S NT-5:M: & PRIRICED 72 < TIWIT E
NE.UR

Z 2Tl TrueCrypt i HRFDZ 4B T 5542 B7R L, TrueCrypt TIRESNTZT —Z IO
THIEZBELTZY, ZORNIEZFHIIRLIZY T5720, BIOAENTOETEZFEITTH729
OfFHAZFH LT, REEFHE | ZOHITIXT X TOLE EORBES, #cet# 2% TrueCrypt ©F
— X2 RETHRANZHIRLIZY T HHES, bob s b LWEROMRER ZIZONTOT T
ZUAMELTWD EWIREEEIH Y 8 A,

5 IR

TrueCrypt R U =2 — AN~V T FINTNH EXIZ, OSRY— R X—=F7 DT 7V r— 3 0
TrueCrypt AN U = — DI S VT FERE BT WR(Te & A THOEfE T2 7 7 A VDT 7 A WAk
WNLE, 77 ANA T v 7 A= UL DT —H_X—=R 7 Ve, FERF S LIRED T — 2 D 1
D(THRT7 V7 7ANRE)RC, TrueCrypt R U = — LD 7 7 A )L AT KMIDOWTDIERE 5L IE

WEIERE LR Y 2 — AGBFITER B AT LARY 2 —2)ZELI L LILERA,

Windows |Z—H =M 5 7 7V r—2 9 R T 7 A N DALFRRKEMNG T8 E ORI T 2 B
DHDLME LILeWT —H & KEICFEEHFT D Z EICERE LT &N,

T2 R E Tl FRFIEICHES> TSV, (1E0rOFIESHLTL L D)

o [HENTOES] ZHELE LRWEA:

o VAT D= T 4 a ST, RAEREEACOTIEICOW T Y AT AR
EHMYLC, BT — X EW O EEPICIIR S L E T EBARATO 7 7 A LV AT
LT E~T L R THIICLTLIEIN,

F70%

o FEOFERMEZ N2 s, VAT ARY a— AIEXRENDITITOT —
HZIZRAM T 4 AT ICEZIAEND Z L 0NHEEROSD [F 47 CDJ (AT L
239 _T CD/DVD I S, T bHRETELH0) 24y rn—RKLTL
éw %E% HEHH L EIZIZ, DT A7 CD/IDVD 75 OS s L, {EEd

BACETITEBARTD T 7 ANV AT LT E~U L b1 5E951CLTL7E
éwo
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o [HBENTOHES) 2HXE LT HEGE:

o BEL OS #1Emk LT 723y, TrueCrypt IX B ENICT — X ImiRBA L2 L &
T, FEANIRR L OS AL T Zsvy,

F720E

o FOFEPMEZ Wb, VAT AR 2 —AMIEZAENLITRITOT —
HIEIRAM T 4 AV ICEZIAEND T ENHERERROSD [Z 147 CDJ (v AT A
NPT CD/DVD IZHEM SN, T2 PO EETES2HD) 24y ua— KL TLTE
SV, BT — X 2o L XITiX, DT A7 CD/IDVD 725 OS ZiE#) L, {E¥EHF
WIS L E R ITEBARA D7 7 ANV AT AL T2~ b5 912 LT
SV, BLARY 2—2%257206, BLAY 2—ADORRIHET HEME L FEIRIC
FLEL SN & PRARIZE S TL7Z&W, BLARY a—2 & bW b, 1EE
HIZIET AT LD /RX—F 4 > a B TrueCrypt R U = — LDEIARAI DT 7 A )L
AT AT~ b T HE2ICLTLIEEN,

RV TT77A IV

HE: 22 TR LT, VAT LAR=T 42 arHDWVIEIV AT LRI A 7 HRRESALEERT
[V AT KEEBAL) 2RR)S, X—V 7T 7 A VRV AT KAREBALD X — RN E B 72 i D /3 —
T4 var, 22X Windows A VA M—LINLTWDHNR—=TFT 4 a, IZHDebIR, Bk
EHY A, GEIZ TR R 22H)

AT LT 7 ANEBIFENET A, Windows (X Z D@ NN— K KT 4 ZIC@ENPND)T 7 A )V
. AEVIZADE LW Tar T AT =47 7 A NVERBTH-0CEWET, tnwH 2k
X, AEY EREFICHD LG U TWDLEET — & PNEEITIZE S 720 9 BIZ Windows |2 & - THE
FEH SNTIET 4 AT IZEIPNLTWVDL EWVWD ZETT,

TrueCrypt I3/ AT — K| K5 k¥ —, BLXOMMOWET —20nb b A —fHikE, ThbDT
—H PN T T A N~NE RN DT, Dhlcry 7 LESELET, LarL, Windows
TIEWANWAR(XE L EINTZHD0L, ENTWHW 22N EDLEHD)EHE T, ry RN ESINDH I L
N0 FET, 5T, TrueCrypt iX. RAM EIZBHNNT-MEE 7 7 A VIS IF (L X472 0 JRE TA
Ty FNRAFSND &S T EFXTEEHA, (TrueCrypt RV =2 — 2D 7 7 A L ETF A |
TT 4 H—= DRI TR &, 2O 7 7 A VORNFITEESL S TORUVIREE T RAM IZE 1
£7)

LEOMBEEPIET B72DIZ, VAT LNRX—T 4 v a v R4 T EREEL LEEIZT AT LK =
{baBMR), T L THREICR—=V T T 7 AN Y AT DRSO —0NE N2 FH O —T ¢ &
a (& X Windows 281 VA F—/LEINTWNEHNN—=TFT 4 a)NlHDHE I LTSN,
Bt D13 Windows XP Tlx7 7 # /b hT9, LAL. Windows Vista LA Windows Tlix7
T AN F TR ARY 2 — 2R b EZIC Ty =V P T ANV EELZENTEET, TF
M5, TrueCrypt Z WV IED 2 HHZLL F O FNEICHE > TL 72 &0,

FAI N TMAS = A=a—0 [avEa—F] £-F A arva—%] 74 arvzh
7Uw 27 L, a7 4 ->(Windows Vista Tix -> A7 ADOFEHIERE) s E > X7 +
— A > RE > FEMERE > (RIEAEY ->ZEHE, Windows Vista LI TlE T _XTHO KT A
T DN T T 7 A ND Y X HEIIE T 5| 2B LT EEN, T byd
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— T T ANEEBL ZENTEARY 2a—2D Y A N AT AELOENGEHEICHS S
D(7= & 21X Windows 731 A b=V INTeR Y 2 —2)ZIFICLTLES W, FFEDRY =2 — A
WZR—=D U T T AVBEREINRNEDIZTHITIE, ENEBINL [(R=20 777 A7
L) ZEIRL IRE] 27V v 7 LTLEIN, 0%, OKZZ7 U v 7 LTHEB L TIZIW,

HE FRLOSZMELZLHBEL TS EEIV, FHHIZFEL OS 25 /)

AERVE ST 7LV

HE: ZZTRRZ 8T, VAT AR—=T 4 arHBLWVEV AT A RTA TR SALEEMT
[V AT AL SRS, ATV X T T 7 ANBY AT ARIA T@EFIXZE I 7> TNE
T ATEPND L IICTV AT ANRHEIN TS BT, BRIIH Y 8 A,

Windows Z & #elE & A ED OS TT Ny ZIEFROBIGROT 7 —RAERF (T AT LT Ty a, TV
RV ATF 2y I)\DYRFAAEY ONEE, VDO AE) XTI A MY T
T a BT Ty ANEGIEENS)E LTHEENAIEETT, ZOAEY =X 77 7 A I3
BT =R g TWDHE LIvER A, TrueCrypt IZFtfBE L7-/SA U — K| B 5{LF—<°RAM (2
JEB SN 7 7 A VORNKEDRE AL SN TORWVIRIETAE Y —F v T 7 7 A McEEHE
N5 ERESZEIXTTEEZHA, TrueCrypt RY 2 —ADT7 7 A NV ET HANTT 4 X —Linig
TR &, 207 7 A VORNEIFRE AL SN TWRVIRIETRAM IZENLE T, (£ LT,
EWRZYDETEOEERBILEINRVIREETRAMIZES v LILEHA) £7-. TrueCrypt R
Ja—2R<wUry hENTWEE, ZOFAX—F— IR L S TWRUVVREE T RAM IR EF S
NET, TThn, D LUET — 2 2W-7-0 TrueCrypt 2~ > b5ty a DR
PIThbarta—FDAE) =X 77 7 A VAERBEREZ VFENC L TLEEV, Windows
XPLUETIE, 7AZ by T DAF— M Ama—DarvBa—2FEkEF~vfarEa—% T A2
YOETEHEZ Y v L, FaoNT r-> (Windows Vista LU Tld-> o X 7 A DFEMEE->) ik
E > HE Al -> GE > TNy TTEFROEEZIABZDIHA > (0 L) ZE#ER > 0K L LTLES
AN

Windows XP/2003 . — % —~®DFE. : Windows XP & Windows 2003 CiZAE Y —X 77 7 A

NWEREFET D API SRR 72, AT AX—TF 33 > RZ A 75 TrueCrypt T 5L X4,
AERVF T T 7 A NNV AT L RTATIZEFEEZRAEND K DI Windows XP & AT AB3GRE S

NTW5H72 51X, TrueCrypt K7 A4 N—|ZHEIMIC Windows 23 EART —H H AEY —X T 7

7 A INZEN NI ST LET,

NANRR—= a7 7L

HEZZTRBRRDEZ LT, VAT LAR=T 42 arHBDIWIEV AT LRI A4 7RIS SNGE

YMBEHIE A 7Y T IRPNANANRF—2a BRI APIZAB L TWaWe=d, ~A 7 a7 NUSADOT 4 A7 g5
{EBHRE I NA RNF—2 g VT 7 A VOREF LN TE D X H 12, Windows DIEABIa > R—3 > MZTFEMZDZ L%
RERLS ENTWET, 20D, BIEDL ZA(~A 27 1Y 7 o BitLocker ISDYE DF 4 27 W5AbY 7 b =7
ThH, ERIINANRNR—va T 7 ANVEREFETEL LV IRIEEH Y FHA, v~ 27 1Y 7 MEI(Windows HEIH
XL > OO THIEEICIHEAR TAPI A TIIEZ 2V Windows D2 iR—x o MR EIET A Z ENTE XY, £
DX REEL, FIERFLIIHHUODEEET ANA A RTA NN—DFHIL, v~ 2787 "SOT 4 AT B Y
TRT2TWNANRNF =2 a7 7 ANVORKEBLE ) ELTERNEIICLTLEI DL LRERA, EE: bhvbh
1. ZORMBEORIIEICONT~A 71 Y 7 b Wi L TWET, 25013 http://www.truecrypt.org/docs/?s=hibernation-
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ML T 2T LS L) BR), A RNFR—2a v T 7 ANANY AT LG SLOF— DA 7 &P
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B ENRY 2 — L@ ETEH LRI E2IE, NAT—REWNTZ EE2MEI SN D &)k
5. NIWw T, 29 TRIFTNESLEL Y T8 A, EWVIHIDIE, R 2a— 22K BESLEn
TWVH1BTY,

TrueCrypt ZEDEHIZL T, T—F BB LTI XLAZHFITHDOTTN?

AR OB S L DA E SR L T 720,

138



BT AR

KLtk

C WeETXARNTavr

Dx() A8 5¥— KEEHITEET LT XA

Ex() S b/ s — KE[ES KL T LT Y X4

H() Ny v B

i nbit 7y 7 OT Ay I AT 7 A p iR X D

K 5% —

P L= TFRANT s

A BEMAOFREEF (XOR)

® IELT 20 CHSTRY, n BEOFRT U REFEROE Y b A X, (EDOF
T RN I-bitfET, HEDOALT L RN 2-bitfEDHEA:100=1; 101=0; 102=
1,103=0; 000=0; 001=1; 002=0; 003=1)

O 2OD2EE M 52 HEA GFQEIROEFEY = —/L

X" +x"+x*+x+1 (GF (X4 = 7D Z &)

| T
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BB DAL A

TrueCrypt RV 2 —L%Z~ T b THLEEX(NAT—RF—T 7 A LRREBESN TR EEL
T). EITEBAGERRETIS, ROAT v TRFITSNET,

1.

RNY 2—LDFRHD 5123, FAEHER Y 2 — LD~y X =)D RAM I[ZHiAAAENE T, &
DERAID 64 ¥~ BNV b TE, ( [TrueCrypt R Y 22— L7 3 —=~ v MEEE) Z25H) &
AT WAL (VAT AL SR IZOWTIE, BAIOMEL R T4 7 b T v 7 Otko
51254 DA RAMIZFEAIAENE T, (TrueCrypt 7 — R — X — X AT LA RT A T D
WO RT v 7 BEOTrueCrypt L AF 2—F 4 227 12H D £F)

NY 22— LD 65536-66047 /34 F 73 RAM IZHEAMAENE T, (TrueCrypt R Y 22— L7 +—
< v MEERZE SRV AT ARG SALOGEIX, BB —T 4 > a VOBEZDO/NN—T 4 a
D 65536-66047 /NA EBFAIAENE T, 'FORY a—A(FFRENS—FT 1 a3 v OE
BONR—=T 4 aNIEZLARY a— 203 HIUL, ZORERTEDNy X —EHHRATEZ
TR FET, 0 ThRITFIUR, BICEERR T VX AT —H BHHRANTETIET WS T
EIZR0FET, BLARY 2a—203BL50720E, ZOT7—XEESFTEXL0EH TR
FVFET, FMIE LAY 2 —ADEE SR

TrueCrypt [Z(1) CHAAATNERER Y o — b~y X —%H 5L Lo L LET, HEolmET
b AR SN LT — XX RAMICRFF SN E T, (TrueCrypt (FZH%&1F - L
TT A AZIRAF L ERA) RD/NT A —Z[TRAPT, BATHRCIRE L T &E £, (B
TORRRRMATDOEET X THLED)

a. N~y A —X%—EHITfiiL D PRE(PKCS #5 V2.0 ICHE, ~y X —F—DEH, VL
b, BLOKEREEZSR) 2L O ENNci b £7
HMAC-SHA-512, HMAC-RIPEMD-160, HMAC-Whirlpool.
=P —=NAN LTZRAT— R(—2ULEDOF—T7 7 A L b#EH I E Ll
W - F—T 7 A NVDHI RSB & () THtAAENT YV NI~y & —F— 5K
~NEESH, —HEOHE(y F—F—DEH, VL b B R OREREE B R)RMED
NET, TLTENLDL, N~y X —S X =AM I, 5~y ¥ —F—(XTS
T—RNAEILONRET, (ZREDOF—1TRY 2—L~y X =Dl S{bic>0vb
nEY)

b. W5 b7 /L3 U X A AES-256, Serpent, Twofish, AES-Serpent, AES-Twofish-Serpent 72
r

c. EfEE— R:XTS, LRW(IHTE D720, CBCIHA T DAL 7e ),

d F—HAX

VEE) =T 4 3 VR 256MB K CTHIUE, T X IFEE—T 4 a Vv DBRD2FBDO/NN—T 4 v a M bhaEN
F£4, (Windows 7 LIS TITHIHHRE L LT, A VA =L ENTA—F 1 g LS LET L ET)

PINHONRT A—RE, WEOREES ZRILTH7-DICHEICESNTNEDTIEA2L, TrueCrypt R = — A TH DM
EOMERERNCAMON2NE T DD TT, (BT VX LT —2 ERBIBRO0R)  FERBLR Y 22— b~

I HE—ZINEDNRT A—=FEEMLTEBLS &, ZHIFHLWTL X 9, £72. VAT AEEAIZIED 27— R E1k

TNIY XEAPEDILTND E, TAIY ZLEMAPBR P> T LENET, (RIIOWMBERIATDORT v 7
TrueCrypt L A% = —F ¢ A7 HIEREZL TrueCrypt 7' — b o — X — 2 ffifi+ 25 2 &L T, IREEND)
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4. HET—HORYID 434 F73” TRUE” & WD ASCIL LFHNTHY | HE ST —Z (R
U a—Lb~y B =)DEHD 256 /A RO CRC-32F = v 7 ANEST—FD8EFEH DN
A NOfEE—E Lz b, HENEI LA LET, (ZOMIFFRB{EINTND DT,
Mo 121370 ¥ A, TrueCrypt R Y 22— A7 +—~ v MIEEEZBIR) - OSMENTT-
ST, et AIGITE - THk: L £77,
L L, A THRATET =2 OFEDLVIZQ) Tl T —2E LAY 2—2DR Y o
— LNy X —DHREE)EZHENET, U THHREICAEDLRITIVUX, v~ FEMEITKRTL
9, (MESTZ/NAT—FR, AU 2— L0, F720% TrueCrypt RV = — A TlE7pn &
W Z BT D)

5. TR TIELWARAT— R @RS AT LIT) XL, T— R, F—H A4 X, ELV~Y
A= —EHT )T XLRDNoT2(5 D WITIEFITE WA REME Th o T2 EETX
DY LI ET, £, QTRARET— X E2EETERERL, BLA) a—LbE~vU
FLEIELTWBZ ENRDMNY, OV A XLQR)TitHAA TR)THEF I N END
BHZENTEET,

6. WbV —F ANIEZINTZARY 22—~y X —(TrueCrypt NV 2 — L7 r—~ v MEER
R Mo/ ONTEY AL —F =1L R —THAIWLXTS E— K - #ifFE— F&H)
SNET, ZOF—FIRY 2a— by X —HER(EIE, VAT LSOO DF—F
— 2B EDEL, R 2a—LbDEDOE I X —THEFTLOIMES ZLNTEET, 2
NTCARY a—AiF~vrvr haivE L,

FEE— R, ~oy X —F—0&EMH, YL BIOKERKLZEL TIZIN,

T 2AF—=F =1 IR 2 —AERD & FIEREN, HETEFTHZ LT TEEFA, R 2—LD/AT— REH
1, LW ARRT =R 8HINIH LAYy X —F—TRY a—b v X —2EHES(TDZ L TEINET,
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BEE—F

TrueCrypt 5/ N—7 4 > a . RI7A4 7 AR Y 2 — A %K 5L 5 DI 5 BifEFE— FiX XTS
‘(‘\-ﬁ—o

XTS E— RIZ2003FI27 4 Vw7« v U = A PiKit L7z XEXE— R[12]TH D £33, Ml
BEIEXEX I TH—OX—% 2 5O R 5 HIIZEWE T2, XTSIZZENENHIOF—%FuET)

2010 12 XTS & — RILRLIEEEE O T — # Ri#12 DU T NIST CHRRR[24] SV E L7z, 2007 4F
IZXTS B— NI 7 w7 BB E O K 5L IRFEIZ- DUV T IEEE TGRS 4V E L7z, (IEEE 1619 #
%)

XTS &— RO
Ci = EK1 (P, A (EK2 (I’l) O ai)) A (EK2 (I’l) O ai)

ZZ T

0 250 2%z % 2R TR 4 O FH 2 R~ x4+ +1

1 1ZR5F 51— (& K55 AES, Serpent, Twofish (Z DWW TZENZEH256 E > M)

K2 1356 % — (%W AES, Serpent, Twofish [ DWW TENEIL256 E > 1)

i W ET— 2=y NS T Ry 7 DOA T v 7 A, BHIOKEET 0y 71X i=0 &7
%

n WEKIMBRET—#a2=y bOA T v I A, RPIOT—F 2=y NI n=0 L7eD,
o X TIROFMEBMERTH Y, ZHA x(DFED )IT—EHT 5,

ZTNENDOT —H 2=y hOY A RTHHE 51234 b (7 Z—HF A ZTEE L OTH 5,

XTS & — RIZOWTOFEMIE[12] & [24]% S [,
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~y HF—F—DHEH, YV, BRORERK

Ny B = F— I AL —F— DT —Z & D TrueCrypt R U = — L~y X —(2 AT LT
3% —7 — Z ) O S L A B Sk, BE T 201 fibhvEd, (S {bofs L
TrueCrypt NV = — A7 4 —~ v MEEEZ S M) TrueCrypt 5.0 LA TIERC S 72 R Y 22— A(B LD
VAT LR SAR) TR, 2 OfEEIE XTS £— FEEE— FEZ22B) TR B ST E 9,
TrueCrypt ~ v & —F— L 5 % —(XTS T— )& LT 555X PBKDF2 T&h b . PKCS #5v2.0
ICHESHTWET, [7125 M, (PKCS #5 v2.0 SCEIL RSA WF5Efr D ZIEEIC L Y
http://www.truecrypt.org/docs/pkcs5v2-0.pdf T A F A HE

512-bit YV (AR U 2 — AERR T 1 & A TRLAIA B DO FLEE ARG CHR SN D 7 o # D8 b
NET, LWVHZEiE, TRENDRAT—RIZONT22QDSR2F)YDXF—0NboH V) Z &
T, ZHUE, A7 T A UEEERBRICT DEFM A RE D S E T, (Y RMEbRS &
FANZ TR TOF—%2 3L B a—F THAADE TR T — REEELZED L0 ) Z L id, FEFIC
HEL <220 E£9)[7] Vb b iE TrueCrypt R U = — AERGETR TEEGEEMREIC L - TERS NS
FLEMEMN DY 97, ~v ¥ —F—EHHEHIT, HMAC-SHA-512 , HMAC-RIPEMD-160, %71
HMAC-Whirlpool( [8, 9, 20, 22]Z M) IZHESNWTERY . 2 —F —Z PN aRIRTE 4, EHE
NHX—ORIZ, EEERLI Ny v a B EOH A XIZHIBS L EHA, 728 21X, HMAC-
RIPEMD-160 Z#ffi~>7- & LT, AES-256 D~y X —F — (XD 256 £ N R(XTS E— N Tid,
256 B M TNy A —X =B E i, KR E LTAES-256 TiL256 £y hF—2 " offibi
H)TT, X722 L TLEIN, ~y X —F—ZENT 523 —E HBIE % 1000 7]
(HMAC-RIPEMD -160 % & L L TV A A3 2000 EN#E 0 K S 72 < TEWIT £ A, ZHUIHUE
L7o/RA T — RERR(R STV BRI HE T DI A RS E T, [7]

A — RO 4 DR ERE S~y X —F— IR AT — RF—T7 7 A v bEHASns7s L
72NN SEH SN FE T2, MM L CWET, 7= & 2i1E. AES-Twofish-Serpent TiE, ~v
A — % — BRI XA T — R 5 768-bit F— & (XTS T— R TIHBEME LTT68 Y hDH o~
v =X — )BT 5 X REZITET, ARSI 768 By b F—(X =D 256-bit F—IC
DENSHUXTS T— R TIHE -F—H =ZoM256 By hF—ZnE&h, I A7r—RaeR: LT
6D 256 B hX—%fH), MO L DN Serpent T, _FHDEH DN Twofish, —FHDOH D
73 AES T(XTS &— R Tl DOH —. % —25 Serpent, KD % —7 Twofish, Hi&DH ¥ —N»n
AES T E T, F—NEHINDITIZR 572/3A T — KR 5 HFIEZEIV AT — R~D
B2 0 AR TO)RND T, BENF—D 2% Moz LTH, TNNDLMDF—4E
M2 L TEEdA,
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ALBE A

TrueCrypt FLECFE AHERERNG) X RAM(A E V)2, v~ A X —E5{L¥—, & _F—XTSET— F),
YNVEBIOX—T 7 A NEAEKRT D EITEDNET, T —E320 31 FET, L3
AT LT —ZTilil-SnEd,

~ 7 AD#E)E

F—Abr—7

Mac OS X, Linux: P& RNG(/dev/random & /dev/urandom O i 57> & AL S 41 5 ME
Windows @ Z: MS Windows F575- API (500-ms [i][f@ C& AR INE S D)

Windows DFx: R U —27 A B —7 = — A5 GH(NETAPI32)

Windows DF: & F I E722 Win32 N2 Rb, KA, U7 2 #(500-ms Z & ITIER)

FROY—=Z2DENLNLELNTMEIT T — MIEZ AT, [Hx DAL MBS ET, (2
& ZIE, 32-bit fEIF 4 31 MIpEISNET) DDA FEE 4 12 modulo 2° addition J#H % L
THF—T 7 ANT—=ND(T—=LDEMED FEEZ TIER) T =V — Y VOMNEIZEZAENE
T, S RBRBEXAENTS D, T—A B — V1S, MER, EEEETL B L F— L DAETEIC
FLESITONET, =il 1634 MEZADL T EIZ, = WERABEEN Y — 1 2ICEH S
£9, (FiLzH)

77— RE B

Z OB HENIIER T, WERT A2 LT, flxo THED) AE Yy NOREBE T 57T )A
FET, ZIUTHEIBEELAZRE T Z Lo 9, =il 16 31 hEEZALT LT, 7—
JUREBRN 7 — N 2RICER S £,

T — REBEOBMBIILL T LR

N

R ZEIT— N T 5,

H %2 — =38R U723 2 BA#(SHA-512, RIPEMD-160 ¥ 7=1% Whirlpool) & 3%,

4. =y a2l HOHBIIONA v, (0F Y. H) RIPEMD-160 725, [=20; H 73
SHA-512 725 [=64)

5. z=T VA NT =) RONNA MR (320 34 1)

6. g=z/1-1 (H7> Whirlpool 72 & g=4)

7. R&INA N7 av 7 B.B, \Z5E

M 0<icsq(F7uv I BILID) THLIHWE, LFOAT v 7 %17

(98]

a. M=H(@Bo| B\ |..|B) [TV FLT—MEnyva MENED Ny 2B HT

EEEN D]
b. B[:B[/\M

8. R=B|Bi.|B,

e Z2iX, qg=1 2biX, VX LT —)VTIRO XD ITRE SN 5:
(Bo || B) =R
B():BOAH(BO || Bl)
Bl :Bl A H(B() || Bl)

144



R=By|| B

ALBCE ERE ORR A & AT TR ORI ES <

*  Software Generation of Practically Strong Random Numbers by Peter Gutmann [10]
*  Cryptographic Random Numbers by Carl Ellison [11]
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F—77A

TrueCrypt ¥ —7 7 A /Wi, TONENNAT — REFORDTONLT7 7 AV TT, F—T7 AL
DHNEIZHDOWT, FeillOFIRIZH V £H A, —% —I3 TrueCrypt RNG IZ L > TT U & L7RINE
D7 7 ANEERT DIPIAH DX —T 7 A NVERRBERREZFE > T, =7 7 ANVEERTHZ L
HTEE T, (TrueCrypt RNG (2O T O EEMILELIORE LBk 2 B 1R)

F¥—7 7 A NDEKRYA RIZHIRIZH 0 FH A, JEHHD 1,048,576 bytes (1 MB) 72 1) 23 LEL % 52 &
0 ET, (BERBRT 7 ANVELIT 201085 Mg EOREEN D, 7% O I EHE s E D)
=P TERDOF—T 7 ANEMEI ZENTEET, (F—7 7 A VEITHIRIZH Y £HEL)

X—7 7 A VIFHEELD PIN =— R(PIN /¥ R TrueCrypt GUI "C A JJ A BE) THR7#E S 4172 PKCS-11
BUE[23]0EXF 2 VT 4 b= VAT — b I — RIZRETDHZ b TEET,

X —T 7 AT T O HFIETUE L, NAU— RIZ#EHASINET,

Pha—H—NAS LTRAT— FZEnS LILERA)ET 5,
KP%aX—7 57 A NS =T 5,
kpl X% —7 7 A VT — /L KP DA FR(64DFED 512y MET 5,
pl /N AT— R PONA MREEHIN—Va o TlE 0<pl<sed) T 5,
kpl > pl 72 513 (kpl — p) DR E DA NAEIZE ) Z AT — 8 PIZENT S,
X¥—7 7 AT =)V KP % kpl A O w1 Tlii=7,
ITNZENDF—T 7 A MTHONWT, PLFDRAT v 7% FELT:
a. ¥—TFANT—=NDH—INNEE T —)LVORIEEICE v 15,
b. Ny 2B HZIHEET 5,
c. ¥F—=T7ANDENA M 1ESor—FR, ZRENIZOWVWTLLFORT v %%
173 %,

i RNy 2 (REE) M 2572018, Ny v az keI y v 2B
%ﬁH?D*Féhtﬁ4F@A/71%¢éoAyyl@%Tﬂ@ﬁbﬁ
WAREID T2 DI KRB 2 R FFT D),

i. JREE M ZfHx DA MIREIT D, BlE LT, Ny 2D nn4,34
2o (LT || =M

iii. (7.c.ii THELNT) 2D DA R A& & 12 modulo 28 addition 1L A LT ¥
— 77 ANT =D (T =D HMED EFE TIERL) =l — Y VDL
BICEXIAL, A MREZIAENEL TV — VLT 131 biEde, B
—YNVIRT =N OfERE T D & MEILT —/VORRHICHRE SN D,

X—T 7 ANT = VONEZLLFDOHFIET AT — K PlZEEfd %,

a. /NAU—FR P& % D/A N By.By \Z3ET D,

b. F— 774W7~NKP%@ﬁ@A4F(%GmL\%?5

c. For0<is<kpl DFMFTIAIZELT B=B0G;

d. P=By|Bi| .. | Bpi |l Bu
NRAT— R PII(X—T 7 ANVT— IVONRENEH S NT=H &)~y ¥ —F—EHEEHK
PBKDF2 (PKCS #5 v2)~ i S 4L, NN —F —NBIR L L8y a7 3 U XA
(72 & 21X SHA-S12) DG 5 & - CT(V/ /v Moo T —2 & L IO L 97, FEMiT~>
F—F—pEH VL BIOXKEREESBL T ZS0,
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RE% H OBENTHICHERAY B T4 [26], CRC-32 13> v 2% H T ET, CRC-32 DH
FOBF TNy a7 A AL S TUEINET, F—T7 74 VT —ILONEIL
(CRC-32 Ty ¥ 2 SNTDITINZ), NAT—RiIZ@EfAsnEd, Thn~y ¥ —F—EHEEK
PBKDF2 (PKCS #5 v2) ~E S, TN —F —NER L =R 2Ry a7 3 R A(E z
X SHA-S12)DIF S 2 ffi > CT(V )V FooT —2 & L HIOME L F9, fERE L TELNDEN
Ny B =T LT ANy X —F—(XTS T— )& L TEDbRLET,
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TrueCrypt R Y = — A7 +—~< v M

Offset Size Encryption
(bytes) (bytes) Status' Description
0 64 | Unencrypted® VIZEN
64 4 | Encrypted T AF—3FF “TRUE”
68 2 | Encrypted R a—b~y F—T p—<y hX—=T g
70 2 | Encrypted RV 2—2L%5RL 07T LORNN—=T 3
72 4 | Encrypted (1875 &4 72) 256-511 /34 R D CRC-32 F = v 7 A
76 16 | Encrypted THIO 2T )
92 8 | Encrypted BRLAY 2a—20H A X@EFERY 2—L726 0%ty
R)
100 8 | Encrypted AU 2—LDH A X
108 8 | Encrypted VA —F—DBEEA T v b
116 8 | Encrypted ~ A — X —NOW SR A X
124 4 | Encrypted 777y b (bit0set: AT LKEFEAL; bits 1-31 1 X TH)
THIO0 EZE Y B)
128 4 | Encrypted T H = A XA )
132 120 | Encrypted FHIO0 DA D)
252 4 | Encrypted (1875 &472)64-251 /31 FD CRC-32 F = v 7 H A
256 Var. | Encrypted HiESNT-E -, Fov ALY —F—
512 | 65024 | Encrypted TH (AT ARG SETIE Z OB 1ZBRSL 148)
65536 | 65536 | Encrypted/ KéLT):LP*.ZA/\//}V —fEIE(Z DAY 2 — AR LAY
Unencrypted]l | = —A2372 15 AUE DOFEIRIT T LT —52%), v
48 X%Aﬁﬁ%ﬂzmi_ @IE HIZBRAL, 0-65535 /31 R %%
AR
131072 Var. | Encrypted (FAX—=F—DRAa—F L D)7 — Xk, AT A
G L TR AT LX—=T 4 v a DA 7'y MZEo
A7ty MIERRS,
S-1310722 | 65536 | Encrypted / Ny T T~y B —FieDd Vv v bER IR
Unencryptedl | B~ X —F—|Z L > THiE1k), VAT AR5 TIZZ
48 DOIH H IXFRSS 148, 0-65535 31 N &S [
S-65536 | 65536 | Encrypted / FRLARY 2—LDNy I T v T~y X —(n D V0 h
Unencrypted1 %ﬁﬂjéﬂf:ﬁeiﬁé“yy*#*ﬁliofﬁﬁ%ﬂﬁ) Z
48 DAY 22— KRR LAY 2 — 203720 g, 2 O
T UH DT —H 148, VAT ARERAL TR Z O HIEER
R 2 — AOBESLHEIEIEN v 4 —F —(BLOXTS E— RTIIE -~y ¥ —F—) TS LI E 7, FEMITRE 5o
I b~y X —F—0EH, YV b, BEOREBER#HAEZSRLTIEZIN,
SR Y 22— LD A XA MEBERLET,
YV MIRENZ T A MER RN DT T b ST ERA, (Y MEI—HDT & L7 fETT)

YRY 2 — AR A —

IhTZZi

6> >
——

R R TR

REENET,
SRV 22— AMEREIRFIC T v F MMETEE &
E TR T MRS

bl EWoHE

FlEhi=%He

WD~ 2 X —F% —(XTS T— RTIEHE v A X —F— b)) iifE

FEI 2 6D D FIEICOW TR Z OFilcE# L TV ET,
. BLOSZ&ELfa LAY =2 —L&2EGATWHERA,
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A 148, 0-65535 34 xR

Z OB TrueCrypt 6.0 A TERR SRR Y 2 — AT 250 THLHZ LICHEBE LTS
Wy Z7ANURY) 2— LD T 53—~y MINRX—T 4 a /T, AR 2a—A LR LTTT,
(LU, VAT LN=T 43 a VI RIATDRY a—b~y X=X =T —Z L N7 4 7T DA
DL N7 v 7 OFcth D 512 34 MIRE S ET) TrueCrypt AR Y = — AT ELA S ID LFFID
EORbDITEHY FA, HFENDETIE, TXTRTFXLRT—HIZLIRZEEA,

ZNEND TrueCrypt R Y 22— LADZEXFIKITAR Y 2 —LMMELND L XIZT VX AMETHD B
F79, ! TUXMMEFUTO X IICAER SN ET: TrueCrypt RV =2 — LD 7 +—~< v MBIHEHHE
AN FRRF OIS B 2 — & BRRF O % —(XTS T — F)DSHLAA Z D ELESE A (LA K &
) THERENET, 2=V —NRAFRE ST LY XL FERS—TokEnEd, >S50
THE LT T Y X WL, AR DOEBREE CER SN B b5 L —r T F X B
EREEAL L E T, BibT7 32U XAEXTS T— RCEix 9, @fEE— F2R) 2 ED
LIS T XA N0y 7 PR a— OB EfkEHO 5 (LEEXT)0IibivEd, it
—IXRAM FUIZRE SHL, 74—~y "B T T ELRRICEREINET,

AU 22— AERRAUITIZ A FHO(Y IV BB L UH256(~ A X —FH)NI@EDILD 7 4 —b RIILELE
FAEREELEOS ARSI CAR SN T VX AMER DV £,

TrueCrypt RNV =2 — ADOZEXFEIRICEA LAY =2 — AR HL5AIE, BLAY 2a—20~y X —%
BRARRY 2 —20#65536 1I2H D £F, (KA MNERY 2— LD~y X —[FHRA MRY 22— 24
DHEEH | #0IZHV ET (RLAY 2—2ZM) TrueCrypt A Y 2 — ADOZEZFIIZFE LAY =2 —
ARHDLGEITE, BLAY 2a—20~y X —[FTHRA NRY 22— LD 65536 /34 F(HRA NANER
Va—2D~y X =L, FARRY 2—20#01ZHV FT -BFELARY 2—22ZH)IHV 7,
TrueCrypt N Y 2 — AR LAY 2 — AN WIGEIZIE, AU 2 — A0 65536-131071 /31 RO F
DELARY 2—L0~y X =0 EN DX T OEE)IIET v X LT —Z (R Y 2 — LVERRRFIZ22
XA T L H DT —F THD D HIEICOWTO LZOTHAEZIR)NH D £, BLAY 2—2A
D~ Z—=D LA T 7 MIEHERY 2—20D O L[ U(0-65535 734 F) T,

TrueCrypt %R — b T D KA Y o — LA XL 2% bytes(8,589,934,592 GB) T9, L L., &4&
FOBEBRME AT VT ZLN 128y hT Ry 7 A X585 LN BEND), FFRSND K
KH¥A A1 1PB (1,048,576 GB) T,

MENTENRD T T v TS~y X —

TrueCrypt 6.0 LLAFE THERL & 4172 TrueCrypt AR U = — A IR Y = — A D FBZRIALE T D (LRSI

AT T xr—~y hEFTATFT I I RNEHRGE, BEXORY) a— A0 —F 4 v a L EZOL TS {LENET 7
AN AT DTIHRVER,
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IMENTRLIHIAB DN T T T~y X —FHET, ~v X =Ny 77 v 3R 2—Lb~y
H—Dabt =T, BRo YV EPbEHNINTR R olc~y X —F— T 5{bShvET,
(N A —F—0EH . VL BXOKEREZZSHR)

R 22— RAT— RROX—T 7 A LN EFEINTZY, R 2 — A ESniz(E 7213880y
I T T~y X—nBHISNDE, R a—b~y X —LR Y a—AZsiviz Ny 7
Ty Ty =3 oo~y X —F—THIE S LINET, 2O~y ¥ —F—(THHITAER S
NV bpbEHIN, R a—b~y X —HY VNIRRT T v T~y X—H Y ETR
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